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Trademarks

“StarWind”, “StarWind Software” and the StarWind and the StarWind Software logos are

registered trademarks of StarWind Software. “StarWind LSFS” is a trademark of StarWind
Software which may be registered in some jurisdictions. All other trademarks are owned

by their respective owners.

Changes

The material in this document is for information only and is subject to change without
notice. While reasonable efforts have been made in the preparation of this document to
assure its accuracy, StarWind Software assumes no liability resulting from errors or
omissions in this document, or from the use of the information contained herein.
StarWind Software reserves the right to make changes in the product design without
reservation and without notification to its users.

Technical Support and Services

If you have questions about installing or using this software, check this and other
documents first - you will find answers to most of your questions on the Technical Papers
webpage or in StarWind Forum. If you need further assistance, please contact us .

About StarWind

StarWind is a pioneer in virtualization and a company that participated in the
development of this technology from its earliest days. Now the company is among the
leading vendors of software and hardware hyper-converged solutions. The company’s
core product is the years-proven StarWind Virtual SAN, which allows SMB and ROBO to
benefit from cost-efficient hyperconverged IT infrastructure. Having earned a reputation
of reliability, StarWind created a hardware product line and is actively tapping into
hyperconverged and storage appliances market. In 2016, Gartner named StarWind “Cool
Vendor for Compute Platforms” following the success and popularity of StarWind
HyperConverged Appliance. StarWind partners with world-known companies: Microsoft,
VMware, Veeam, Intel, Dell, Mellanox, Citrix, Western Digital, etc.

Copyright ©2009-2018 StarWind Software Inc.

No part of this publication may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, electronic, mechanical, photocopying,
recording or otherwise, without the prior written consent of StarWind Software.
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Annotation

Relevant products

StarWind x Veeam Hardened Backup Repository (StarWind x VHBR)
Purpose

StarWind x Veeam Hardened Backup Repository (StarWind x VHBR) is a software solution
that runs as a Virtual Machine on top of the Proxmox host and turns it into a modern and
robust backup repository.

This document outlines how to configure the StarWind x Veeam Hardened Backup
Repository (StarWind x VHBR) on Proxmox host. It covers the steps on how to create a
Hardened Repository in StarWind x Veeam Hardened Backup Repository (StarWind x
VHBR) and connect it to Veeam Backup & Replication for achieving backups
immutability.

Audience

This technical guide is intended for storage and virtualization architects, system and
backup administrators, and partners designing virtualized environments StarWind x
Veeam Hardened Backup Repository (StarWind x VHBR).

Expected result
The end result of following this guide will be a fully configured StarWind x Veeam

Hardened Backup Repository (StarWind x VHBR) on a Proxmox host with a Hardened
Repository created and connected to Veeam Backup & Replication.

Prerequisites
StarWind x Veeam Hardened Backup Repository system requirements

Prior to installing StarWind x Veeam Hardened Backup Repository, please make sure that
the system meets the requirements, which are available via the following
link: https://www.starwindsoftware.com/system-requirements#svhbr

Recommended RAID settings for HDD and SSD disks:
https://knowledgebase.starwindsoftware.com/qguidance/recommended-raid-settings-for-h
dd-and-ssd-disks/
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Solution diagram

The diagrams below illustrate the network and storage configuration of the solution:

StarWind x Veeam Hardened Backup Repository
Controller Virtual Machine
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Preconfiguring Proxmox Host

1. Configure network interfaces that will be used for the backup traffic. In this document,
172.16.30.x subnet is used for the backup traffic. Choose node and open System ->
Network page. Click Create. Choose Linux Bridge.
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XPRDXMUX\fmual Environment 8.2.4 Search

Server View % Node 'swpre 02’
= Datacenter
Create Revert Edit Remove Apply Configuration
B sw-pre-02 Q Search e
222 localnetwork (sw-pve-02) o5 L 2D Type Active Autostart | VLANa... | PorsiSlaves BondMode | CIDR Gatewa
ummary ;
E(tocal (sw-pre-02) tf”ux SE';: Network Device  No Yes No
E0local-bm (sw-pve-02) D Notes o Network Device  No No No
OV Biid
s S ieoe Network Device  No No No
0OV Bond
o System ove Network Device  No No No
ntPort
= Networl enpessuvnpy Network Device Yes No No
Network ey
 Certificates enp25s0finpl Network Device  No No No
oS enp255072np2 Network Device  No No No
anp25s0f3np3 Network Device Mo No No
@ Hosts
ans10np0 Network Device  No No No
Opt
© @i ensfinpt Network Device ~ No No No
O Time enxbe3af2b6059f Network Device  No No No

2. Create Linux Bridge and set IP address. Set MTU to 9000. Click Create.

Iy

Create: Linux Bridge [

Mame: vmbri Autostart: 1

IPv4/CIDR: 172.16.30.10/24 VLAN aware: U

Gateway (IPvd): Bridge ports: enp177s0f0npd
IPvE/CIDR: Comment:

Gateway (IPvB):

MTU: | s00(|

© Help Advanced ] ISEEE

3. Verify network configuration in /etc/network/interfaces file. Login to the node via SSH
and check the contents of the file.
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aute lo
iface lo inet loopback

iface enp25s0f0np0 inet manual

iface e J7s0f1npl inet manual
SQ00

iface enp202s0f0np0 inet manual

iface enp202s0flnpl inet manual
iface enxbe3af2bé039f inet manual
iface enp25s0flnpl inet manual
iface enp25s0f2np2 inet manual
iface enp25=0£f3np3 inet manual

iface ensl1f0np0 inet manual

iface enslflnpl inet manual

auto enpl77s0£0np0
iface enpl? fOnp0 inet manual
mtu 9000

auto vmbr0

iface wvmbr( inet st c
address 1 27 .112/24
gateway 1 31.10
bridge—-ports enp25s0£0np0
bridge—stp off
bridge—fd 0

auto wvmbrl

iface wvmbrl inet static
address 172.1 10/24
bridge-ports enpl77s0£0np0
bridge—stp off
bridg
mtu S000

4. Enable IOMMU support in kernel, if PCle passthrough will be used to pass RAID
Controller, HBA or NVMe drives to the VM. Update grub configuration file.

For Intel CPU:

Add “intel_iommu=on iommu=pt” to GRUB_CMDLINE_LINUX_DEFAULT line
in /etc/default/grub file.

For AMD CPU:

Add “iommu=pt” to GRUB_CMDLINE_LINUX_DEFAULT line in /etc/default/grub file.
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root@sw—pve-02 at fetc/default/grub

§ If you change sz file, run "update—grub' afterwards to update
f /boot/grub/grub.cfg.

f For full documentation of the options in this file, see:

3 info —f grub —n "Simple configuration'

GRUB_DEFAULT=0

GRUB_TIMEOUT=5

GRUE DISTRIBUTOR="lsb release -1 —-s 2> /dev/null || echo Debian’

GRUB CMDLINE LINUX DEFAULT="quiet intel iommu=on iommu=pt"
MDLINE LINUX=""

If your computer has multiple operating systems installed, then you
probably want to run os-prober. However, if your computer is a host
for guest OSe= installed wia LVM or raw disk dewvices, running
ogs-prober n cause damage to those guest OSes as it mounts
filesystems to look for things.
GRUE_DISEELE_DS_PRDEER:falsE

f Uncomment to enable BadRAM filtering, modify to suit your needs

f This works with Linux (no patch required) and with any kernel that obtains
f the memory map information from GRUB (GNU Mach, kernel of FreeBSD ...)
#GRUE_EADRAM="Dx01234567,foefefefe,ﬂxﬁﬁabcdef,Gxefefefef"

f Uncomment to disable graphical terminal
$GRUB TERMINAL=console

f The resolution used on graphical terminal

f note that you can use only modes which your graphic card supports wvia VBE
f you can see them in real GRUE with the command “vbeinfo'

fGRUB GFXMODE=640x480

$ Uncomment if you don't want GRUEB to pass "root=UUID=xxx" parameter to Linux
$GRUB_DISAELE LINUX UUID=true

§ Uncomment to disable generation of recovery mode menu entries
s {e) B_DISABLE RECOVERY="true"

f Uncomment to get a beep at grub start
i INIT TUNE="480 440 1"

5. Reboot the host.

Deploying Starwind X Veeam Hardened Backup
Repository

1. Download StarWind x Veeam Hardened Backup Repository zip

archive: https://www.starwindsoftware.com/resource-library/veeam-hardened-backup-re
pository/#download

2. Extract the CVM.qcow?2 file from the downloaded archive.

3. Upload CVM.qcow? file to the Proxmox Host via any SFTP client (e.g. WinSCP)
to /root/ directory.
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{root/
Mame Size Changed

£ .. 9/27/2024 2:32:23 AM
D CVM.gcow? 9704576 KB 10/4/2024 1:44:11 AM

4. Create a VM without OS. Login to Proxmox host via Web GUI. Click Create VM.

X PROXMO X virtval Environment 8:2.4 Search & Documentation | (SRl
Server View B | Node ‘swpve-02 O Revoot | &) Shutdown | >_ Shel i BukActions - | @ Help
£ Datacenter
B svpe0? Q search Package versions Hour (average)
E Inetwork (sw-pve-02) & Summary
= [iocal (sw-pve02) B sw-pve-02 (Uptime: 10 days 20:01:28) CPU usage ® CPUusage | @ 10 delay
S0 local-vm (sw-pve-02) 0.035
€0 fomp d >~ Shell ) CPU usage 0.10% of 128 CPU(s)
© 10 delay 0.00% 003
% System 5 Load average 0.00,0.00,0.00
= Network 0025
@D & RAM usage 260% (6.53 GIB of 251.47 GiB)  KSM sharing 08 vor
@ ons & /HD space 11.92% (1119 GIB of 9393 GiB) & SWAP usage 000% (25500 KB of8.00GB) o
0015
Ob=b cPU(s) 128 xItel(R) Xeon(R) Platinum 8362Y CPU @ 2.20GHz (2 Sockets) 001
& Options Kenel Version Linux 6.8.12-1-pve (2024-08-05T16:17Z)
© Time Boot Mode EFl 0008
= SystemLog Manager Version pre- o
~ Repository Status @ Proxmox VE updates () Non production-ready repository enabled! > 20241004 20241004 20241004 20241004  2024-10-04  2024-10-04  2024-10-04 2024-1
2 Updates 003900 004900 005900 010900 011900 012900 013300 0148

) Repositories.

5. Choose node to create VM. Enable Start at boot checkbox and set Start/Shutdown
order to 1. Click Next.

StarWind x Veeam Hardened Backup Repository: Configuration Guide for Proxmox Virtual 8
Environment [KVM], StarWind x Veeam Hardened Backup Repository Deployed as a Controller
VM using Web Ul



StarW:nd One Stop Virtualization Shop

by DataCore

Create: Virtual Machine )
0S  Syst Disks ~ CP em :
Mode: sw-pve-02 Resource Pool:
VM ID: 100
MName: SW-VHR
Start at boot: kA Start/Shutdown 1
order:
Startup delay: default

Shutdown timeout: default

Tags
Mo Tags | ==

© Help Advanced [ | |

6. Choose Do not use any media and choose Guest OS Linux. Click Next.
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Create: Virtual Machine )
General m System Disks CPU lemory letwork
() Use CDV/DVD disc image file (iso) Guest 05
Type: Linux
Version: 6.x - 2.6 Kernel

() Use physical CD/DVD Drive

(® Do not use any media

Advanced [

7. Specify system options. Choose Machine type q35 and check the Qemu Agent box.
Click Next.
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Create: Virtual Machine &)
General 0OS Disks CPL Vemory letwork Confirm

Graphic card: Default SCSI Controller: | VirtlO SCSl single

Machine: q35 Qemu Agent: A

Firmware

BIOS: Default (SeaBIOS) Add TPM: ]

8. Remove all disks from the VM. Click Next.
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Create: Virtual Machine ®
Gengral 0S5 System m CPU lemory Metwork Confirm
No Disks

© Add

9. Assign at least 8 cores to the VM and choose Host CPU type. Click Next.
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Create: Virtual Machine (3]

General 05 System Disks CPU Memaory letwork Confirm

Sockets: 1 Type: host X
Cores: 8 Total cores: 8

VCPUs: 8 CPU units: 100

CPU lirmit: unlimited Enable NUMA: [

CPU Affinity: All Cores

Extra CPU Flags:

Default _OY@O) + md-clear Required to let the guest OS know if MDS is mitigatad correctly -
Default _O@O + pcid Meltdown fix cost reduction on Westmere, Sandy-, and lvyBridge
Intel CPUs
Default _OY@ ) + spec-cirl Allows improved Spectre mitigation with Intel CPUs
Default _O@O + sshd Protection for "Speculative Store Bypass” for Intel models
Default e o er ibpb Allows improved Spectre mitigation with AMD CPUs
Default e ar virt-sshd Basis for "Speculative Store Bypass” protection for AMD models -

10. Assign at least 8GB of RAM to the VM. Click Next.
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Create: Virtual Machine )
General as System Disks CPU Metwork Confirm

Memaory (MIB): 8192

Ballooning Device: |

11. Configure Management network for the VM. Click Next.
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Create: Virtual Machine )

General 05 System Disks CPU Memaory Confirm

[] No network device

Eridge: wmbr( Model: VirtlQ {paravirtualized)
VLAN Tag: no VLAMN MAC address: auto

Firewall: EA4

Disconnect: ] Rate limit (MB/s): | unlimited

MTU: 1500 {1 = bridge MTU} Multigueue:

12. Confirm settings. Click Finish.
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Create: Virtual Machine ®

Gengral 0S5  System  Disks CPU Memory  Metwork

Key | Value

agant 1 -
balloon 0

COres 16

cpu host

ide2 none media=cdrom

machine q35

Mmemary 8152

name SW-VHR

netd virtio bridge=vmbr0 firewall=1

nodename sw-pve-02

numa 0

onboot 1

ostype 126

scsihw virtio-scsi-single -

[] Start after created

Advanced [

13. Connect to Proxmox host via SSH. Attach CVM.qcow?2 file to the VM.

gm importdisk 100 /root/CVM.qcow2 local-1lvm

14. Open VM and go to Hardware page. Add unused SCSI disk to the VM.
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Add: Unused Disk )
Bandwidth

Bus/Device: SCSI 0 Cache: Default (No cache)

SCSI Controller:  VirtlQ SC5I single Discard: ]

Disk image: local-lvr:vm-100-disk-0 10 thread: kA

SSD emulation: [ ] Backup: 1

Read-only: ] Skip replication: [

Async 10: Default (io_uring)

& Help Advanced [

15. Attach Network interface for backup traffic.

Add: Network Device ()
Bridge: vmibr Model: VirtlO (paravirtualized)

VLAN Tag: no VLAN MAC address: auto

Firewall: |

Disconnect: ] Rate limit (MB/s): | unlimited

MTU: 9000 Multiqueue:

© Help Advanced [A

16. Open Options page of the VM. Select Boot Order and click Edit.
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XPROXMUXWnual Environment 82.4 Search

Server View # Virtual Machine 100 (SW-VHR) on node ‘sw-pre-02 N Tags &
= Datacenter
B swpve 02 & Summary Edit | | Revert
100 (SW-VHR) > Console Name SW-VHR
222 localnetwork (sw-pve-02) &4 Hardware Start at boot Yes
35 ::::Ej::}::siioz) & CloudInit Start/Shutdown order order=1
= & Opions 08 Type Linux 6.x - 2.6 Kemel
Sy a— Boot Order de2, netd
) Uss tablet for pointer Yes
© Uiy Hotplug Disk, Network, USB
Backip ACPI support Yes
+3 Replication KVM hardware virtualization Yes
D Snapshots Freeze CPU at startup No
O Firewal Use local time for RTC Default (Enabled for Windows)
& Pemissions RTC start date now
SMEIOS settings (type1) uuid=e5e60699-3905-4911-9980-30f1dc493b64
QEMU Guest Agent Enabled
Protection No
Spice Enhancements none
VM State storage Automatic

17. Move scsi0 device as #1 to boot from.

Edit: Boot Order 9D )
# Enabled | Device Description
= 1 A & scsil local-lvm:vm-100-disk-0 iothread=1,size=30G |
= ] @ ide2 none media=cdrom
= | = netl virtio=BC:24:11:69:9B:80 bridge=vmbr{ firewall=1
= | = netl virtio=BC:24:11:E6:09:3A bridge=vmbr1 firewall=1 mtu=9._ .

Drag and drop to reorder

© Help OK

Attaching Storage To Starwind X Veeam Hardened
Backup Repository Cvm

Please follow the steps below to attach desired storage type to the CVM

Attaching Virtual Disk To Starwind X Veeam
Hardened Backup Repository Cvm

1. Open VM Hardware page in Proxmox and add drive to the VM, which going to be used

StarWind x Veeam Hardened Backup Repository: Configuration Guide for Proxmox Virtual 18
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as a backup repository StarWind service. Specify size of the Virtual disk and click OK.

Add: Hard Disk ()

[ =)

S Bandwidth

Bus/Device: SC5l 1 Cache: Default (Mo cache)
SCSl Controller:  VirtlO SCSI single Discard: ]
Storage: local-lvm 1O thread: k1

Disk size (GiB): | 100

SSD emulation: [ ] Backup: 1
Read-only: ] Skip replication: [ ]
Async 10: Default {io_uring)

@ Help Advanced

NOTE. It is recommended to use VirtlO SCSI single controller for better performance. If
multiple virtual disks are needed to be used in a software RAID inside of the CVM, VirtlO
SCSI controller should be used.

2. Repeat step 1 to attach additional Virtual Disks.
3. Start VM.
NOTE. When using Veeam Hardened backup repository, it is recommended to

passthrough an entire RAID controller or HBA or NVMe drives directly to CVM to avoid
hypervisor access to storage.

Attaching Pcie Device To Starwind X Veeam
Hardened Backup Repository Cvm

1. Shutdown StarWind x Veeam Hardened Backup Repository CVM.

StarWind x Veeam Hardened Backup Repository: Configuration Guide for Proxmox Virtual 19
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2. Open VM Hardware page in Proxmox and click Add -> PCI Device.

x PRO> MO X vitual Environment 8.2.4  Search

Server View % Virtual Machine 100 (SW-VHR) on node ‘sw-pve-02
£ Datacenter se =
b sw-pre-02 ummary Add Remove Edit Disk Action Revert
100 (SW-VHR) >_ Console g O | Hard Disk 8.0 G [balloon=0]
53 localnetwork (sw-pve-02) 2 Hardware { © | COMVD Drive 16 (1 sockets, 16 cores) [host]
= ve "= Network Devi
= [Jlocal (sw-pve-02) & Covinit etwiork Device Defat (S23BI0S)
2 [Jiocakhvm (sw-pve-02) & EFIDisk
& G { Default
P & TPM State
) 1 435
B Task History = USB Device
- Virtl0 SCS! single
@ Monitor PCI Device -
( . 2) none,media=cdrom
- Serial Port
e local-vm-vm-100-disk-0 inthread=1 size=30G
Replication : irtio=BC:24: - -
& Rep o AudioDevice B9 virtio=BC-24:11-69: 98-80 bridge=vmbr0 firewall=1
9 Snapshots 5 viorn 1) Virtio=BC-24-11-E6:09: 34 bridge=vmbr1 firewall=1 mtu=3000

U Firewall

o Permissions

3. Choose PCle Device from drop-down list.

| Add: PCI Device (€3]

Mapped Device
Primary GPU: O

(® Raw Device

Device: |
All Functions: | 1D | IOMM.... Vendor Device Medi...
0000:16:00.2 69 Inte] Corporation lce Lake RAS No -
ROM-Bar 0000:17:000 16 Micron Technolog .. 7450 MAX NVMe SSD No
Vendor ID: 0000:18:00.0 17 Micron Technolog... 7450 MAX NVMe SSD No
Device ID: 0000:19:000 18 Inte] Corporation Ethernet Controller X710 for 10GBASE-T No
0000:19:00.1 19 Inte] Corporation Ethernet Controller X710 for 10GBASE-T No
© Help 0000:19:002 20 Intel Corporation Ethernet Controller X710 for 10 Gigabit SFP+ No
| 0000:19:00.3 21 Inte] Corporation Ethernet Controller X710 for 10 Gigabit SFP+ No
0000:30:000 T Inte] Corporation Ice Lake Memory Map/VT-d No
0000:30:00.1 72 Intel Corporation Ice Lake Mesh 2 PCle No
0000:30:002 73 Inte] Corporation Ice Lake RAS No
0000:31:000 11 Mellanox Technol...  MT28908 Familv [ConnectX-61 No M
4. Click Add.
StarWind x Veeam Hardened Backup Repository: Configuration Guide for Proxmox Virtual 20
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Add: PCI Device ()

(") Mappead Device
Primary GPU: ]
(@ Raw Device

Device: | 0000:68:00.0

All Functions: []
ROM-Bar: A PCl-Express: 1
Vendor |D: From Device Sub-Vendor 1D: From Device
Deavice 1D: From Device Sub-Device |D: From Device

@ Help Advanced [

5. Edit Memory. Uncheck Ballooning Device. Click OK.

Edit: Memory 63)
Memaory (MIB): 8192
Ballooning Device: ]
@ Help Advanced [ |
6. Start VM.

NOTE. In this guide, NVMe drives are passed through to CVM and will be collected in
Software RAID5.

StarWind x Veeam Hardened Backup Repository: Configuration Guide for Proxmox Virtual 21
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Initial Configuration Wizard
1. Start StarWind x Veeam Hardened Backup Repository CVM.

2. Launch VM console to see the VM boot process and get the IPv4 address of the
Management network interface.

NOTE: in case VM has no IPv4 address obtained from a DHCP server, use the Text-based
User Interface (TUI) to set up a Management network.

Default credentials for TUI: user/rds123RDS

3. Using the web browser, open a new tab and enter the VM IPv4 address to open Web
Interface. Click “Advanced” and then “Continue to...”

A

Your connection is not private

Attackers might be trying to steal your information from 172.27.31.149 (for example,
passwords, messages, or credit cards). Learn more

NETZERR_CERT_AUTHORITY_INVALID

Q Turn on enhanced protection to get Chrome's highest level of security

Advanced ) Back to safety

4. StarWind x Veeam Hardened Backup Repository web Ul welcomes you, and the “Initial
Configuration” wizard will guide you through the deployment process.

StarWind x Veeam Hardened Backup Repository: Configuration Guide for Proxmox Virtual 22
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Welcome to StarWind Appliance

5. In the following step, upload the license file.

StarWind Appliance Initial configuration

License

Provide StarWind license file to continue

0 Ifyou cannot find the license file, please contact your StarWind Sales Representative or send the request to:

| Upload file StarWind license file (.s

6. Read and accept the End User License Agreement to proceed.
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StarWind Appliance Initial configuration

+ License
End-user license agreement

EULA
R v and accept the following license agreement to continue

STARWIND LICENSE AGREEMENT FOR EVALUATION (TRIAL) PRODUCTS

LICENSEE If TO THE TERMS AND CONDITIONS O GREEMENT WHETHER SEE ACCESSES OR OBTAINS
EVALUATION SOFTWARE DIRECTLY FROM . OR THROUGH ANY OTHER SOURCE. BY
USING, INSTALLING, AND/O 'ERATING EVALUATION SOFTWARE, LICENSEE AGREES TO BE BOUND BY THE TERMS OF
THIS AGREEMENT. LICENSEE W

THIS AGREEMENT, LICENSEE SHALL NOT USE, INSTALL, OR OPERATE THE EVALUATION
TO ACCEPT THE TERMS OF THIS AGREEMENT, LICENSEE MAY DO 50 BY CHECKING “

NSENTS TO BE
EABLE AGAINST
TO THE SAME EXTENT AS ANY WRITTEN NEGOTIATED AGREEMENT SIGNED BY

LICENSEE. IF LICENSEE )T AGREE TO ALL OF THE TER )F THIS AGREEMENT, THEN LICENSEE SHOULD NOT
OPERATE THE EVALUATION SOFTWARE AND LICENSEE WILL NOT BE ALLOWED TO L NSTALL, OR OPERATE THE
EVALUATION SOFTWARE. FOR AVOIDANCE OF DOUBT, AND NOTWITHSTANDING ANYTHING TO THE CONTRARY HEREIN,
STARWIND RESERVES THE RIGHT TO REFUSE ACCEPTING THIS AGREEMENT AND NOT TO PROVIDE LICENSEE WITH THE
RIGHT TO USE, [ALL, OR OPERATE THE EVALUATION SOFT) E EMPLATED HEREUNDER FOR ANY REASON OR
NO REASCHN.

1. Definitions. Each of the expressions indicated below will have, in this Agreement, the meaning ned to it, namely

1.1. “Account Manager” shall mean the point of contact provided by StarWind to manage Licensee’s account and support
requests and identified as the Account Manager. StarWind may change the Account Managerin ole discretion br

¥ laccept the terms of the license agreement

7. Review or edit the Network settings and click Next.

NOTE: Static network settings are recommended for the configuration.
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StarWind Appliance Initial configuration

+ License
Management network

v EULA
Specify the unique IP address (static is recommended) and configure other network settings.

Management network o The Management network is used to communicate with services such as DNS and NTP and to access the appliance web Ul from external clients.

Static

Adapter model Bandwidth MAC address IP address Netmask @ Gateway

enpisl8 VirtlO Ethemet Co... 10 Gbit BC:24:11:69:9... 172.27.31.64 255.255.255.0 172.27.31.10

Name servers (optional):

17227.31.1

Time settings (optional):

NTP server

8. Specify the hostname for the virtual machine and click Next.

StarWind Appliance Initial configuration

+ License
Static hostname

v EULA
Set the current appliance hostname

v Management network @ UseLatin letters, numbers, and dash

Static hostname

SW-VHR
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9. Create an administrator account. Click Next.

StarWind Appliance Initial configuration

+ License
Administrator account
+ EULA

Specify new credentials for the appliance administrator account
+ Management network

+ Static hostname swadmin

Administrator account

Additional information (optional)

Full name

E-mail

10. Review your settings selection before setting up StarWind x Veeam Hardened
Backup Repository.
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StarWind Appliance Initial configuration

+ License

+ EULA

+ Management network
+ Static hostname

+ Administrator account

Summary

Summary

License type

License

Network settings

Interface Gigabit Network Connection)
Bandwidth

MTU

IP address

Appliance hostname

Credentials

Administrator username swadmin

One Stop Virtualization Shop

Configure

11. Please standby until the Initial Configuration Wizard configures StarWind x Veeam
Hardened Backup Repository for you.
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StarWind Appliance Initial configuration

+ License
Configuration
+ EULA
Please wait until all specified settings are applied

+ Management network

+ Static hostname Progress: 100% & Time remaining: =

+ Administrator account .

+ Summary @ Applying license

Configuration @ Configuring management network

@ Creating administrator account

12. The appliance is set and ready. Click Finish to proceed to the Login page.

StarWind Appliance Initial configuration

Initial configuration completed

The essential settings were successfully configured. Press “Finish” to close the wizard and navigate to the login page.
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Configure Networking

1. Log in to the CVM WEB Ul using the username and password specified during the
initial configuration.

S

2. Navigate to the Network tab, select the network adapter that will be used
for Data (Backup) traffic, and click the Edit icon.

Network

e

3. If the network adapter status is “Down”, uncheck the “Disable network adapter”
checkbox. Make sure that the “Connect automatically on boot” checkbox is enabled and
MTU is set to 9000 Assign the Data role to the network adapter, and specify the IPv4
address and network mask. Click Save.
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Edit network adapter settings

Role Wle
Data Static

172.16.30.10 255.255.255.0

[ ] pisable network adapter

Connect automatically

nn hnnt

4. You should see the newly assigned “Data” role and IP address to the network adapter.
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Cranincy

@ Network

Add Physical Disks

Attach physical storage to StarWind x Veeam Hardened Backup Repository Controller
VM:

e Ensure that all physical drives are connected through an HBA or RAID controller.
e Add HBA, RAID controllers, or NVMe SSD drives to StarWind CVM via a passthrough
device or add a virtual disk.

Learn more about storage provisioning guidelines in the KB article.

NOTE. In this guide, NVMe drives are passed through to StarWind VBA CVM as an
example.

Create Storage Pool

1. Navigate to the Storage tab, select Physical disks and click Rescan.
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Physical disks

NOTE: StarWind x Veeam Hardened Backup Repository can use storage from a hardware
RAID or create a Linux Software RAID or ZFS storage pools from the drives connected to
an HBA controller. This guide uses Linux Software RAID as an example.

2. In the Storage tab, navigate to the Storage pools and click the “+” sign.

Storage pools

+ o

3. Verify the prerequisites and click Next.
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Create storage pool

Guidelines

Storage provisioning guidelines

To provision storage, follow the best practice

* Ensure that all physical drives are connected through an HBA or RAID controller.

s Deploy StarWind VSAN CVM on each server that will be used for configuring fault-tolerant standalone or highly
available storage.
Store StarWind VSAN CVM on a separate storage device ac le to the hypervisor host (e.g., SSD, HDD).

Add HBA, RAID controllers, or NVMe SSD drives to StarWind CVM via a passthrough device.

For platform-specific instructions refer to
Please contact to get assistance, if you are uncertain about what configuration to use with your

storage.

4. Select the drives to create a Linux Software RAID and click Next.
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Create storage pool

+ Guidelines

Physical disks

Physical disks
Select physical disks to include in storage pools on each node @

= SW-VHR ~

Diskname = Mediat... ¥ Buspro... ¥ i ¥ Contro... +

B nvmeOnl Micron_745...

B nvmelnl Micron_745...

B nvme2nl Micron_745...

B nvme3nl Micron_745...

B nvmednl Micron_745...

Total raw capadity of selected disks: 14.55 TB

5. Select one of the preconfigured storage profiles or create a redundancy layout for the
new storage pool manually according to your redundancy, capacity, and performance
requirements. Software RAID-6 is highly recommended. To configure it, select Manual
and click Next.
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Create storage pool

¥ Guidelines
Profile

+ Physical disks
Choose an optimal storage pool profile. Selected disks left unused will be assigned to hot spares.

Profile

Storage pool profile Usable capacity Fault tolerance @ Hot spares

High performance (recommended)

Better redundancy

11.52 TB

to configure the storag

6. Select Software RAID and then select Software RAID\RAID-6 from the Available storage
pool layouts. Click Next.
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Create storage pool

¥ Guidelines Manual configuration

« Physical disks Choose the storage pool type and layout.Selected disks left unused will be assigned to hot spares.
« Profile

Manual configuration e Software RAID

e Better random write performance
® Better scalability
= oOptimal for highly available (HA) SSD or HDD configurations

ZFs

* Enables storage snapshots
* Provides “bit rot” protection
e Optimal for HDD-based standalone configurations

Software RAID\RAID-6

The estimated usable capacity for the configured storage pool layout:

7. Review “Summary” and click the “Create” button to create the storage pool.
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Create storage pool

v Guidelines
Summary

v Physical disks
Review specified settings and create storage pools.

v Profile
= vBA
Summary

Storage pool layout Software RAID\RAID-6
Raw capacity 11.64 TB

Usable capacity 11.52 TB

8. Wait until the Linux Software RAID synchronization process is fully complete and its
state changes to Online.

StarW:nd B A& £ swadmn~
Storage pools

Usable capaclty * < = Freespace & Appllance

1B ILGATE  SWAVHR
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Create Backup Repository

StarWind x Veeam Hardened Backup Repository supports the creation of only hardened
backup repository and non-hardened backup repository (direct attach Linux repository)
for use with Veeam Backup & Replication.

NOTE. Hardened Repository ensures immutability only when used with Veeam Backup &
Replication.

Hardened Repository For Veeam Backup &
Replication

1. Navigate to the “Volumes” tab and click the “+” button to open the “Create volume”
wizard.

StarWind

e Volumes

+ 7 0

2. Select the storage pool that will be used for a new volume and click Next.
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Create volume

Storage pool

Select storage pool

Select one or more (in HA configurations) storage pools to create a volume @

Type = 2 F Resiliencyt... = Freespace =

Software ... Online

3. Specify the volume name and capacity. Click Next.
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Create volume

+ Storage pool
Specify settings

Settings
Specify the volume name and size

sw-hardened-repo

4. Select the “Backup repository” volume type and click Next. Backup repository volume
type has been specifically designed for use with Veeam Backup & Replication.
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Create volume

+ Storage pool

Choose filesystem settings

+ Settings
Choose the preferred filesystem settings for the new volume

Filesystem type

Standard

lume is created with standard settings. Recommended for general use and the highest

Backup repository

e iz created with additional reflink (data block sharing) and CRC check flags.

5. Review Summary and click Create.
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Create volume

v Storage pool
Review summary
v Settings
Review your settings before creating a volume

+ Filesystem type
= SW-VHR
Summary
Storage pool £ VBA:md0
Volume name sw-hardened-repo

Size 11264 GB

Filesystem settings Backup repository

6. Select the recently created Volume and click “Manage VHR user”. This will create a
dedicated Veeam Hardened Repository user with limited permissions for the selected
volume.

L}
StarW:nd B A & swadnin~

Volumes
+ 2 & Manage VHR user
stte & . Usblacapacky ¢ Fresspace

1TE 108278
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NOTE. If Hardened Repository is not required, you can skip the further steps of creating a
VHR user. The backup repository can be then added to Veeam Backup & Replication as a
Direct Attached Linux storage to benefit from faster Veeam transport Service.

7. Click the “+" sign to create a new VHR user.

Manage VHR user X

Create a new or choose the existing Veeam hardened repository (VHR) user that will have

exclusive access to sw-hardened-repo

+

Cancel

8. Specify the user name and password. Make sure to enable SSH access for VHR user.
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Click Save.

Create Veeam user

The new user will be assigned to the Vieeam service

group. @

Vecamuser

+ Enable S5H for this user

Dizable 55H after adding the host and creating the hardened repository in

the Veeam Backup & Replication console.

Cancel

9. Make sure that SSH service is started an running in StarWind x Veeam Hardened
Backup Repository CVM, For this, click the “settings icon”, navigate to “Services” and
start SSH server.
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Refresh Autostart ~

Description = State = Dependencies =
TUI console Text User Interface of StarWind Appli... | Running Enabled
NFS server NFS server and services | Running nfs-idmapd.service,...  Enabled
Nginx server nginx - high performance web server | Running network-online target Enabled
Samba server Samba SMB Daemon I Running network-online target Enabled

OpenBSD Secure Shell server I Running Enabled

10. The recently created VHR user has been assigned to the volume.

L}
StarWind B & O swadvn -~

Volumes
o1+, B emageviRuser
S e ¢ stte ¢ Seragapsal Usbucapecty & | Freaspecn © e ¢ . Mount point. &

¥ @ sehardencdrepo Wounsed mdo um  wemwE Batkup repasitory Jmntfma0/su-hardened...
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Adding Hardened Repository To Veeam Backup &
Replication

1. Open the Veeam Backup and Replication console, navigate to “Backup Infrastructure”,
and select “Backup Repositories”.

Nome T Type Host Path Gopacity  Free  UsedSpace  Description
5 Default Backup Repository  Windows veesmba-ol  CABackup 19048 13168 08 Created by Veeam Backup

B Linux
Ek Unavaiable @)

A Home
£ enioy
L T S—

& so

2=

Connected torlocalhost _Build: 12.1.156 __ Enterprise Plus Edition __ NFR: 170 days remaining

2. Click “Add Repository” and select “Direct attached storage”.
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Add Backup Repository x

Select the type of backup repository you want to add.

o

A

Direct attached storage

Wi

LI.I

Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
rowvers to run directly on the server, allowing for fastest performance.

Metwork attached storage

e Metwork share on a file server or a NAS device, When backing up to a remote share, we recommend that you
select a gateway server located in the same site with the share.

~|j= Deduplicating storage appliance

Y] Dell Data Domain, ExaGrid, Fujitsu ETERMUS C5800, HPE StoreOnce, Infinidat InfiniGuard or Quantum DXi. If you

are unable to meet the requirements of advanced integration via native appliance API, use the network attached
storage option instead,

Object storage

&

On-prem object storage system or a cloud object storage provider,

Cancel

3. Select “Linux (Hardened Repository)”.
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Direct Attached Storage

Select the operating system type of a server you want to use as a backup repository.

ml Microsoft Windows

Adds local storage presented as a regular volume or Storage Spaces, For better performance and storage
efficiency, we recommend using ReF5.

Linux
6 Adds local storage or locally mounted MFS share. For better performance and storage efficiency, we recommend
using XF5, The Linux server must use bash shell, and have 55H and Perl installed.

5& Linux (Hardened Repository)

Requires a Linux server with internal or direct attached storage. This configuration enables protection against
cybersecurity threats with immutable backups. The Linux server must use bash shell and have 55H installed. For
reduced attack surface, minimal Linux installation is highly recommended.

Cancel

4. In the “New Backup Repository” wizard, specify the name and description for the new
repository and click “Next”.
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Mew Backup Repository *
— Name

-

I\,'I

=
e
S|

i

Type in a name and description for this backup repository.

|sw—vhr1

Server
Description:

Repository Created by SW-VEEAMBR-OL\Administrator at 10/16/2024 2:16 AM.

Mount Server

Review

Apply

Sumrmary

< Previous Finish Cancel

5. Click “Add New...".
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Mew Backup Repository *

- Server

-

|
|
=

Choose repository server, You can select server from the list of managed servers added to the console.,

A

=

MName Repository server:

ECammm—— " [ |

Path Capacity Free Populate

Repositary
Mount Server
Review
Apply

Summary

< Previous Mext = Finish Cancel

6. In the “New Linux Server” wizard, specify the IP address of the backup traffic network
interface (Data) on StarWind x Veeam Hardened Backup Repository CVM and click
“Next”.

NOTE: You can add a backup repository using the management IP address of StarWind x
Veeam Hardened Backup Repository CVM or DNS name. It is recommended to add the
backup traffic network (Data) to Veeam preferred Networks after the addition of backup
repository in case a separate dedicated backup (Data) network is present:

https://helpcenter.veeam.com/docs/backup/vsphere/select_backup network.html?ver=1
20
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Mew Linux Server *

Name
B& Specify DN5 name or IP address of Linux server. The server must have 55H and Perl installed.
—_

‘ 172.1630.10)
SSH Connection
Description:
Review Created by SW-VEEAMER-CL\Administrator at 10/4/2024 &:09 AM.
Apply
Summary

< Previous Mext = Finish Cancel

7. Click “Add...” to add the VHR user account created previously that will be used for
single-use credentials.
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Mew Linux Server had
S5H Connection
Provide credentials for service consale connection, and adjust secure shell (55H) port number using advanced settings if
required.
Mama Single-use credentials:
_ ‘ Add new single-use credentials hd Add...
Review
Apply
Summary
Customize advanced connection settings such as 55H timecut and service ports. Advanced..
< Previous MNext > Finish Cancel

8. Specify the VHR user account credentials and click “OK”. Specify Advanced settings if
required and then click “Next”.
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Credentials >

e Usernames WEeEamusaer

Password: -i-u-u-| )

55H port: 22

Eal
W

Mon-root account

[] Use "su™ if "sudo" fails

Description:

YEEamuser

QK Cancel

9. Review the components that will be installed and click “Apply”.
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Mew Linux Server >

Review
= & Please review your settings and click Apply to continue.
—

Due to these modifications the following cormponents will be installed or removed on the target host:

Name

Companent name Status
e Installer will be installed
Apply
Summary

After you click Apply missing compenents will be installed on the target host.

< Previous Apply Finish Cancel

10. Wait until the installation is complete and click “Next”.
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Mew Linux Server ot

Apply
B& Please wait while required operations are being performed. This may take a few minutes..,
—

Name Message Duration

) Discovering installed packages
{2 Installing Transport service 0:00:03
Review ) Setting backup server certificate

_ {2} Resclving backup server certificate’s thumbprint

) Setting backup client certificate

S5H Connection

Summary ) Configuring Transport service

{2} Restarting Transport service

) Testing Veeam Transport service connection 0:00:03
{2} Discovering installed packages

) Closing deployer service management port

) Collecting hardware info 0:00:03
{2} Creating database records for server 0:00:09
) Collecting disks and volumes info 0:00:07

£ Linux server saved successfully

< Previous ‘ | Mext = | | Finish Cancel

11. Review the summary and click “Finish”.
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Mew Linux Server ot

Summary

— & You can copy the configuration information below for future reference,
L

Name Summary:
Linux host '172.16.30.10" was successfully saved.
SSH Connection SSH options:
Credentials type: Single-use
Review Uzer: veeamuser
Elevate account privileges automatically: yes
Apply Add account to the sudoers file: no

Use “su” if "sudo” fails: no
Chassis type: Physical

Cores count: 16
Components:

Installer

Transport using port 6162

< Previous MNext = Finish Cancel

12. In the “New Backup Repository” wizard, select the newly added StarWind x Veeam
Hardened Backup Repository server and click “Populate”. Select the Backup repository
volume created in StarWind x Veeam Hardened Backup Repository and click “Next”
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Mew Backup Repository >

Server
Choose repository server, You can select server from the list of managed servers added to the console,

Marme Repository server:

172.16.30.10 (Created by SW-VEEAMBR-OL\Administrator at 10/4/2024 8:09 AM.)  ~ | | Add New...

_ =

Path Capacity Free Populate
feeisiy &0/ (fdev/mapper/main-root) 287 GB 18.5 GB
Mount Server & /boot (/dev/sdad) 456 MB 240.6 MB

@ /boot/efi ([/dev/=da?) 240.2 MB 240.2 MB
Review @ /dev (udev) 3.8 GB 3.8 GB

@ /dev/shm (tmpfs) 3.9GB 39 GB
Apply @ /mnt/md0/sw-hardened-repo (/dev/mapper/vg.. 1 TE 109 TB

@ /run (tmpfs) 793.4 MB 790.8 MB
Summary & /run/lock (tmpfs) 5 MB 5 MB

@ /run/user/1002 (tmpfs) 793.3 MB 793.3 MB

@ /run/user/1003 (tmpfs) 793.3 MB 793.3 MB

@ /sys/fs/cgroup (tmpfs) 3.9 GB 3.5 GB

< Previous Finizh Cancel

13. Make sure that the “Use fast cloning on XFS volumes” setting is enabled and specify
the required retention period for immutability as well as other settings if required. Click
“Next”.
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Mew Backup Repository >

Repository
Type in path to the folder where backup files should be stored, and set repository load contrel options,

Mame Location
Path to folder:
Server |I.‘mnt’md'Dfsw—hardened—repofbackups Browse...

_ S Capacity:  <Unknown: Populate
=¥ Free space: <Unknown>

Mount Server )
Use fast cloning on XFS volumes (recommended)

Revicn Reduces storage consumption and improves synthetic backup performance.
Make recent backups immutable for: 7 = days
Appl
A Protects backups from modification or deletion by ransomware, malicious insiders and hackers. GFS
backups are made immutable for the entire duration of their retention policy.
Summary

Load control

Running tec many cencurrent tasks against the repository may reduce overall perfermance, and
cause /0 timeouts, Control storage device saturation with the following settings:

Limit maximum concurrent tasks to: |4 =
[] Limit read and write data rate to: 1 | MB/s
Click Advanced to customize repository settings. Advanced...

< Previous Finizh Cancel

14. Select the Mount server and instant-recovery write cache folder. Specify additional
Ports settings if required.
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Mew Backup Repository
Mount Server

Specify a server to mount backups to when performing advanced restores (file, application item and instant VM recoveries).
Instant recoveries require a write cache folder to store changed disk blocks in.

MName Mount server:

sw-veeambr-ol (Backup server) ~ | | Add New...
Server

Instant recovery write cache folder:
Repository

| C:\ProgramData\Veeam'\Backup'IRCachel Browse...

_ Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly

recovered machines, We recommend placing the write cache folder on an 550 drive.

Review Enable vPower MFS service on the mount server (recemmended) Ports...
Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.

Apply vPower MFS service is not used for instant recovery to a Microsoft Hyper-V VM.

Summary

< Previous Finich Cancel

15. Review the settings and components that will be installed and click “Apply”.
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Mew Backup Repository
Review

Please review the settings, and click Apply to continue,

Marmne The following components will be processed on server sw-veeambr-ol:
Component name Status
server vPower NFS already exists
Repository Mount Server already exists
VMware VDDK

already exists
Mount Server

Apply

Summary

[[] Search the repository for existing backups and import them autornatically

Import guest file system index data to the catalog

< Previous Apply Finish Cancel

16. Wait until the backup repository is created and click “Next”.
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Mew Backup Repository ot
= Apply
I'r;; J Please wait while backup repository is created and saved in configuration, this may take a few minutes.
=
Narme Message Duration
Server () Starting infrastructure item update process 0:00:02
() Discovering installed packages
Repository () Registering client sw-veeambr-ol for package vPower NFS

() Registering client sw-veeambr-ol for package Mount Server

Mount Server () Registering client sw-veeambr-ol for package Viiware VDDK

. () Discovering installed packages
Review . .
(2 All required packages have been successfully installed

_ () Detecting server configuration

() Reconfiguring vPower NFS service 0:00:07
Summary () Creating configuration database records for installed packages
() Collecting backup repository info 0:00:03

() Opening deployer service management port

() Checking write permissions for the repository folder

() Enabling restricted mede for Installer

() Closing deployer service management port

() Creating database records for repository 0:00:04
() Backup repository has been saved successfully

< Previous Finish Cancel

17. Review the summary and click “Finish”.
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Mew Backup Repository it

Summary

You can copy the configuration infermation below for future reference,

Mame Summary:
Hardened backup repository 'sw-vba-hardened-repo’ was successfully saved.
Server
Mount host: sw-veeambr-ol
Repository Backup felder: /mnt/md0/sw-hardened-repo/backups
Write threughput: unlimited
ML SErreT Max parallel tasks: 4
Fast clening on XFS volumes: enabled
Reviews Days of immutability: enabled for 7 days
Apply

< Previous Mext = Cancel

18. Veeam prompts whether you want to change the configuration backup location to
the newly added repository. Select the preferred option according to your requirements.

19. Hardened Repository has been successfully added to Veeam Backup & Replication.
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Ho Path Copacity  Free Des
swveesmbr-ol  C\Backup. 80468 37468 08 Crea
172163010 /mnt/md0/sw-h. 1TE 10978 08 Crea

Used Space

/ Veeam Backup
)y SW-VEEAMBR-OL\Administrator at 107,

A rome

B9 jnvento
S inventory

@ aca

20. Navigate back to the “Volumes” tab in StarWind x Veeam Hardened Backup

Repository CVM WEB Ul, select the Backup repository volume and click “Manage VHR
user”.

StarWind

Volumes

21. Change SSH access to “Disabled” to secure the StarWind Appliance from potential
local threats such as credentials theft. Click “Save”.
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Manage VHR user X

Create a new or choose the existing Veeam hardened repository (VHR) user that will have
exclusive access to sw-hardened-repo

+

Date created = SSH access -

10/04,/2024 12:56:14 Disabled

Cancel

Conclusion

Following this guide, Veeam Hardened Linux Repository has been configured in StarWind
x Veeam Hardened Backup Repository installed on a Proxmox host and added to Veeam
Backup & Replication.
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