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Trademarks

“StarWind”, “StarWind Software” and the StarWind and the StarWind Software logos are

registered trademarks of StarWind Software. “StarWind LSFS” is a trademark of StarWind
Software which may be registered in some jurisdictions. All other trademarks are owned

by their respective owners.

Changes

The material in this document is for information only and is subject to change without
notice. While reasonable efforts have been made in the preparation of this document to
assure its accuracy, StarWind Software assumes no liability resulting from errors or
omissions in this document, or from the use of the information contained herein.
StarWind Software reserves the right to make changes in the product design without
reservation and without notification to its users.

Technical Support and Services

If you have questions about installing or using this software, check this and other
documents first - you will find answers to most of your questions on the Technical Papers
webpage or in StarWind Forum. If you need further assistance, please contact us .

About StarWind

StarWind is a pioneer in virtualization and a company that participated in the
development of this technology from its earliest days. Now the company is among the
leading vendors of software and hardware hyper-converged solutions. The company’s
core product is the years-proven StarWind Virtual SAN, which allows SMB and ROBO to
benefit from cost-efficient hyperconverged IT infrastructure. Having earned a reputation
of reliability, StarWind created a hardware product line and is actively tapping into
hyperconverged and storage appliances market. In 2016, Gartner named StarWind “Cool
Vendor for Compute Platforms” following the success and popularity of StarWind
HyperConverged Appliance. StarWind partners with world-known companies: Microsoft,
VMware, Veeam, Intel, Dell, Mellanox, Citrix, Western Digital, etc.

Copyright ©2009-2018 StarWind Software Inc.

No part of this publication may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, electronic, mechanical, photocopying,
recording or otherwise, without the prior written consent of StarWind Software.
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Annotation

Relevant products

This guide is applicable for StarWind VTL (build version 12336 and later).

Purpose

StarWind Virtual Tape Library (VTL) is a software solution that allows you to emulate
physical Tape Libraries while storing data on the hard disk drives. The solution targets
companies that want to completely quit using the physical Tape Library, as well as

simplify and accelerate the process of data backup and recovery.

This document outlines how to configure a StarWind VTL and includes steps on how to
replicate the tapes to the local object storage.

Audience

This technical guide is intended for storage and virtualization architects, system
administrators, and partners designing virtualized environments using StarWind Virtual
Tape Library (VTL).

Expected result

The end result of following this guide will be a fully configured StarWind VTL with
replicated tapes to the local object storage.

Prerequisites
StarWind VTL system requirements

Prior to installing StarWind Virtual SAN, please make sure that the system meets the
requirements, which are available via the following
link: https://www.starwindsoftware.com/system-requirements#virtual-tape-library

Recommended RAID settings for HDD and SSD disks:
https://knowledgebase.starwindsoftware.com/quidance/recommended-raid-settings-for-h
dd-and-ssd-disks/

IMPORTANT NOTE: In order to fit the ransomware resiliency, the VTL should be located
on the dedicated storage/host which must be isolated from the production environment.
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Please read the following document for details:
Backing up StarWind Virtual SAN Environment: Best Practice.

Installing Starwind Vtl

1. Launch the downloaded setup file on the server where StarWind VTL has to be
installed.

2. Read and accept the License Agreement.

3. Read carefully the information about new features and improvements.

Note: the text in red indicates warnings for users who are updating existing software
installations.

4. Click Browse to modify the installation path if necessary.

5. To install StarWind VTL service along with StarWind Virtual SAN service, enable the
checkboxes as in the image below.

& Setup - StarWind Virtual SAN —

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Mext when you are ready to continue,

StarWind Virtual SAMN Server w

Service IE.4MB A
Loopback Accelerator Driver
W cloud Replicator for VTL

] SPTD Driver {Alternative driver for exporting physical devices)

StarWind Management Console 32.1MB
] Configure user account for Web-access to Management Console 0.1MB
Integration Component Library 6.5MB

.. [#] PowerShell Management Library 2.1MB
[ 15MI-5 Agent 52.9MB ¥

Current selection requires at least 74.8 MB of disk space.

6. Specify the Start Menu folder.

7. Enable the checkbox to create a desktop icon.
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8. Select the appropriate option to enter the license key.

© Setup - StarWind Virtual SAN -

License key
Get your license key

Mow when you have installed Starwind Virtual SAM you need to apply either evaluation
key or FREE wersion key or commerdal license key you've got with your purchase. If
you don't have any key it's time to request one now!

() Request time-imited fully functional evaluation key
() Request FREE version key
(®) Thank you, I do have a key already

9. Review the licensing information and click Next to apply the license key.

10. Verify the installation settings and click Install to continue or Back to make any
changes.

11. Enable the appropriate checkbox to launch the StarWind Management Console right
after the setup wizard is closed.

12. Click Finish to close the wizard.

Configuring Virtual Tape Library

1. Launch the StarWind Management Console by double-clicking the StarWind tray icon.
NOTE: If StarWind service and Management Console are installed on the same server,
the Management Console will automatically add the local StarWind instance to the
Console tree after the first launch. Then, the Management Console automatically
connects to it using the default credentials. To add remote StarWind servers to the
Console, use the Add Server button on the control panel.

2. StarWind Management Console will ask to specify the default storage pool on the
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server you are connecting to for the first time. Please, configure the default storage pool
to use one of the volumes you have prepared as StarWind storage earlier. All the devices
created through the Add Device wizard will be stored on that storage pool by default.

3. Press the Yes button to configure the storage pool. Should you require to change the

storage pool destination, press Choose path... and point the browser to the necessary
disk.

StarWind Management Console >

1 Storage pool is not configured!
: Would you like to set the default location of the storage pool to My Computer\D?

es Choose path... Disconnect

4. Select the StarWind server where the device needs to be created.

5. Press the Add VTL Device button on the toolbar.

& starWind Management Console

FILE HOST TARGET TOOLS OPTIONS HELP

C 2% 0 [ e

Refresh Connect Disconnect Add Server Remove Server Add Device Add Device (advanced] Add VTL Device |[Remove Device  Help

= EE Servers General Configuration CHAP Permissions Access Rights Server Log Events Performance

D VTL-B2. .
VTL-B2. STARWIND.LOCAL (127.0.0.1) : 3261

)5 Disconnect E," Remove Server G+Add Target .:,"'Add VTL Device
.:'."Add Control Device %—Tarqet Groups Manager ORefresh

Address 127.0.0

Server Name VTL-B2.5TARWIND.LOCAL

6. Specify the Virtual Tape Library location in the appeared window and click Next.
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Add Device Wizard

Virtual Tape Library Location

(@) Create a Mew Virtual Tape Library!

Mame: VTL

Location: My ComputeriDy
() \Use an Existing Virtual Tape Library

Location:

7. Select the Device Model from a drop-down list. You can also fill all slots in the newly
created Tape Library with empty tapes.
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<« Add Device Wizard

Select Device Model to emulate:

Device Model: HP M5L80S6 LTOS

[CJFill storage Slots with Empty Tapes after Create

Cancel

8. Provide Target Alias or choose the default one.
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“ Add Device Wizard

Target Parameters

Choose a Target Attachment Method

Create new Target A

Target Alias
K

[ ]Target Mame
ign. 2003-08., com. starwindsoftware:wi-b 2. starwind. local-t

Allow multiple concurrent iISCSI Connections

9. Press the Create button to start the creation process.
10. Once the device creation is completed, click Close.

11. Once the VTL device is created, the tapes can be added. To do this, select
the VTL device and click the Create Tape button located in the Tapes section.
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© starWind Management Console
FILE HOST TARGET TOOLS OPTIONS HELP

N [ _+ NG
= © L = ()
Refresh Connect Disconnect Add Server Remove Server Add Device Add Device (advanced) Add VTL Device Remove Device Help
“ I-_D Servers

4 |:| VTL-B2.STAR VTL1

‘C_VTL

.:“. Remove Device .:“. Force remove Device §‘.+ Attach to Target... g.“ Detach from ign.2008-
VTLA :
== Device VTLI
Serial Id SCIDF583ED
Persistent Reservations Yes
SLOTS
Transport Slots 1
Drive Slots 4
Import/Export Slots
Storage Slots 96

Tapes () & Insert Tape.

Barcode ape Type Size Ta

Qfﬂine Shelf ()

carcode ocCa Cloud Status

ta Size

12. The Create Tape wizard will appear. Optionally, select the checkbox and specify the
custom path where the tape files must be stored.

13. Specify the Number of Tapes, Tape Type, and other parameters and click the
Create button. It's possible to customize the tape parameters.
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« Create Tape

Specify Tape Parameters

[] Custom Barcode

Mumber of Tapes 1

L1103

Tape Type LTO-5 Ultrium 5/16T (1.5 TE) v
[ ] custom Tape Size

Tape Size 100 GB

[ ] split Into Parts

GB

Create Cancel

14. The created tape appears in the first slot of the VTL device in the StarWind
Management Console.
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e StarWind Management Cansole

FILE HOST TARGET TOOLS OPTIONS HELP

O S O O d S5 @
R ro - - E2) =
Refresh Connect Disconnect Add Server Remove Server Add Device Add Device (advanced) Add VTL Device Remove Device Help
4 I-_D Servers
“ D VTL-B2.STARWIN == VTL1
a s
C VTL = Remove Device < Force remove Device §.+ Attach to Target... g." Detach from ign.,
VTL1
— Device VTL1
Serial Id FBCI2E04A1
Persistent Reservations Yes
SLOTS
Transport Slots 1
Drive Slots 4
Import/Export Slots 3
Sterage Slots 06
Tapes 1) @8l Create Tape.. @) Insert Tape.. &8 Remove Tape...
Slot 1 SWTSI001 U-516 1500 GB 0 MB

(_)ffline Shelf ()

Barce a Cloud Status

If required, create new tapes in the same way.

Configuring Object Storage Provider

To further proceed with configuring StarWind VTL Cloud Replication, please select the
object storage provider of your choice:

Cloudian

Object storage has been developed as a data storing method with the hierarchy to be
used. This method is usually used in cloud environments. Object storage does not
implement any directory tree references. Separate data units, or objects, can be stored
in the same storage pool at the same level. All objects in such pools are assigned their
unique identifiers to be further used by applications when addressing such data objects.
Additionally, each object has got metadata obtained when addressing it.

Configuring Cloudian Object Storage
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1. Download and deploy Cloudian Object Storage by following the link:
https://cloudian.com/products/hyperstore/

2. Login to Cloudian Object Storage after setup:

ﬂ Cloudian® Management Consol X +

& C @ httpsy//192.168.12.10:8443/Cloudian/ b*¢

SIGN IN

Group Name:

CLOUDIAN

3. Click ADD NEW BUCKET to create a bucket on the Cloudian Object Storage:

ﬂ Cloudian® Management Consol X +

&« C & https://192.168.12.10:8443/Cloudian/ w

-~
vELEILIDIAN' le? Analytics

BUCKETS

MAME REGION POLICY
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4. Press CREATE NEW KEY to create the S3 access and secret key credentials on the
Security Credentials page:

Cloudian® Management Conscl X +

&« c 8 https://192.168.12.10:8443/Cloudian/security.htm * O

192.168.12.10:8443 says
Secret Key (ctrl-c to copy)

Z¥oXNS3tY1cOIQdwHzCmOGx5pctg0Bbg/TWer+x

“ Cance'

CREATED ACCESS KEY ID ACTIONS

53 ACCESS CREDENTIALS

Jun-24-2015 07:08 -0700 426digl7c4132094a2c3 * View Secret Key  Inactivate  Delete

Jun-24-2018 08:10 -0700 00a60751df4264b1aa * View Secret Key  Inactivate  Delete

* Acnve Access Key

SERVICE INFORMATION

53 ENDPOINT (HTTP) 53 ENDPOINT (HTTPS)

reniont” <3-reniont efarwind local &80 realont s3-realonl starwind local 443

5. Save this information to apply to the StarWind Replication Target Access page:

e access Key ID [your access key ID]

secret Access Key [your secret access key]
bucket Name [your bucket name]

service URL [https://your service url]

Configuring replication to Cloudian

1. To enable the replication between StarWind and object storage, navigate to StarWind
Management Console > VTL device and click Cloud Replication.
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© StarWind Management Console

— O
FILE HOST TARGET OPTIONS HELP
~ v [+ =% + + + x @
J ro L - (o [ (=) (|
Refresh Connect Disconnect Add Server Remove Server Add Device Add Device (advanced) Add VTL Device Remove Device Help
4 I-._EI Servers &
0
SW1 (127.0.0.1):3261 = VTL1
4 <>'VTL Cloudian x x P
3 = Remove Device = Force remove Device St Attach to Target..
&% Detach from ian.2008-08.com.starwindsoftware:sw1-vtl-cloudian ~ Cloud Replication...
‘:“| Remove Device
‘:'ﬂ Force remove Device
§+ Attach to Target...
g‘ Detach from ign.2008-08.com starwindsoftware:sw1-vtl-cloudian
Restore from Cloud...
Import/Export Slots 3
Storage Slots 96
Tapes (95) @& Remove Tape..
Locatio Barcode Tape Type Size Tota Size Usec
Slot 1 SWO47001 uU-832 12000 GB 0 MB
Slat 2 SWO47002 u-832 12000 GB 0 MB
Slot 3 SWO47003 u-832 12000 GB 0 MB
Slot 4 SWQO47004 u-832 12000 GB 0 MB
Slet 5 SWO47005 u-832 12000 GB 0 MB
Offline Shelf ()
Barcode Local Cloud Status
Jo Tapes W
<
StarWind Software | Ready |
2. Choose the required type of replication target and click Next.
StarWind Virtual Tape Library: Configuration Guide for Object Storage, VTL Deployed as a 15
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Setup Replication Settings

Select Replication Target:

() Amazon 53 and Amazon Glacier
() Backblaze B2 Cloud Storage
() Microsoft Azure Cloud Storage

() wasabi Cloud Storage

(®)Amazon 53 Compatible:

Local Folder or Local Metwork Share

Cancel

3. In the Replication Settings, specify Access Key ID, Secret Access Key, Bucket Name,
and Service URL obtained and configured previously and press the Next button.
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« Setup Replication Settings

Specify Credentials for Replication Target Access

Access Key ID: | 4e64f817c413e004aec3 |
Secret Access Key: | M1 3mPFYEyPwgBIbXiuGodyuFygksDia+2YHInfYT |
Bucket Mame: | bucket |
Signature Version: V4 w

Service URL: | http://192.168.12.10 |

Cancel

4. Specify Tape File Retention Settings and click Apply. Optionally, select Create new
empty tapes automatically... when the existing tape is exported for replication.
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« Setup Replication Settings

Tape File Retention Settings

Start replication to doud after the tape removed from drive, days:
Replicate Immediately e

Mever Replicate
Set Value

tomatically when existing tape removed from VTL for replication,

keep local copy after the file has been replicated, days:

Mever Delete -

Keep copy in doud storage after the file has been replicated, days:

Mever Delete '

5. The automatic tape replication to the cloud storage is successfully configured
according to the retention policy specified above.

IMPORTANT NOTE: Retention settings should be configured according to your corporate
RTO and RPO requirements.

Mounting Vtl On The Backup Host

To pass-through the VTL device to the Windows server with the backup software
provider, the corresponding VTL iSCSI target should be mounted first.

1. Open Microsoft iSCSI Initiator, navigate to the Discovery tab, and press the Discover
Portal button.
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Windows Applications using GUI



StarW:nd One Stop Virtualization Shop

by DataCore

iSCSI Initiator Properties *
Targets Discovery  Fayorite Targets  Volumes and Devices  RADIUS — Configuration
Target portals
The system will loak for Targets on following portals: E Rgﬁesh i
Address Port Adapter IF address
To add a target portal, didk Discover Portal, Discover Portal...
To remove a target portal, select the address above and REmovE
then dick Remove. =
iSM5 servers
The system is registered on the following iSMNS servers; Refresh
Mame
To add an iSMS server, dick Add Server. Add Server...
To remove an iSMS server, select the server above and T —
then dick Remove. =
Ok Cancel Apply

2. Enter the localhost address (127.0.0.1) and press the Advanced button.
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Discowver Target Portal *

Enter the IP address or DMNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

IP address or DMS name: Port: (Default is 3260.)
| 127.0.0.1 | | 3260

o Cancel

3. Select Microsoft iSCSI Initiator from the Local Adapter drop-down list and press OK.
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Advanced Settings ? x

General  Ipgec

Connect using

Local adapter: Microsoft iSCSI Initiator v
Initiator IP: Default o
Target portal IP: w
CRC f Checksum

[]Data digest [ ]Header digest

[ |Enable CHAF log on
CHAP Log on information

CHAP helps ensure connection security by providing authentication betbween a karget and
an inikiatar,

To use, spedfy the same name and CHAP secret that was configured on the target for this
initiator. The name will default to the Initiator Mame of the system unless another name is
specified.

Marne: ign. 1991-05.com. microsoft:vl, starwind. local
Target secret:

Perform mutual authentication

To use mutual CHAP, either specify an initiator secret on the Configuration page or use
RADILS,

IJse RADIUS to generate user authentication credentials

|Ise RADILS to authenticate target credentials

Concel | | gl

4. The newly added Discovery Portal will appear in the list.

5. Navigate to the Targets tab, find the iSCSI target which corresponds to the StarWind
VTL device, and press the Connect button.

6. Leave the Enable Multipath checkbox empty and press the Advanced button.

StarWind Virtual Tape Library: Configuration Guide for Object Storage, VTL Deployed as a 21
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Connect To Target

Target name:

| ign. 2003-08.com. starwindsoftware:sw-vH-01.starwind. local-vt 1

Add this connection to the list of Favorite Targets.
connection every time this computer restarts.

[ ] Enable multi-path

This will make the system automatically attempt to restore the

Ok

Cancel

7. Set Local adapter as Microsoft iSCSI Initiator, specify 127.0.0.1 / 3260 as Target portal
IP and double-click the OK button to complete the target connection.
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Advanced Settings ? x

General  Ipgec

Connect using

Local adapter: Microsoft iSCSI Initiator v
Initiator IP: Default o
Target portal IP: 127.0.0.1 f 3260 e
CRC f Checksum

[]Data digest [ ]Header digest

[ |Enable CHAF log on
CHAP Log on information

CHAP helps ensure connection security by providing authentication betbween a karget and
an inikiatar,

To use, spedfy the same name and CHAP secret that was configured on the target for this
initiator. The name will default to the Initiator Mame of the system unless another name is
specified.

harne: ign. 1991-05. com.microsoft:ew-vH-0 1. starwind. local
Target secret:

Perform mutual authentication

To use mutual CHAP, either specify an initiator secret on the Configuration page or use
RADILS,

Lise RADIUS to generate user authentication credentials

|Ise RADILIS to authenticate target credentials

Concel | | gl

The VTL iSCSI target should be shown as Connected in the list.

Installing tape library drivers

It's recommended to install the latest update driver from HP. The driver for HP
MSL8096 can be downloaded here:

HPE StoreEver Tape Drivers for Microsoft Windows. The current version that supports
Windows Server 2022 is 4.6.0.0. HP drivers must be installed on the host (localhost in
this example) where StarWind VTL device is mounted via iSCSI.

1. Extract the downloaded driver and launch cpgsetup.exe.

2. Choose the Select All checkbox and click Install.
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8 HPE StoreEver Tape Drive X
— HPE StoreEver Tape Drivers for Windows
| Diiver Type | Status | Availsble | Installed | Comment
[C] HFE LTO Tape Drive Up Ta Date 1.094 1.0.9.4 Install Successiul
[ HPE MSL Tape Libranes and 1/8 G2 Autalo.., Up To Date 3008 3009 Install Successiul
Drverinstaller Y
Finished Installing Applicable Drivers
€ »
[~ Select &l Mote: Select the diver(s] to install o remaove,
| B || Remove |[ nwal |

3. Once the drivers are installed, the Medium Changer devices is shown as Hewlett
Packard MSL G3 Series library (x64 based).
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4 Device Manager — O et
File Action View Help
L Aol 2 Roclis

v B sw-vtl-01
s ﬁ Batteries
> B Computer

b wme Disk drives
» [OF Display adapters
> =@ |DE ATAJATAPI controllers
» Keyboards
w |& Medium Changer devices
|5 Hewlett Packard M5L G3 Series library (x64 based)
5 g Mice and other pointing devices
» [ Monitors
> I? Metwork adapters
» @ Portable Devices
» = Print queues
» ﬁ Processors
> @ Storage controllers
» B3 System devices
v B Tape drives
B Hewlett Packard LTO Ultrium-3 drive
Hewlett Packard LTO Ultrium-5 drive
Hewlett Packard LTO Ultrium-5 drive
Hewlett Packard LTO Ultrium-5 drive

The tape library is ready to be added to the server with the backup software provider.

Backing Up To Starwind Virtual Tapes

Choose the required backup software provider to add StarWind Virtual Tape Library to:

Microsoft System Center Data Protection Manager

Adding StarWind VTL Device to Microsoft SCDPM

In case of any question regarding Microsoft SCDP deployment, please refer the following
link:
https://docs.microsoft.com/en-us/system-center/dpm/install-dpm?view=sc-dpm-1807
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1. DPM automatically detects tape devices that are attached to it and they are displayed
in the Libraries workspace of the Management view. If the tape isn’t displayed, it can be
detected manually with the Rescan button.

2. After the rescan, check that the details displayed in Device Manager and in the tape
library are the same.

System Center 2022 DPM Administrator Console - 8 X
File Action View Help
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3. To add more tapes, select the tape library in the Libraries workspace of
the Management view, and then click Add.
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4. The I/E port door named “Hewlett Packard MSL G3 Series library” will be opened, and
more tapes can be created using StarWind management console as described in the
previous steps.

NOTE: Do not press OK in case more tapes need to be created.

Microsoft System Center 2016 Data Protection Manager po

g I/E port door of Hewlett Packard MSL G2 Senes lbrary (<B4 based) is now open. Place the
tapes to be added in the |YE port, and then dlick OK.

== On clicking QK the |/E port door will be closed and the tapes in I/E port will be added to the
lbrary.

ID: 31123

NOTE: While adding/removing tapes to the tape library using the Unlock library door or
Add tape, DPM will automatically inventory the library.

While adding/removing tapes to the tape library without using Unlock library door or Add
tape, the Inventory library action must be used to update the information in DPM
Administrator Console.

5. Once the tapes are created using StarWind management console, press OK. DPM will
detect the newly added tapes as shown in the screenshot.

StarWind Virtual Tape Library: Configuration Guide for Object Storage, VTL Deployed as a 27
Windows Applications using GUI


https://www.starwindsoftware.com/resource-library/wp-content/uploads/2017/11/virtual-tape-library-used-with-microsoft-system-center-data-protection-manager-2016-24.png

StarW:nd One Stop Virtualization Shop

by DataCore

Add Tapes Using I/E port x
- Al tapes wen sicoessiully added Lo the sslected ibrares.

| i I

Distaids.

Taps Sot  Library
Unkrown  Siot 2 Hewlell Packard MSLG3 Sedes ibrary (64 bassed)
Unknown  Siot 3 Hewlelt Packard ML G3 Seses ibary (064 based)

QK

6. Prior to using the newly added tapes, Identify the “Unknown” tapes so they become
“Free” and ready to be used.
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Configuring protection group for DPM
1. Open DPM Management Console in the Protection workspace of
the Management view, and then click New+
2. Select the required backup option (Servers / Clients).
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Create New Protection Group X

Welcome to the New Protection Group Wizard
D This wizard helps you create a new protection group that DPM will use to protect data.

Sieps:

You can create two kinds of protection groups. Select one of them below
@ Welcome
@ Select protection group type @) Servers

Select this option for backing up file servers and application servers. Before selecting this option, ensure that the DPM
protection agent is already installed on the target server. These computers must be online at the time of configuring
@ Specify protection rules protection. You will need to select the specific resources you want to backup.

@ Select group members

@ Select data protection
method () Clients

Select this option for backing up data from laptops and desktops. You can install the DPM protection agent after completing
the configuration on the DPM server.

g Ep.;?::: consistency check (i) To corfigure secondary protection for laptops and desktops, select the Servers option.

@ Summary
@ Status

@ Select shortterm goals

< Back Cancel Help

3. Choose the data that needs to be protected.
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Create New Protection Group X
Select Group Members.
Select the data that you want to protect.
Steps: : )
To choose the data to protect, select the check boxes in the Available members section. To exclude a folder, expand the
@ Welcome If you do not see the data source you want to protect in the tree below, click the following link for a list of unsupported
@ Select protection group type Unsupported configurations
® Solect goup membors Available members Selected members
@ Select data protection = 573 "'\:fl_rfi)?r;a"”'dgard Selected Members Computer
method
@ Select short-tem goals
@ Choose consistency check
options
@ Summary
@ Status
Update data sources Remove
Refresh to clearthe cache and retrieve the latest data Excluded folders: 0 Vew
Refresh Excluded file types: 0 Exclude Fles ...
<Back Corcel | | Heb

4. In Protection Group Wizard, select the required protection option:

* short-term protection (Disk / Tape)
* long-term protection (Tape)
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Create New Protection Group X
Select Data Protection Method
DPM can help provide disk, online and tape based data protection.
: Protection group name: | Protection Group 1
@ Welcome Protection method
@ Select protection group type Select your protection method
@ Select group members m
& Select data protection [/ | want short4em protection using: Tape v
method Disk
@ Select short4em goals o ) )
) | want online protection
. S;t?;,:: consistency check Configure online protection from the Management page to enable this option.
@ Summary
m [11 wart longterm protection using tape
@ Status
Bk Cocd | Heb
5. In Protection Group Wizard, specify the short-term goals.
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Create New Protection Group X

Specify Short-Term Protection
D Specify your short-term recovery goals, which DPM will use to generate your protection plan.

Steps:

® Welcome B  Specy your protection goal on tape.

@ Select protection group type Retention range- 12 = —

@ Select group members Frequency of backup: Dally »

- niele;c:ddata protection T Ordy fll backap »

@ Specify short4em goals Backup schedule:

@ Specify longtem goals Specify your backup day and time

? Select library and tape details Ful backup time: | 11,00 P v

@ Summary Ful backup days:  [7] Sunday Monday [] Tuesday [~] Wednesday
@ Status [ Thursday Friday Saturday

<Bock |[ Met> | [ Cacd | [ Hob

6. Specify the required Long-Term Goals.
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Create New Protection Group X

Select Long-Term Goals
D DPM wil create a protection plan using your longtem recovery goals.

Sicps: m Specify your longtem recovery goals for tape-based protection. All longtem tape-based protection uses full backups.
@ Welcome
Recovery goals
@ Select protection group tYPE  The retertion range and backup frequency that you select will detemmine the recovery point schedule.
@ Select group members (i) Qlick Customize to modify the recovery point schedule orthe default tape labels.
@ Select data protection Retention range: 3 5 | Years ~
method

Fi of backup:
@ Specify shorttem goals EqUEnCy ot bECKUP: - Quartery -

Specif Recovery points: 1 recovery point every 3 month(s)for the last 12 month(s)

— long temn goals 1 recovery point every 1 year(s) for the last 3 yearis)

L] o

Select library and tape details
e Endiep Restore Defauts | | Customize

@ Summary

@ Status Backup schedule
Based on the specified backup frequency, the tape library will perform a full backup to the tapes according to the following
schedule

(i) Ciick the Modify button to choose the backup days in case of daily tape backups.

Quartery: Day 1, 11:00 PM
Yeady:  January 1, 11:00 PM Modiy...

<ok |[Mer> ]| Cocd || e

7. Specify the required Library and Tape Details.
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Create New Protection Group X

Select Library and Tape Details
Specify details about tape and the library that you would like to use for backup.

Steps: Specify details about the library and tape that you want to use for tape backups.
@ Welcome Library details
@ Select protection group type Library: Hewlett Packard Enterprise MSL G3 Series library (x64 -
@ Select goup members Drives allocated: 45
© Seloct data protection Copy lbrary Hewett Packard Enterprise MSL G3 Seies brary (64
@ Specify short4em goals ] Check backup for data integrity fime consuming operation)
@ Specify longtem goals Tape options for short4tem protection
“ Select library and tape details ® Compress data
() Encrypt data
@ Summary A valid DPM encryption certificate must be available on this DPM server. For more information click Help.
@ Status (O Do not compress or encrypt data.

Tape options for long4em protection
(® Compress data

(O Encrypt data
A valid DPM encryption certificate must be available on this DPM server. For more information click Help.

(O Do not compress or encrypt data.

(i) You can optimize tape usage for this protection group using ‘Optimize Tape Usage’ on the Libraries Management page.

<Back | Net> || Cancel || Hep

8. Review the Summary and click Create Group.

9. To create a manual recovery point, navigate to the Protection workspace of
the Management view, right-click on the protected item and select Create recovery
point... Select Short term tape protection or Long term tape protection.
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Create recovery point X
Selected: RCT\WS2022-11501
Member type: Microsoft Hyper-V
Create recovery point for: Short term tape protection o

Recovery point creation options

J = 2

Afull backup will be created for the protected member. The latest data on the
protected computer will be backed up to tape. The library to be used can be
configured in the protection group settings.

Library to be used: Hewlett Packard Enterprise MSL G3 Series librai

Available free tapes: 1

OK Cancel Help

10. Open the Libraries workspace of the Management view, the protection group named
“Tape Protection Group 1" is assigned to slot 1.
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Status: Tape available
13 Monitoring Tape label: Protection Group 1-00000001
N Tape barcode: SW04C001
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Restoring data from tape

1. Make sure that the tape library is online and does not report any errors; this can be
done by verifying the alerts in the Monitoring view of the DPM console or in

the Libraries workspace of the Management view of the DPM console.

2. In the DPM console, go to Recovery and choose the data source to recover.

3. Mark the data source and choose the data and time for the restore. Right-click on the
data source and choose Recover... to start the Recovery wizard.

4. In the Review Recovery Selection wizard, review the data source that is chosen for
recovery and click on Next to continue.

5. In the Select Recovery Type wizard, choose one of the recovery options:

Recovery Wizard X
= Select Recovery Type
LT Select the type of recovery you want to perform.
Steps:
@ Review recovery selection ﬂ:; O Recoverto original instance
The cumrent files will be ovenwritten during recovery.
@ Select recovery type
Host Component on RCT\WS2022-11501 on WS2022HVD1.VIRT.LAB
@ Specify destination
ff (®) Recover as virual machine to any host
@ Specify recovery options o
@® Summa »
o r' (C) Copy to a network folder
@ Recovery status o
m (O Copy to tape
This option copies the files to tape in a DPM library.
. Restoring the virtual machine to the original server will overwrite an existing instance of the same virtual
< Back Next > Cancel Help
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6. To recover data as a virtual machine, select Recover as virtual machine to any
host option.

7. In the Specify Destination wizard, select the location to recover the virtual machine to.

Recovery Wizard X
= Specify Destination
Lgm Specify where you want to recover the virtual machine.
Steps: Specify where you want to recover the virtual machine.
@ Review recovery selection [T] Destination host uses remete storage.
@ Select recovery type All the files will be copied inside a folder named WS2022-11501_10-11-2023_8.20.39" in the copy
destination.
@ Specify destination
@ Specify recovery options Destination host: | WS2022-HV03.VIRT.LAB | | Browse..
@ Summary Destination path: [ D:AVMs |
L
Recovery status Space seqined: 14,86 GB
Space available: 640.47 GB

< Back Next > Cancel Help

8. In the Specify Recovery Options wizard, configure specific options for the recovery.
NOTE: Make sure to choose the library that hosts all the tapes that are needed for the

recovery.
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Recovery Wizard X

= Specify Recovery Options
LT Specify the options to apply to the recovery.

Steps: Recovery library
All the tapes needed for recovery needs to be present in this library.
Library name: | Hewlett Packard Enterprise MSL G3 Series library (x64 basec ~

@ Review recovery selection

@ Select recovery type

® Specily destination Network bandwidth usage throttiing

@ Specify recovery options Status: Disabled Modify...
@ Summary SAN Recovery

@ Recovery status Enable SAN based recovery using hardware snapshots

Click on Help to leam about the prerequisite steps

Notification
Send an e-mail when this recovery completes
Recipients:

Separate e-mail addresses with comma.
Example: Kim@Contoso.com, Temy@Adventure-works.com

< Back Next > Cancel Help

9. In the Summary step, verify the recovery settings, and click Recover to start the
process of recovering the virtual machine to a different host.

NOTE: DPM uses a scratch before it sends the data to the selected data source. It is very
important that the DPM %systemdrive% server has more than 10 GB of free disk space.
DPM supports item-level recovery (ILR), which allows performing a specific recovery of
files, folders, volumes, and virtual hard disks from a host-level backup of Hyper-V virtual
machines to a network share or a volume on a DPM protected server. However, ILR is not
supported when restoring from tapes. Only an entire VM or a single virtual hard disk can
be restored.

10. To restore files from the cloud storage, please navigate to the Restoring tapes from
the cloud storage section.
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Veeam Backup & Replication

In case of any question regarding Veeam Backup & Replication deployment, please
refer the following link:
https://www.veeam.com/documentation-guides-datasheets.html?ad=menu-resources

Adding StarWind VTL to the Veeam Inventory

1. Open Veeam Backup & Replication. Open the Tape Infrastructure tab.

Veeam Backup and Replication

-+ = T =+
(i e [P
Add Tape Add NDMP edia GFS  Add Media
Server  Server edia Pool - Vault

Manage Tape

Tape Infrastructure

Fl-l- Add Tape Server

5 Veeam Backup & Replication can use any tape device connected to a Microsoft Windows server in your environment. To register a tape device,
add the server it is connected ta as a Tape Server. During this process, tape proxy components are deployed to the selected server, which enables
data exchange with the connected tape device.

© (% Tape Infrastructure
[ Last 24 Hours

[EH File to Tape

File to Tape jobs copy folders and files (selected individually, or using file masks) from file shares or servers to tape. This job type is intended for
copying backup files to tape, and thus works best with fewer of larger files. We do not recommend using this job type as a general-purpose NAS
backup solution for scalability reasons.

Backup to Tape

W

[

st Backup to Tape jobs copy Veeam backup files to tape. Unlike File to Tape jobs, these jobs track specific VM restore points on tape and provide full
integration with backup jobs. For example, a Backup to Tape job can be configured to auto-start as soon as the corresponding backup job
completes.

Restore Backup from Tape

Veeam Backup & Replication can perform full machine restore directly from tape, or via a staging repository (recommended when restoring
multiple machines from the same backup file chain). To perform other restore types from tape (Instant VM Recovery, guest files or

application items), use the Restore Backup from Tape to Repository wizard to copy the required backup file from tape, then initiate the desired
restore type from disk.

fy=n Restore File from Tape
B8l invento =]
@j inventory

There are two ways to restore files from tape: launch the designated wizard using the corresponding Home toolbar button (or by dlicking this text),
or drill down to the desired file under the Tape node in the Files tab of the management tree.
(@3 Backup Infrastructure

= P

\"%) Tape Infrastructure

[ Hisory

Connected to: localhost Build: 12.0.0.1420 20230718 Enterprise Plus Edition

2. Open the Add Tape Server wizard. Choose the local server and press Next.
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New Tape Server X

Server

Choose a server to install tape server components on. You can select Microsoft Windows or Linux servers added to the managed

|E servers tree in the console.
Lot e

VIL-Veeam v | Add New...
Traffic !
Description:
Review
Apply
Summary

< Previous Finish | Cancel

3. Complete the wizard, select Start tape library inventory when | click Finish and press
the Finish button.

4. After Tape Inventory job is finished, the newly added tape library device will appear.

ed Veeam Backup and Replication - 0O x
O Home ?
v 2 T Yy A @
= 3= - Eg] 5 S Y
Backup Replication CDP  Tape Backup Import BestPractices
Job~  Job~ Policyr Job~ Copy Backup Analyzer
Primary Jobs Secondary Jobs Actions
Tape Infrastructure
Name T Location Expiresin Media Pool Media Set Sequence Number Last written
4 (@ Tape Infrastructure =] SWVBR00S Slot 1 Not defined Free 1
> @ Media Pools =1 SWVBR006 Slot 2 Notdeﬁned Free 1
> ?‘g’!'lapﬁSemers 2= SWVBR007 Slot 3 Not defined Free 1
> ({i] NDMP Servers = swvBR008 slot4 Not defined Free 1
4 &) Libraries
a HP MSL G3 Series 9.50
> [=] Drives
4 5] Media
{5 Online
4[5 Last 24 Hours
(B Success
E@ Inventory
(fgq Backup Infrastructure
{5 Tape Infrastructure
E:'@} History
o
v < 2>
4items Connected to: localhost Build: 12.0.0.1420 P20230718 Enterprise Plus Edition
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5. To erase Inventory and Catalog tapes, click Media and right-click the required tape.

Veeam Backup and Replication

Tape Media
2y [GD] [@5] [Go! @B [Go] o= x _Ql 2y
B | ps B2 2 B o [ LS i =
Sl = 7] = | 31 P =0 [ i
Inventory Catalog =~ Restore Verify Copy | Move Export Eject | Erase Mark Remove Protect Specify = Properties
Content to as Free Password
Import Media Media Actions Manage Media Erase Media Protect Media Media Info

Tape Infrastructure

Name * Location Expires in Media Pool Media Set Sequence Number Last written
4 (% Tape Infrastructure SHITROOS SOtUNEE wentory | e U
> 5] Media Pools SWVBR006 Slot2 - & Free 1
=R [ Catalog
) PG Tape Servers SWVBR0O7 Slot 3 ] | e 1
> [i) NDMP Servers SWVBRO0E Slot4 Restore content... Free 1
4 &) Libraries Copy.
4 [E] HP MSLG3 Series 9.50 Verify
b =) Drives - r—
4 (5 Media
B Onli Eject
1= Online
=Y . Move to
4 [ Last24 Hours
5 Suceess 5 e
Mark as free
Protect
] Properties

;E@ Inventory
(s Bockup Infastructure
Tape Infrastructure

G Hisory

1tape selected ‘Connected to: localhost Build: 12.0.0.1420 P20230718 Enterprise Plus Edition

Configuring back up to Tape Job in Veeam

1. Before using the new tape, erase it. The tape will be loaded into Drive.

VEEAR RACKP AMD REPRUCATION

TAFT DAAT

o F
Epein Froprde=,

Tagpe
Varage Dt Ot Frapetis

TAPE IMFRASTRUCTUAE ae } WO TADED MED
[ Owen ! [DrivwI0: Taped] WP URrimm 300 Losded LT
a % lapeirbanchas [ Cowen 2 | Driv 10: S| HF Uriurs 55050 Empiy
il Medi Py [ Cwen 3 [Drrvw it faped] WP URm 3-8 Enpy
| —— [ Cwen d [Driveilt faped)  HPURAmS-309 Enpey
i b Liweses
a [ LG Sese 10T
= Gyl
- g ks
A Qe
i o] Vawks
Ferd e i Yl
a [ e i B
Pl
(i Seccem

!-E BALKLS f RERLMCATION
i s rerarTRCE
O TepE INFRASTUCTURE

P

2. Click Tape Job on the Home tab and select Files to run the File to Tape job wizard.
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Tape Media

Veeam Backup and Replication

[aD] v [aD] ol [aD] [ao]  [&B] [ %
NG B X "
Inventory Catalog ~Restore Verify Move Export Eject Remove Properties
Import Media Media Actions Manage Media Erase Media Protect Media Media Info
Tape Infrastructure
Name T Location Expiresin Media Pool Media Set Sequence Number Last written
N =1 SWVBR0OS Slot 1 4“““‘““"—‘ Free 1
4 (% Tape Infrastruct =
N [ SWVBR006 Slot 2 B inventory Free 1
&l Media Pools B Catal
> B Tape Servers 5] SWVBROO7 Slot 3 iy Catalog Free 1
> (i) NDMP Servers SWVBRO08 Slot4 Restore content. Free 1
4 (@ Libraries Copy.
- HP MSL G3 Series 9.50 Verify
b [==] Drives
Export
4 5 Media B o
= Online fect
4 [ Last24 Hours Woveto
[3 Success B7  Erase
Mark as free
Protect
] Properties
E@ Inventory
(fgq Backup Infrastructure
\"%) Tape Infrastructure
Dj@} History
»
v < >
1 tape selected Connected to: localhost Build: 12.0.0.1420 P20230718 Enterprise Plus Edition
New File to Tape Job X
.. Name
—‘| Type in a name and description for this job.
'ml
|Fi|e to Tape Job
Files and Folders o
Description:
Full Backup
Incremental Backup
Options
Summary
< Previous MNext » Finish Cancel

4. Specify the files and folders to be backed up.
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New File to Tape Job X

=1~ Filesand Folders
1 | Specify files and folders to back up to tape by this job.

Name File or folder Server File mask Add...
_ E\lmportant files VTL-Veeam... Al files Rernave
Full Backup
Incremental Backup
. + U
Options
¥+ Down
Summary
To specify file inclusion and exclusion settings, click Advanced. Advanced
| < Previous Finish Cancel

5. In Full Backup, choose the existing media pool or create a new one by clicking the Add
New... button. Set the schedule if necessary.

6. Add tapes to the media pool and click OK. Then click Next.
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e edia Pool
Tapes
Add tapes to the media pool.
A Select Tapes x
Name Tape lif N Med : c :
HP M ame edia poo apacity » Manage...
Tapes:
. [ SWVBR00S Free 1578 —
Media Set Nam /=1 SWVBR006 Free 1578
. =1 SWVBR007 Free 1.5TB Rbe
Retention st
=l SWVBR008 Free 1.5TB
Options
Summary
1 tapes for a total of 1.5 TB capacity S?ECW
Cancel Remaining:
- loB

[~] Add tapes from Free media pool automatically when more tapes are required

< Previous Next > Finish Cancel

7. Enter Media set name. Specify the automatic creation settings if necessary.

New Media Pool X
Media Set
Specify media set name and how often a new media set should be automatically created.
ED)
[0 c.
Name Media set name:
Media set # %i
Tapes
Automatically create new media set
_ ®) Do not create, always continue using current media set
fetention (O Create new media set for every backup session
Options O Dailyat |12 + | |Everyday : Days...
Summary
< Previous Finish Cancel
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8. Specify the tape Retention settings.

New Media Pool X

Retention
Specify the tape retention settings for this media pool.

Name Data retention policy
e (O Do not protect data (cyclically overwrite tapes as required)

() Protect datafor || + | | Weeks
Media Set

(® Never overwrite data

Offline media tracking

Options [] Move all offline tapes from this media pool into the following media vault:
Summary Add New...

< Previous Finish Cancel

9. Check the summary and click Finish.

10. Select Media pool for full backup and set the schedule if necessary. Click Next.
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New File to Tape Job X

~ ]~ Full Backup
|| Choose media pool and set schedule for full backups.
=
o

Name Media pool for full backup:
Media ool 1 (HP MSLG3 Seres 50 o
Files and Folders
Capacity: 1578
Incremental Backup Remaining: 1578
Options WORM: False
Summary [C] Run the full backup automatically
6:00 PM . Onthese days Days...
ne: 10:00PM 5 | |Fourth ~ Saturday Months..
[ < Previous Next > Finish Cancel

11. Choose the media pool or add a new one for incremental backup. Optionally, set the
schedule.
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New File to Tape Job X

T 7. Incremental Backup
| | Choose media pool and set schedule for incremental backups.
=
o

Name Media pool for incremental backup:
Media Pool 1 (HP MSL G3 Series 9.50) ~ | Add New...
Files and Folders
Tapes: 1
Full Backup
Capacity: 15718
(incementolBeckip U rercining: 1578
Options WORM: False
Summary [7] Run incremental backup automatically
3:00AM 3 | Onweekdays Days...
ne: 10:00PM = | Fourth Saturday Months

< Previous Finist Cancel

12. Set backup Options and click Apply.

Mew File to Tape lob x
V_ﬁ Options
Set tape backup options,
el
L
Mame General

Use Microsoft volume shadow copy (V55)

Enables backup of files locked by running applications, and provides file-level quiescence.
Requires Microsoft Windows XP or later,

Files and Folders

Full Backup

Media automation
Incremental Backup

Eject media upen job completion

_ This option makes the job automnatically eject tape from drives upon completion, so that tape

does not stay in the drive, which is a best practice,

Summary Export current media set upon job completion Days...
This option makes the job automatically close and export the current media set on specific days.
Advanced job settings include compression, notification settings, automated Ad d
post-job activity and other settings. A lEES
< Previous Apply Einish Cancel
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13. Check the summary. For immediate job execution, select Run the job when I click
Finish and click Finish.

New File to Tape Job X

Summary
You can copy the job settings below for the future reference.

Name Summary:

[Name: File to Tape Job 1
Files and Folders Media pool for full backups: Media Pool 1

Media pool for incremental backups: Media Pool 1
Full Backup

PowerShell cmdlet for starting the job:
Get-VBRTapelob -Name “File to Tape Job 1" | Start-VBRlob

Incremental Backup

Options

[C] Run the job when | click Finish

< Previous Next > Cancel

14. The job status and progress can be checked in the History tab.

Veear Backup and Replication

Session

Lk
Stop  Statistics Repo
Actions Details
History Q Type in an cbject nam
o [ Jobs Job Name Session Type Status Start Time End Time =
[ File to Tape Job (Full) (HP MS..  File to Tope Bac., 82%completed  10/25/2023 Ti46 AM
[ Tape Library Inventorying (.. Tape Inventoryi.. Success 10/25/2023 T:44AM  10/25/2023 7:45AM
(% Tape Erase (HP MSL G3 Serie..  Tape Erase Success 10/25/2023 T:44AM 10/25/2023 7:44 AM
[% Tape Library Inventorying (H..  Tape Inventoryi.. Success 10/25/2023 T:43AM  10/25/2023 T:43AM
(% Tape Eject (HP MSL G3 Series... Tape iect Success 10/25/2023 7:43AM  10/25/2023 T:43AM
[ Tope Library Inventorying (H..  Tepe Inventoryi..  Success 10/25/2023 T:42AM  10/25/2023 7:42AM
[ Move to Media Pool Move to Media...  Success 10/25/2023 7:41AM  10/25/2023 7:41 AM
[ Tape Erase (HP MSL G3 Serie..  Tape Erase Success 10/25/2023 7:41AM  10/25/2023 7:41 AM
[% Tape Library Inventorying (H..  Tape Inventoryi.. Success 10/25/2023 T:40AM  10/25/2023 T:40AM
[ Tape Eject (HP MSL G3 Series... Tape iect Success 10/25/2023 T:40AM  10/25/2023 T:40 AM .
Job progress: i 82% 10GB of 122GB
SUMMARY DATA STATUS THROUGHPUT (LAST 5 MIN)
Duration: 05:01 Processed: 10 GB (82%) Success: 0
A Home 39 MB/s
Processing rate: 39 MB/s Read: 1068 Warnings: 0
E;
@ Inventory Bottleneck: Target Transferred: 10 GB (1) Errors: 0
1 Backup Infrastruct.
‘?E’i sl s TS Host Status Action Duration "
@ storage Infrastructure VTL-Veeam.PronteraC... (b) 82% @ Processing tasks 00:00
4 @ Building velume list... 00:00
Ui @ Total backup job size: 2 files and 1 folders (12.2 GB) 00:06
% History (@ Waiting for backup infrastructure resources availability 00:05
(@ All hosts have been queued for processing
: (%) Processing VTL-Veeam 04:38 <
1 session selected Connected to: localhost Build: 12.0.0.1420 P20230718 Enterprise Plus Edition
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Restoring data from tape

1. Click the Restore file from tape.

Veearn Backup and Replication

Tape

o ii‘l‘ —* M‘lj o]
= P
Add Tape Add NDMP Add Media Add GFS ~ Add Media
Server Server Pool*  Media Pool = Vault
Manage Tape

Tape Infrastructure
4 Add Tape Server
4 (% Tape Infrastructure R veeam Backup & Replication can use any tape device connected to a Microsoft Windows server in your environment. To register a tape device,
- add the server it is connected to as a Tape Server. During this process, tape proxy components are deployed to the selected server, which enables

4 {5 Media Pools
= data exchange with the connected tape device.

&l Free(3)
& Media Pool 1 (1) )
PG Tape Servers File to Tape
NDMP Servers = File to Tape jobs copy folders and files (selected individually, or using file masks) from file shares or servers to tape. This job type is intended for

+ & Libraries copying backup files to tape, and thus works best with fewer of larger files. We do not recommend using this job type as a general-purpose NAS
= backup solution for scalability reasons.

4 [f] HPMSL G Series 9.50

> [=) Drives Back T
4 {5 Media t*o ackup to Tape
[ Oniine m==t Backup to Tape jobs copy Veeam backup files to tape. Unlike File to Tape jobs, these jobs track specific VM restore points on tape and provide full

integration with backup jobs. For example, a Backup to Tape job can be configured to auto-start as soon as the corresponding backup job
completes.

% Last 24 Hours
S Suceess

Restore Backup from Tape

Veeam Backup & Replication can perform full machine restore directly from tape, or via a staging repository (recommended when restoring
muttiple machines from the same backup file chain). To perform other restore types from tape (Instant VM Recovery, guest files or

application items), use the Restore Backup from Tape to Repository wizard to copy the required backup file from tape, then initiate the desired
) Home restore type from disk.

B8 invent:
[ |Iventory ,ﬁﬁj Restore File from Tape

E] There are two ways to restore files from tape: launch the designated wizard using the corresponding Home toolbar button (or by clicking this text),

‘?E'q Backup Infrastructure
or drill down to the desired file under the Tape node in the Files tab of the management tree,

Storage Infrastructure

Tape Infrastructure

E:f@} History

calhost

Enterprise Plus Edition

2. Specify files and folders to restore and click Next.
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Restore from Tape X
Objects to Restore
‘L‘ Specify files, folders or volumes to restore from tape. When an entire tape is added to the recovery scope, all of its content will
be restored.
‘ * Type in an object name to search for Q‘
Destination
Item Host Restore Point | Add... I
Options EA\Important files  VTL-Veeam 10/25/2023 7:46 AM -
Summary
Remove
< Previous Next > Finish Cancel
3. Specify the Destination folder and click Next.
Restore from Tape x
Destination
‘L‘ Specify where to restore selected objects to.
Objects to Restore Restore files and folders to
(@ This server:
Options VTL-Veeam v etai
Summary Path to folder:
|E:\Restored | | Browse... I
S 27.7GBfree of 40 GB
[~] Preserve folder hierarchy
< Previous Next > Finish Cancel
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4. Select Automatic conflict resolution options and click Next.

Restore from Tape X
Options
s ‘L‘ Specify automatic conflict resolution options.
)
Objects to Restore If file already exists

(®) Leave the existing file
Destination
(O Overwrite the existing file if older than the backed up file

ORI O Aweys ovenvite the exsingfe

Summary

[ Restore file and folder security

< Previous Finist Cancel

5. Check Summary and click Finish.

6. The restoration progress will appear in the pop-up window or can be checked in
the History tab.
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Restoring files from tape x
Name: File from Tape Restore Status: Success
Restore type: File from Tape Restore Start time:  10/25/2023 8:04:43 AM
Initiated by: \Administrator End time:  10/25/2023 8:09:52 AM

Statistics Log

Message Duration
0 Processing started at 10/25/2023 8:04:43 AM

(23 Building the list of root objects to restore

® Building the list of content to restore

) SWVBR006 tape media resources have been acquired

) Drive 1 (Server: VTL-Veeam, Library: HP MSL G3 Series 9.50, Drive ID: Tape3) locke...

) Restoring file VeeamBackup&Replication_12.0.0.1420_P20230718_20230906.isoto ...  0:05:01
) Completed successfully at Wednesday, October 25, 2023 8:09:52 AM

Close

Veritas Backup Exec™

Adding StarWind VTL Device to Veritas Backup Exec™

In case of any question regarding Veritas Backup Exec™ deployment, please refer the
following link:

https://www.veritas.com/content/support/en_US/doc/59226269-99535599-0/v59899992-
99535599

1. In Veritas Backup Exec™ console, click the Storage tab and Configure Storage.
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- ;
<B : il ;3
Home Backup and Restore  Job Monitor Reports Instant Cloud Recovery

Sstandard v . Tree || [ Pause /Y dg
“lCompact & il | L Disable - s Iy .

Sort and =] e Configure _ Configure ~ Delete  Restore

Filter + Storage  Cloud Storage
Views. State Confiqure Media Operations
Al Storage

Name State Storage Type Active Alerts  Storage Trending Capacity Active and. Average job rate  Compression... OS|

Storage has not been configured yet. You must configure storage before you can run a backup.

To get started, click Configure Storage.

M VILEXEC | Alels @0 A1 0 ®3 | Jobs $40 =0 MO 35 & VERITAS

2. In the opened window, select Tape storage and click Next.

« Configure storage on VTL-EXEC - O X

Which type of storage do you want to configure?

2 Disk-based storage
Local or remote disk storage, disk cartridge devices, deduplication disk storage, storage arrays, virtual disks,
and legacy backup-to disk folders may be available to configure.

Cloud storage

A storage device to which you can send backup data to the cloud.

+ Network storage
AT g

OpenStorage devices, NDMP servers, and remote media agents for Linux may be available to configure.

Tape storage
Installing tape drivers, replacing or adding hot-swappable storage devices, configuring robotic library partitions, :
and configuring barcode rules are tasks that may be available.

-é Storage pools

Storage device pools and Backup Exec server pools may be available to configure.

What are the different types of storage? Next >

3. Select Run the Hot-swappable Device Wizard and click Next.
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4. Follow the steps suggested by Hot-Swappable Device Wizard and to complete it.
NOTE: If the tape device has not appeared in the Storage tab, initiate the restart.

5. Double-click Slots to scan, erase, inventory and catalog the tapes.

(@ Veritas Backup Exec™ - X
Y & =1l
(%) 2 2 =1 ll, e
4 Home Backup and Restore  Job Monitor Storage Reports Instant Cloud Recovery
Sstandard [ Pause QP . gg
a=e 9 ﬁ
“1 Compact Y‘v Erlse | L] Disable = ~ Y e @ % o U o |
Sortand []Offine | Configure _Configure  Delet=  Scan Inventory Catalog Inventoryand Initialize  Clean Label Import Export Erase = Restore
Filter ~ Storage  Cloud Storage: - - talog now - - - B
Views. State Confiqure Storage Operations Media Operations
All Storage Robotic library 0001 Siots details sy
Name State Storage Type Active Alerts  Storage Trending Capacity Active and Average job rate  Compression__. OS|
Robotic library 0001
ey voirid Online Robotic i
{y Jape drive 0001 (o media) onine Tape e
ey Tape dive 0002 (o media) Ontne Tope dive
& Jape drive 0003 (No media) Online Tape drive
= :ﬁﬁm‘ﬁm (No media) Online Tape drive
a Slots Robotic ; 0 bytes used
- & Tape and Disk Cartridge Media
E All Tape Media Al Tape. : 0 bytes used
Online Tape Media
@ Media that is avaiable within a tape Grive or tape: Media vault g 0 bytes used
iirary.
Offline Tape Media
mw Media that is not within a tape drive or tape brary. Media vautt ; 0 bytes used . 11
and has not been moved fo a media vault

.
»
Lm All Media Sets

T VILEXEC | Alets ®0 A1 0 ®7 Jobs S50 70 B0 | G | & VERITAS

6. Choose the tape and perform the necessary operations.

(@) Veritas Backup Exec™ - =} X
) b{:| B3] = ik,
4 Home Backup and Restore  Job Monitor Storage Reports Instant Cloud Recovery
= standard Tree | [ Pause e % ) % - f =3 (=
e 5 2 W {
“] Compact YAV st | [ Disab == - § [ 18 - 5 @ 6 &
Sortand [ Offiine | Configure _ Configure Scan Inventory Catolog |Inventory and [ Initialize Clean  Label Import Export [ Erase [ Restore Associate  Scraich Retire ove media
Filter ~ Storage  Cloud Storage - - Catalog now - - - - with media set ¥
Views. State Configure Storage Operations Media Operations Media Set Operations Media Vault Operations
Robo ray 0001 Sios gt
Jobs Slot Number Barcode  Media Label Media Description Capacity MediaSet  Allocated Date Overvrite Protected Until Appendable Until =

7. Confirm the data erasure when requested.

Veritas Backup Exec™ =4

7'\ Are you sure you want to erase the data on
— the media in “Slot 177
This operation will be performed on the current media in the drive or slot. If
the media has been changed since the last inventory operation was

performed, the media label currently displayed may not match the media in
the drive or slot selecied.
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8. The prepared tape should look like in the screenshot below.

@ Veritas Backup Exec™

| A [
=8 B>
Backup and Restore  Job Monitor S Reports Instant Cloud Recovery
HE= 063 b & T
L ), >
~| Compact YAV List | O Disable =] X &l e @ =
Sort and []Offine  Configure _Configure Scan Inventory Catalog Inventory and nitaliz Clean Label Import Export Erase  Restore Associate  Scraich Retire | Move media
Filter » Storage Cloud Storage ~ ~ - Catalog now - . - with media set
Views State Confiqure Storage Operations i i Media Set i Media i
Rohattorar 0t S
Jobs Slot Number Barcode Media Label Media Description Capacity Media Set Allocated Date Overwrite Protected Until Appendable Until =
B st SWS17001 SWS17001 (Blank Media) ObyieE e 108l HIIE Scratch Media 10/15/2023 12:25:47 PM _ Ovenwriteable (Scratch media) Not appendable 3
Job History
g sz SWS17002 SWS17002 (Unknown Media) 0 bytes used | ScratchMedia 10/15/2023 1221:08 PM _ Ovenwriteable (Scratch media) Not appendable LY
Active Alerts
@ Slot3 SWS17003 SWS17003  (Unknown Media) 0 bytes used | ScratchMedia 10/15/2023 12:21:08 PM_ Overwriteable (Scratch media) Not appendable
Slots
g s SWS17004 SWS17004 (Unknown Media) 0 bytes used | ScratchMedia  10/15/2023 12:21:08 PM  Overwriteable (Scratch media) Not appendable

a Slot 5 Empty
Bl soe Empty
a Shot 7 Empty
a Siot8 Empty
a Slot9 Empty
a Slot 10 Empty
a Slot 11 Empty
a Siot 12 Empty
a Slot 13 Empty
a Slot 14 Empty

T VILEXEC | Alets ® 0 A1 0 ®7 | Jobs S50 70 0

VERITAS

Configuring Backup to Tape job in Veritas Backup Exec™
In this part, the backup/restore process of the folder is shown as an example.

1. In the Backups group, click on the Backup and Restore tab. Click Backup and
select Back Up to Tape.
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@ Veritas Backup Exec™

<8

B

I Comy &
P cortand
Filter

Views

Backup and Restore

Groups

All Servers
All servers and app
1 server

Servers in this group.
0 servers

IS
W
&’ Retired Servers

Alerts

Job Monitor Reports

Instant Cloud Recovery

Tee AL = & i 3 E:i‘ an
= W |52 S 7 SR ) ] B T () &
Groups |Backup|One-Time Edit  Backup | Festore Search CreateDisaster  Convertto  Add Femove ] Hold Job . Remove 2 ate
- + | Backup~ Calendar Recovery Disk  Virtual = - ueue Recovered VM =
nd Virtual Hosts Jobs Instant Recovery Recovery Rea
Back Up to Cloud - e and Vet - ery Ready
.
Back Up to Disk -3
Server a Days of Backup Jobs Last Backup Next Backup
{F ViLxa  BockUpto Dikand hen Duplicae o Tape - @=d —F
Tu We Th Fr Sa Su
Back Up to Disk and then Convert to Virtual Machine - (D=
Back Up to Disk and Simultaneously Convert to Virtual Machine = [ # (5
Back Up to Tape - g
Create a Forever Incremental Backup for Virtual Machines -2
Create Microsoft 365 Backup -z
Create a New Backup Using the Settings from an Existing Backup = %
Details for VTL-Exec ¥yod
- Backup Source « Backup Selection Backup Status Logon Account
A ac None Never backed up Use server's logon acc.
‘Windows computer @ EFI System Partition None Never backed up Use server's logon acc.
(virtual machine) 1§ Microsoft SQL Server Instances None Never backed up Use server's logon acc.
) System State None Never backed up Use server's logon acc.
BE None Never backed up

20 A1

Use server's logon acc.

2. Configure the Backup settings and click OK.

VERITAS
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@ Backup Definition Properties O X

Name: WIN-BKP-SRV Backup 00001

Description:

@ % VTL-Exec L?j Backup

Fully selected ~ = Full

= C
aE Job name: WIN-BKP-SRV Backup 00001-Full

@y EFI System Parition Schedule:  Every 1 week on (Friday) at 11:00
1' Microsoft SQL Server Instances M

% System State Storage: Any tape cartridge storage

Media Set: Keep Data for 4 Weeks

Encryption: None

‘ w= Incremental ~

Job name: WIN-BKP-SRV Backup 00001-
Incremental

Schedule: At 11:00 PM, then every 1 day

This backup will nof run untl the first full
backup s completed

Storage: Any tape cartridge storage
Media Set: Keep Data for 4 Weeks

Encryption: None

(TestEdit Credentials || Eat | AddStage v || Edit |

3. Once the job is configured, click the appropriate button to start it.
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@ Veritas Backup Exec™

A 8 = ! ll,

Home Backup and Restore  Job Monitor  Storage Reports Instant Clou

A = & |7z B > Q‘ 5 Qi
o o & ] & o 5 W n i v
Sort and Groups ~ Backup One-Time Edit  Backu Restore Search Create Disaster = Convertto | Add Remove [ HoldJob | R ta Remove a slidate
Filter » - Backup ~ Backups Calendar Recovery Disk  Virtual = - Queve |Ba Recovered VM ~
Views Backups Restores Conversions  Servers and Virtual Hosts. Jobs Instant Recovery Recovery Ready
serr
Groups Server a Active Alerts Status Last 7 Days of Backup Jobs Last Backup Next Backup
T : First backup scheduled e s e e e s |
N Al 5’:2,:‘:,.”' {F VTLExec P we T Fr e se ol o 102412023 11:00:00 PM
O G
; Retired Servers
A, sowsnnsons
0 servers
Details for VTL-Exec ¥yod
Backup Source « Backup Selection Backup Status Logon Account
ha ac None Never backed up Use server's logon acc
‘Windows computer @ EFI System Partition None Never backed up Use server's logon acc.
(virtual machine) 1§ Microsoft SQL Server Instances None Never backed up Use server's logon acc.
1 System State None Never backed up Use servers logon acc.
RE None Never backed up Use server's logon acc.

T VILEXEC | Alets ®0 A1 0 ®8 Jobs 42 70 &

VERITAS

4. When the backup process starts, the progress is shown in the Status section. Double-
click on the server to see the details.

@ Veritas Backup Exec™

= [x) X
~B = 5 L, ;-
Backup and Restore ~ Job Monitor Storage Reports Instant Cloud Recovery
':]% ;.g (&)One-Time Backup ZConvertto Virtual + | Sg Add ~ 7
o s Backup Calendar 5 Search _IRemove a Recovered VM ~
ackup
Views = i Create Disaster Recovery Disk
Backups Restores Conversions Servers and Virtual Hosts Instant Recovery Recovery Ready
= ViLesee .
ote Name . Server Storage Job Type State Job Status Byte Count Start Time Schedule Sel
) WIN-BKP-SRV Backu...
- s ol VTL-ErecPro Backup
Job History WIN-BKP-SRV Ba. @ Active: R Backul 913MB Run Now & E 1
) WIN-BKP- r ive: Running - Backup un Now & Every

(54 VTL-ExecPro... & Tape drive 0001 Full backup Active 00:01:03 147000Mp/ . 107242023 1025:19 AM wesk on (Friday).
Backup Sets =, WIN-BKP-SRVBa... \r\ c.ccpr = Any rid Incremental Scheduled @ Scheduled 1012712023 11:00:00 PM At 11:00 PM, then

N incrementai backup ©cPrO... & Anytape carndges... packy edule © Scheduer every 1day
Active Alerts
Credentials
Properties

< i ] »
TMVILEXEC | Alers ®7 A3 M0 ®10 Jobs 51 71 @0 | & = VERITAS

5. To check the amount of the occupied storage space, navigate to the Capacity section.

Restore data from Veritas Backup Exec™
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1. To restore data, click Restore in the Backup and Restore tab.

@) Veritas Backup Exec™

by | B3] = ik, i

Home Backup and Restore ~ Job Monitor  Storage Reports Instant Cloud Recovery
Sistandard Tee Ny = & [ B > E:i« v =
e o & @ & T I D) | | B
Sortand Groups  Backup One-Time Edit Backup  |Restore [Search CreateDisaster  Comvertto  Add Fe []HeldJob  Run Next ta Remove 2 alidate
Filter - - ~ Backup~ Backups Calendar overy Disk | Virtual - - Queue  Backup Now Recovered VM ~
Views Backups. Restores Conversions ~Servers and Virtual Hosts Jobs Instant Recovery Recovery Ready
e
Err Server a Active Alerts Status Last 7 Days of Backup Jobs  Last Backup Next Backup
E VILExec Backed u C LT T T T ¥ 10242023 1025:19 AM 10124/2023 11:00:00 PM
A Al servers . L & We Th Fr Sa Su Mo Tu
Y1 server
; Retired Servers
Servers in this group.
0 servers
Details for VTL-Exec.PronteraCentral.Midgard ¥yod
- Backup Source « Backup Selection B.. Logon Account
A ac Full . Use server' logon acc.
‘Windows computer @ EFI System Partition Full Use server's logon acc.
(virtual machine) » (i Microsoft SQL Server Instances None Use server's logon acc.
5 System State Full Use server's logon acc.
2E Partal Use server's logon acc

M VILEXEC | Ales 7 3 MO0 ® 10  Jobs S42 =0 ]

VERITAS

2. Select the type of data to restore.
3. Select the appropriate restore option.

4. Select files and folders to restore.
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~ (7] @ 10/24/2023 10:25:37 AM (Snapshot Full)
v (D Important data

\‘, Restore Wizard o X
What files and folders do you want to restore?
Show backups from: 6/24/2023 B 10252023 [
Resource View
> /| W VTL-Exec Type Modified Time Attributes
- BE

|0 Important data

File Folder 1072472023 10:14:11 AM

< Back Next > Cancel

5. In the Browse for Folder window, specify the destination folder for the restored data

and click OK. Then click Next.
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Where do you want to restore the data?

) To the original location
@ To a different location

Drive: @) Browse for Folder - a x
e Select a folder:

Path: « [ All Servers
S - ®f VTL-Exec

Server logon account: [System L| rEC ) l Add/Edit ]

~ BE
‘ @ Note: r{yw {estc‘;.le ﬁlem » () SRECYCLE BIN ure that you have enough disk ‘
space to restore the no iy & casystem

»
» | Driver

» | Important data

» | System Volume Information
» @ Known Servers

) Note: During a redirected res
file system attributes for differ

Jout how Backup Exec treals the ‘

Microsoft Virtual Hard Disk (Wing
[] Create a Virtual Hard Disk ig
Create a different Microso
Create a single Microsoft

VHD file name:

x| [Comn

What happens if | restore fo a Virtual Hard Disk?

6. Confirm the restore location and click Next.
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\‘, Restore Wizard

Where do you want to restore the data?

) To the original location
@ To a different location
Drive: WTL-Exec\E:

Server logon account: (System Logon Account » | AddEdt |

0 Note: If you restore files from a volume that has Windows deduplication, Backup Exec places the files on the disk as non-deduplicated. Ensure that you have enough disk
space to restore the non-deduplicated data before you run a restore job. For more information see: TECH204775

&) Note: During a redirected restore, you may not be able to restore some file system attributes from the original data. For more information about how Backup Exec ireats the
file system attributes for different types of file systems, see: TECH205960

Microsoft Virtual Hard Disk (Windows Server 2008 R2 or later)

[T] Create a Virtual Hard Disk for redirected data
Create a different Microsoft Virtual Hard Disk for each backup set that is restored
Create a single Microsoft Virtual Hard Disk that contains the merged files and folders from all redirected backup sets

VHD file name:

What happens if | restore to a Virtual Hard Disk? [ = Back ]I Next > ] [ Cancel ]

7. Select the settings for file integrity, hierarchy, and security for the restored data.
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. Restore Wizard a X

How do you want to maintain file integrity, hierarchy, and security for restored data?

[*] Restore files that were corrupt or incomplete in the backup. Some data may be retrievable from them.
[¥] Recreate the directory structure from the backup when the data is restored; otherwise, all data is restored without any directory structure
Restore existing files

) Restore over existing files
) Skip if the file exists
@ Overwrite the file on disk only if it is older

Restore security information and file system pemissions

@ Restore files with their security information and file system permissions
) Restore files without their security information and file system permissions. The security information and file system permissions for the restored files are determined by the
security information and file system permissions at the destination location
() Restore only the security information and file system permissions for files that exist at the destination; do not restore the file content

T

8. Select options for restoring operating system features.
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. Restore Wizard a X

How do you want to restore operating system features?

[7] Restore Removable Storage data (Windows 2003 only)
[T] Restore disk quota data

Junction points

@ Restore junction points, mount points, symbolic links, files, and directories
) Preserve existing junction points, mount points, and symbolic links, and restore files and directories

Which options should | select? Next >

9. Specify additional tasks to perform before and/or after a restore.
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\.', Restore Wizard

What additional tasks do you want to perform before and/or after a restore?

[] Run a command before and/or after the restore

Type a command to run before the restore runs:

Type a command to run after the restore runs:
Let Backup Exec check the exit codes of the commands to determine if the commands completed successfully
Run job only if pre-command is successul
Run post-command only if pre-command is successful
Run post-command even if job fails

Cancel command if not complete within minutes

Run these commands:
On this Backup Exec server
On each server restored to

Notification
Select each recipient to notify when the job completes.

Manage recipients

Recipient Name ~ Recipient Type

Include the job log in email notifications

Which options should | select for the additional tasks? Next >

10. Specify the restore job Name, Storage, and Schedule.
11. Double-check the summary and complete the restore job by clicking Finish.
12. To check the job progress, navigate to the Backup and Restore tab.

13. To see the restoring details, double-click on the server.
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@, A bS] = = il e

Home Backup and Restore ~ Job Monitor Storage Reports Instant Cloud Recovery

! =) ;ﬁ &)One-Time Backup * ¥ Restore backup sets created by thisjob (3 Convertto Virtual + | QAdd ~

= &
o T Backup Calendar &3 Search _IRemove a Recovered VM
- ackup
Moewss B 4D Create Disaster Recovery Disk
Backups Restores Conversions Servers and Virtual Hosts Instant Recovery Recovery Ready
= Ve :
oo Name a Server Storage Job Type State Job Status Byte Count Start Time Schedule Sel
., WIN-BKP-SRV Back...
~ QR e Backp
Job History 7
(3 WNBKP-SRVBa-  yTLExec & Any tape cartridge 5. Full backup Scheduled (B Scheduled 1012712023 11:00:00 PM (E,,":ﬂ";y')‘;’ﬁ‘ke’g
Backup Sets .
L WIN-BKP-SRVBa...  yTLExec & Any tape carridge s TSmO gchedued () Scheduled 1012472023 1:00:00 PM Ay S then
Active Alerts ;‘1 VIL Exec VTL-Exec \iv Robotic library 0001 Restore Completed @ Successful Completed
Credentials
Properties

M VILEXEC | Ales ® 7 A3 M0 ® 10 Jobs 42 M0 MO 3

VERITAS
14. The restored files can be found in the specified folder.
- 0 Manage New Volume (E)
Home Share View Drive Tools
« “ P am * NewVolume (E) v O
Name . Date modified Type Size
o Quick access
| 10/24/2023 10:14 AM File fold
I Deskop - mportant data ile folder
¥ Downloads ~ #
5 Documents -+
&=| Pictures »
Important data
& This PC
- New Volume (E:)
& Network

To restore files from the cloud storage, please navigate to Restoring tapes from the
cloud storage section.

Conclusion

By following the steps outlined in this document, you can expect to have a fully

configured StarWind VTL that effectively emulates physical tape libraries, with the added
capability of replicating tapes to local object storage.
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For additional questions, support, or further information regarding the product and its
setup, please feel free to reach out to the StarWind support team at
support@starwind.com
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Contacts

US Headquarters EMEA and APAC

+1 617 829 44 95
+1617 507 58 45
+1 866 790 26 46

+44 2037 691 857 (United
Kingdom)

+49 800 100 68 26 (Germany)

+34 629 03 07 17 (Spain and
Portugal)

+33 788 60 30 06 (France)
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Customer Support Portal: https://www.starwind.com/support
Support Forum: https://www.starwind.com/forums
Sales: sales@starwind.com

General Information: info@starwind.com
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