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Trademarks

“StarWind”, “StarWind Software” and the StarWind and the StarWind Software logos are

registered trademarks of StarWind Software. “StarWind LSFS” is a trademark of StarWind
Software which may be registered in some jurisdictions. All other trademarks are owned

by their respective owners.

Changes

The material in this document is for information only and is subject to change without
notice. While reasonable efforts have been made in the preparation of this document to
assure its accuracy, StarWind Software assumes no liability resulting from errors or
omissions in this document, or from the use of the information contained herein.
StarWind Software reserves the right to make changes in the product design without
reservation and without notification to its users.

Technical Support and Services

If you have questions about installing or using this software, check this and other
documents first - you will find answers to most of your questions on the Technical Papers
webpage or in StarWind Forum. If you need further assistance, please contact us .

About StarWind

StarWind is a pioneer in virtualization and a company that participated in the
development of this technology from its earliest days. Now the company is among the
leading vendors of software and hardware hyper-converged solutions. The company’s
core product is the years-proven StarWind Virtual SAN, which allows SMB and ROBO to
benefit from cost-efficient hyperconverged IT infrastructure. Having earned a reputation
of reliability, StarWind created a hardware product line and is actively tapping into
hyperconverged and storage appliances market. In 2016, Gartner named StarWind “Cool
Vendor for Compute Platforms” following the success and popularity of StarWind
HyperConverged Appliance. StarWind partners with world-known companies: Microsoft,
VMware, Veeam, Intel, Dell, Mellanox, Citrix, Western Digital, etc.

Copyright ©2009-2018 StarWind Software Inc.

No part of this publication may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, electronic, mechanical, photocopying,
recording or otherwise, without the prior written consent of StarWind Software.

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager 2
[KVM]


https://www.starwind.com/resource-library
https://www.starwind.com/forums
https://www.starwind.com/contact-us

StarW:nd One Stop Virtualization Shop

by DataCore

Annotation

Relevant products

StarWind Virtual HCI Appliance (VHCA)
Purpose

This document outlines how to configure a StarWind Virtual HCI Appliance Free (VHCA
Free) based on Oracle Linux Virtualization Manager (OLVM), with VSAN running as a
Controller Virtual Machine (CVM). The guide includes steps to prepare Oracle Linux hosts
for clustering, configure physical and virtual networking, and set up the Virtual SAN
Controller Virtual Machine.

Audience

This technical guide is intended for storage and virtualization architects, system
administrators, and partners designing virtualized environments using StarWind Virtual
HCI Appliance Free (VHCA Free).

Expected result

The end result of following this guide will be a fully configured high-availability StarWind
Virtual HCI Appliance Free (VHCA Free) powered by Oracle Linux Virtualization Manager
that includes virtual machine shared storage provided by StarWind VSAN.

Prerequisites
StarWind Virtual HCI Appliance (VHCA) system requirements

Prior to configuring StarWind Virtual HCI Appliance (VHCA), please make sure that the
system meets the requirements, which are available via the following link:
https://www.starwindsoftware.com/system-requirements

Recommended RAID settings for HDD and SSD disks:
https://knowledgebase.starwindsoftware.com/guidance/recommended-raid-settings-for-h
dd-and-ssd-disks/

Please read StarWind Virtual SAN Best Practices document for additional information:
https://www.starwindsoftware.com/resource-library/starwind-virtual-san-best-practices
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Solution diagram

VM VM VM iSCSI Shared Volume 1 VM VM VM
VM VM VM iSCSI Shared Volume 2 VM VM VM
StarWind Virtual SAN StarWind Virtual SAN
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[ | 0000000 | |
L N |

Management Switch

Prerequisites:

1. 2 servers with local storage, which have direct network connections for
Synchronization and iSCSI/StarWind heartbeat traffic.

2. Servers should have local storage available for OS installation and StarWind VSAN
Controller Virtual Machine. CVM utilizes local storage to create replicated shared storage
connected to oVirt nodes via iSCSI.

3. DNS records of the Oracle Linux Nodes and OLVM Engine should be added to DNS
Server. It is required to use static IP addresses for the Oracle Linux nodes and the OLVM
Engine.

4. StarWind HA devices require at least 2 separate network links between the nodes. The
first one is used for iSCSI traffic, the second one is used for Synchronization traffic.

Note. The network interfaces on each node for Synchronization and iSCSI/StarWind
heartbeat interfaces should be in different subnets and connected directly according to
the network diagram above. Here, the 172.16.10.x subnet is used for the iSCSI/StarWind
heartbeat traffic, while the 172.16.20.x subnet is used for the Synchronization traffic.
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Deploying Oracle Linux Node

1. Download Oracle Linux 8 iso.
https://yum.oracle.com/ISOS/OracleLinux/OL8/u10/x86_64/OracleLinux-R8-U10-x86_64-d

vd.iso
2. Boot from the downloaded ISO.
|:'. DEMD-WODE-OM, , User: root, FPE 124 - Google Chrome = o b4

@ Notsecure Respsi T216.2.11 5 restguifoonsobe ind e hbmi#

m m m m AN L R

W irtuasl Media is W Cevicas Oraclelinue-RE- U9-85_54- dwdiso is mapped to CDVDVD drive. (Raad Cnky)
connactad Mappead:1
IMSTALLATION SUMMARY CQRACLE LINUX 8.9 INSTALLATION
[T Fadpd {F'1}
LOCALIZATION SOFTWARE SYSTEM
E Heyhoard o Irstallation Source Installation Destination
Fraiosh (L7 Lewal mschs b1 T nkey red
E Lanquage Support Software Selectbon Q HDUeP
Eruiish (Linksd S 1w R T Rl snabled
e Time & Date = Metwork & Host Mame
Arnan s New Yok Unwione ‘- ot ¢ o me!
a Security Policy
USER SETTINGS N profie metecied

@ R oot Password

Frak pareced | ot

Lser Craation

M e el b 2 vt

L Marwingg Processor bas Sheaitarssoas Multitheesding (58T enabsied
3. Choose “Installation Destination” and choose drive, which will be used for OS
installation. Choose “Custom” storage configuration.
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El DEMO-NODE-01, , User: root, FPS: 18.8 - Google Chrome = m} X
A Mot secure | hips/f172.16.2.115/restgui/vconsole/index.html#

W Virtual Madia is M Devices ovirt-node-ng-installer-latest-el8.is0 1s mapped toc CD/DVD dnive.(Read Only)
connected Mapped:1

INSTALLATION DESTINATION OVIRT NODE NEXT 4.5 INSTALLATION

Device Selection

Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu's “Begin Installation" button.

Local Standard Disks
146 TiB 223 GiB
Flash PM1725b 1.6TB SFF i.343756304d3000620025384100000004 DELL PERC H330 Mini 64cd98f054d53700246638061342ec97
nvmelnl I 1.3 MiB free sda ! 1.97 MiB free

Disks left unselected here will not be touched.
Specialized & Network Disks
=
Add a disk...

Disks left unselected here will not be touched.

Storage Configuration
() Automatic ) Custom

Full disk summary and boot loader.. 1 disk selected; 223 GiB capacity; 1.97 MiB free Refresh..
L1, Error checking storage configuration.

4. Click “Done” and partition your drive. At least 70 GiB should be left assigned for the
“/" partition. It will be used for StarWind VSAN Controller VM deployment.
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El DEMO-NODE-01, , User: root, FPS: 11.8 - Google Chrome = m} X

A Mot secure | hips/f172.16.2.115/restgui/vconsole/index.html#

W Virtual Madia is
connected

M Devices
Mapped:1
MANUAL PARTITIONING

Done

AVAILABLE SPACE TOTAL SPACE

82.23 GiB @ 223 GiB

1 storage device selected

ovirt-node-ng-installer-latest-el8.iso is mapped to CD/DVD drive.(Read Only)

onn-root
/home 1024 MiB Mount Point: Device(s):
onn-home
/ DELL PERC H330 Mini
Ivarfcrash 10 GiB 64cd98f054d53700246638061342ec9
onn-var_crash Desired Capacity: 7 (sda)
/var/log 8GiB Modif
onn-var_log WD
Ivar/log/audit 2GiB
onn-var_log-audit Device Type: Volume Group:
/var/tm oq — (0BF
unn—\rar.tmpp 10 GiB LVM Thin Provisio... + | Encrypt onn (0 B free) =
File System: Modify..
/tmp 1024 MiB
onn-tmp
Ivar 5 GiB
- onn-var Label: Name:
—  /boot/efi 600 MiB
sdal root
/boot 1024 MiB
sda2
swap 4GiB /pdate Settings
Onn-swap
Note: The settings you make on this screen will not
+ = ] be applied until you click on the main menu's Begin

Installation’ button,

Reset All

5. Install Oracle Linux on your host.

Preparing Environment For Starwind Vhca Free

Deployment

Preconfiguring Oracle Linux Hosts

1. Connect to the node via SSH or to a local console.

2. Download vHCI archive with StarWind CVM and configuration files to the Oracle Linux

node.

curl -k -0

https://tmplink.starwind.com/StarWind vHCI KVM scripts.zip

3. Unzip the archive.
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mkdir StarWind vHCI KVM scripts
unzip StarWind vHCI KVM scripts.zip -d
StarWind vHCI KVM scripts

3. Run node_predeploy.sh script.

cd ./StarWind vHCI KVM scripts/
chmod +x node predeploy.sh
./node_predeploy.sh

4, Type node number (Ol or 02). Press Enter

sw-demo -node- Dl 5Iarwlnd VHCT K M acrlpth
Input ‘node number (01 or 62)

o1
TYPE DEVICE

ad27fellaa ethernet

dbbdD 4bd ethernet

) ethernet

ethernet

64 - 465h - 8539 acaca“TJHDDD ethernet

Input the name of Management Connection {e.g enol, enslfo)
R S

eno3j

MAME ) TYFE DEVICE
ovirtmgmt c2b2e?? -e3aa-43ed 41532792231 bridge ovirtmgmt

enol Saafd20e 468a-9732-17ad27 el ethernet
eno2 At -4 i ; Q54 ethernet
enod 4c18-hb: : 76 ethernet
enod f 76630 y  ethernet
ens1fe JG 7] nd 4=4b bdnc cB36a7c26eb6é  ethernet
ens1fl : 3 7de-9864-405h -8539-7c7cast49000  ethernet

Input the name of Data Connection (e.g enol, enslf@)
B I
ensT1of

7. Type the name of the Replication interface. Press Enter.

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager 8
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d27fe
iabbde

L
+
L

Connection (e.g enol, enslf@)

8. If DHCP server is available on the network, IP of the StarWind CVM will be displayed in
the script out put.

Domain 'C marked as autostarte

Domain 'CV

9. Repeat steps 1-8 on every node.

Deploying Starwind Vsan Controller Vm

1. Login to node via SSH.
2. Check VM display using the following command.

virsh -c gemu:///system?authfile=/etc/ovirt-hosted-
engine/virsh _auth.conf domdisplay CVMO1

] em?authfile=/etc/ovirt-hosted-engine/virsh_auth.conf domdisplay cymGl
-port=5807
[root@sw-de 1

NOTE. Depending on the output you should connect to the VM display via Spice or VNC
console.

3. Create tunnel to the host using the following command using SSH client.

ssh -L 5906:127.0.0.1:5906 root@shostipaddress%

4. Connect to VM using Virt-Viewer and login using the following credentials.

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager 9
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* Username: user

* Password: rds123RDS

Note. Virt-Manager can be downloaded here:
https://virt-manager.org/download.html

Initial Configuration Wizard

1. Start the StarWind Virtual SAN Controller Virtual Machine.

2. Launch the VM console to view the VM boot process and obtain the IPv4 address of the
Management network interface.

NOTE: If the VM does not acquire an IPv4 address from a DHCP server, use the Text-
based User Interface (TUI) to set up the Management network manually.

Default credentials for TUI: user/rds123RDS
3. Using a web browser, open a new tab and enter the VM’s IPv4 address to access the

StarWind VSAN Web Interface. On the Your connection is not private screen, click
Advanced and then select Continue to...

A

Your connection is not private

Attackers might be trying to steal your information from 192.16812.206 (for example,

passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Hide advanced
This server could not prove that it is 192.168.12.206; its security certificate is not trusted
by your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.
Proceed to 192.168.12.206 (unsafe)
StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager 10
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4. On the Welcome to StarWind Appliance screen, click Start to launch the Initial
Configuration Wizard.

Welcome to StarWind Appliance

Follow the Initial configuration wizard and complete the required steps of the appliance setup

Start
by

5. On the License step, upload the StarWind Virtual SAN license file.

StarWind Appliance Initial configuration

License
License

Uploadfile | Starii
E——

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager
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6. On the EULA step, read and accept the End User License Agreement to continue.

StarWind Appliance Initial configuration

+ License
Review end-user license agreement

EULA
ccept the following lice reement to continue

STARWIND LICENSE AGREEMENT FOR COMMERCIAL PRODUCTS

THIS AGREEMENT ONLY
THEREOF

% | accept the terms o

7. On the Management network step, review or edit the network settings and click Next.

IMPORTANT: The use of Static IP mode is highly recommended.

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager 12
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StarWind Appliance Initial configuration

+ License
Configure management network

v EULA
Specify the unique IP address (static is recommended) and configure other network settings

Management network @ The Management network is used to communicate with services such as DNS and NTP and to access the appliance web Ul from external clients.
> mod
Static
NIC Model Bandwidth  MAC address 1P address Netmask @ Gateway

ens160 82574L Gigabit Ne. 1Gbit  00:50:56:9C:E. 192.168.12.206  255.255.254.0 192.168.12.1

Name servers (optional):
192.168.12.17
Time settings (optional):

NTP server

8. On the Static hostname, specify the hostname for the virtual machine and click Next.

StarWind Appliance Initial configuration

+ License
Verify hostname

v EULA
Check the current appliance hostname and modify it if required

¥ Management network @ UseLatin letters, numbers, and dash

Static hostname

9. On the Administrator account step, specify the credentials for the new StarWind

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager
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Virtual SAN administrator account and click Next.

StarWind Appliance Initial configuration

+ License
Create administrator account
v EULA

Specify new credentials for the appliance administrator account
+ Management network

v Static hostname

Administrator account

Additional information (optional)

Full name

10. Wait until the Initial Configuration Wizard configures StarWind Virtual SAN for you.

StarWind Appliance Initial configuration

+ License
Review summary
v EULA

License type
+ Management network

+ Static hostname License Paid 3 Nodes

+ Administrat t .
ministrator accoun Network settings

Summary
Interface ens160 (82574L Gigabit Network Connection|

Bandwidth 1Gbit
MTU 1500
1P address 192.168.12.206

Appliance hostname sw1

Credentials

Administrator username

Configure

by

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager
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11. Please standby until the Initial Configuration Wizard configures StarWind VSAN for
you.

StarWind Appliance Initial configuration

+ License
Configuring settings
v EULA
Please wait until all specified settings are applied
v Management network
v static hostname Progress: 0%
+ Administrator account

v Summary

Configuration

12. After the configuration process is completed, click Finish to install the StarWind
vCenter Plugin immediately, or uncheck the checkbox to skip this step and proceed to
the Login page.

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager 15
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StarWind Appliance Initial configuration

Initial configuration completed

sfully configured. Press “Finish” to close the wizard and navi

13. Repeat steps 1 through 12 on each Windows Server host.

Add Appliance

To create replicated, highly available storage, add partner appliances that use the same
StarWind Virtual SAN license key.

1. Navigate to the Appliances page and click Add to open the Add appliance wizard.

2. On the Credentials step, enter the IP address and credentials for the partner StarWind
Virtual SAN appliance, then click Next.

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager 16
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Add appliance

Credentials
Credentials

Specify the appliance IP address and its administrator credentials

The newly added appliance will be linked to already connected partners.
IP address

Administrator username

Cancel

. Provide credentials of partner appliance.

Add appliance
Credentials

Credentials

Specify the appliance IP address and its administrator credentials

The newly added appliance will be linked to already connected partners.

192.168.12.166

Cancel

4. Wait for the connection to be established and the settings to be validated

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager
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Connecting to appliance...

5. On the Summary step, review the properties of the partner appliance, then click Add
Appliance.

Add appliance

+ Credentials

Summary
Summary

Appliance name
Storage capacity
Storage pools

Volumes

Add appliance
™

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager
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Configure Ha Networking

1. Navigate to the Network page and open Configure HA networking wizard.

StarW:nd B & & admin-~

Ve Conﬁgure}n\networking
Interface & Adapter model & Link status & Bandwidth ¢  MACadd
| up Gbit  00:5
| ue

| up

| up

VMXNET3 Ethernet . Down 10 Gbit

VMXNET3 Ethernet ... Down 10 Gbit

< Minimize

2. On the Appliances step, select either 2 partner appliances to configure two-way
replication, or 3 appliances for three-way replication, then click Next.

NOTE: The number of appliances in the cluster is limited by your StarWind Virtual SAN
license.

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager 19
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Configure HA networking

Appliances

Select appliances for network configuration. You can con!
Appliance &
=

¥ =Hsw

3. On the Data Network step, select the network interfaces designated to carry iSCSI or
NVMe-oF storage traffic. Assign and configure at least one interface on each appliance
(in our example: 172.16.10.10 and 172.16.10.20) with a static IP address in a unique
network (subnet), specify the subnet mask and Cluster MTU size.

IMPORTANT: For a redundant, high-availability configuration, configure at least 2 network
interfaces on each appliance. Ensure that the Data Network interfaces are
interconnected between appliances through multiple direct links or via redundant
switches.

4. Assign MTU value on all selected network adapters, e.g. 1500 or 9000 bytes. If you are
using network switches with the selected Data Network adapters, ensure that they are
configured with the same MTU size value. In case of MTU settings mismatch, stability and
performance issues might occur on the whole setup.

NOTE: Setting MTU to 9000 bytes on some physical adapters (like Intel Ethernet Network
Adapter X710, Broadcom network adapters, etc.) might cause stability and performance
issues depending on the installed network driver. To avoid them, use 1500 bytes MTU
size or install the stable version of the driver.

5. Once configured, click Next to validate network settings.

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager 20
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Configure HA networking

+ Appliances © Show sample network diagram

Data network £ SW1 .

- Interface Model Bandwidth ~ MAC address IP address Netmask @ Link status
v ens224 VMXNET3 Ethernet.... 10Gbit  00:50:56:9C:21:E1  172.16.10.10 | up
[ ens2s6 VMXNET3 Ethernet.... 10Gbit  00:50:56:9C:C4:73  172.16.20.10
£ SW2 .
- Interface Model Bandwidth ~ MAC address 1P address Netmask @ Link status
v ens224 VMXNET3 Ethernet.... 10Gbit  00:50:56:9C:D8:13  172.16.10.20 | up

[J ens2s6 VMXNET3 Ethernet.... 10Gbit  00:50:56:9C:91:2C  172.16.20.20

Cluster MTU size:

9000

6. The warning might appear if a single data interface is configured. Click Yes, continue
to proceed with the configuration.

A Non-redundant configuration

Only 1 Data network is configured. Configure more Data

networks to eliminate a single point of failure

We recommended assigning at least two data network

interfaces to eliminate a single point of failure.

Acknowledge and continue?

No, cancel Yes, continue

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager
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7. On the Replication Network step, select the network interfaces designated to carry the
traffic for synchronous replication. Assign and configure at least one interface on each
appliance with a static IP address in a unique network (subnet), specify the subnet mask
and Cluster MTU size.

IMPORTANT: For a redundant, high-availability configuration, configure at least 2 network
interfaces on each appliance. Ensure that the Replication Network interfaces are
interconnected between appliances through multiple direct links or via redundant
switches.

8. Assign MTU value on all selected network adapters, e.g. 1500 or 9000 bytes. If you are
using network switches with the selected Replication Network adapters, ensure that they
are configured with the same MTU size value. In case of MTU settings mismatch, stability
and performance issues might occur on the whole setup.

NOTE: Setting MTU to 9000 bytes on some physical adapters (like Intel Ethernet Network
Adapter X710, Broadcom network adapters, etc.) might cause stability and performance
issues depending on the installed network driver. To avoid them, use 1500 bytes MTU
size or install the stable version of the driver.

9. Once configured, click Next to validate network settings.

Configure HA networking

v Appliances
+ Data network

Replication networl

odel Bandwidth  MAC address 1P address Netmask @ Link status

VMXNET3 Ethernet. . 10Gbit  00:50:56:9C:C4:73  172.16.20.10 24 Down

ce  Model Bandwidth  MAC address 1P address Netmask @ Link status

VMXNETS3 Ethernet. 10Gbit  00:50:56:9C:91:2C  172.16.20.20 24 Down

Cluster MTU size:

9000

10. If only one Replication Network interface is configured on each partner appliance, a
warning message will pop up. Click Yes, continue to acknowledge the warning and

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager 22
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proceed.

A Non-redundant configuration

Only 1 Replication network is configured. Configure more
Replication networks to eliminate a single point of

failure.

We recommended assigning at least two data network

interfaces to eliminate a single point of failure.

Acknowledge and continue?

Noycancel ‘ -
— 0

11. Wait for the configuration completion.

Testing network settings...

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager
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12. On the Summary step, review the specified network settings and click Configure to
apply the changes.

Configure HA networking

Add Physical Disks

Attach physical storage to StarWind Virtual SAN Controller VM:

e Ensure that all physical drives are connected through an HBA or RAID controller.
e To get the optimal storage performance, add HBA, RAID controllers, or NVMe SSD
drives to StarWind CVM via a passthrough device.

For detailed instructions, refer to Microsoft's documentation on DDA. Also, find the
storage provisioning guidelines in the KB article.

Create Storage Pool

1. Navigate to the Storage pools page and click the + button to open the Create storage
pool wizard .

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager 24
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StarW:nd

There are no storage po

[ Storage pools

2. On the Appliance step, select partner appliances on which to create new storage
pools, then click Next.

NOTE: Select 2 appliances for configuring storage pools if you are deploying a two-node
cluster with two-way replication, or select 3 appliances for configuring a three-node
cluster with a three-way mirror.

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager 25
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Create storage pool
Appliance
Appliance
more storage nodes to create
Nodename Status & Availabledisks ¢  Available capa... &

| online 3 15GB

| online 3 15GB

Cancel

3. On the Physical disks step, select physical disks to be pooled on each node, then click
Next.

IMPORTANT: Select an identical type and number of disks on each appliance to create

storage pools with a uniform configuration.

Create storage pool

« Appliance
Physical disks

Physical disks
Select physical disks to include in storage pools on each node @

£ SW1 &
= Diskname &  Mediat.. * e ize & & Contro... &
v A HDD SAS1068 PC...
¥ A sdc HDD SAS1068 PC...
v Asdd HDD SAS1068 PC...

Total raw capacity of selected disks: 15 GB
= SW2 4
- Diskname = Mediat... % i s s Contro... %
v A sdb HDD SAS1068 PC...

¥ A sdc HDD SAS1068 PC...

@ Selected number of disks is equal

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager
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4. On the Profile step, select one of the preconfigured storage profiles, or choose Manual
to configure the storage pool manually based on your redundancy, capacity, and
performance requirements, then click Next.

NOTE: Hardware RAID, Linux Software RAID, and ZFS storage pools are supported. To
simplify the configuration of storage pools, preconfigured storage profiles are provided.
These profiles recommend a pool type and layout based on the attached storage:

* High capacity - creates Linux Software RAID-5 to maximize storage capacity while
maintaining redundancy.

e High performance - creates Linux Software RAID-10 to maximize storage
performance while maintaining redundancy.

e Hardware RAID - configures a hardware RAID virtual disk as a storage pool. This
option is available only if a hardware RAID controller is passed through to the
StarWind Virtual SAN.

e Better redundancy - creates ZFS Striped RAID-Z2 (RAID 60) to maximize
redundancy while maintaining high storage capacity.

e Manual - allows users to configure any storage pool type and layout with the
attached storage.

5. On the Summary step, review the storage pool settings and click Create to configure
new storage pools on the selected appliances.
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Create storage pool

Summary

v Physical disks
Review specified settings and create storage pools.

v Profile

NOTE: The storage pool configuration may take some time, depending on the type of
pooled storage and the total storage capacity. Once the pools are created, a notification
will appear in the upper right corner of the Web Ul.

IMPORTANT: In some cases, additional tweaks are required to optimize the storage
performance of the disks added to the Controller Virtual Machine. Please follow the steps
in this KB to change the scheduler type depending on the disks type:
https://knowledgebase.starwindsoftware.com/guidance/starwind-vsan-for-vsphere-changi
ng-linux-i-o-scheduler-to-optimize-storage-performance/

Create Volume

1. Navigate to the Volumes page and click the + button to open the Create volume
wizard.
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StarW:nd

There are no volumes

2. On the Storage pool step, select partner appliances on which to create new volumes,
then click Next.

NOTE: Select 2 appliances for configuring volumes if you are deploying a two-node
cluster with two-way replication, or select 3 appliances for configuring a three-node
cluster with a three-way mirror.
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Create volume

Storage pool
Select storage pool

Select one or more (in HA configurations) storage pools to

create avolume @

= Name & Type & State & Resiliency... &

v il swimdo SoftwareRAID | Online RAID-S

v il sw2mdo SoftwareRAID | Online RAIDS

Cancel

. On the Settings step, specify the volume name and size, then click Next.

Create volume

v Storage pool
Specify settings

Settings
Specify the volume name and size

volume0

4. On the Filesystem type step, select Standard, then click Next.
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Create volume

+ Storage pool
Choose filesystem settings

v Settings
Choose the preferred filesystem settings for the new volume

Filesystem type

Standard

The XFS volume is created with standard settings. Recommended for general use and the highest
performance.

Backup repository

The XFS volume is created with additional reflink (data block sharing) and CRC check flags.

5. Review Summary and click the Create button to create the pool.

Create volume

v Storage pool
Review summary

v Settings
Review your settings before creating a volume

+ Filesystem type
£ sw1
Summary
Storage pool £ swimdo
Volume name volume0

Size 5GB

Filesystem settings Standard
= sw2

Storage pool S swamdo

Volume name volume0d
Size 5GB

Filesystem settings Standard

Create

[
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Create Ha Lun Using Webui

This section describes how to create LUN in Web Ul. This option is available for the
setups with Commercial, Trial, and NFR licenses applied.

For setups with a Free license applied, the PowerShell script should be used to create the
LUN - please follow the steps described in the section: Create StarWind HA LUNs using

PowerShell

1. Navigate to the LUNs page and click the + button to open the Create LUN wizard.

]

2. On the Protocols step, select the preferred storage protocol and click Next.
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Create LUN

Protocol
Protocol

Select the required Protocol

3. On the LUN availability step, select the High availability and click Next.
NOTE: The availability options for a LUN can be Standalone (without replication) or High
Availability (with 2-way or 3-way replication), and are determined by the StarWind Virtual

SAN license.

Below are the steps for creating a high-availability iSCSI LUN.
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Create LUN

+ Protocol
LUN availability

LUN availability
Select the required LUN availability

Appliances

Volumes
High availability (two-way replication)

Failover stratej
8 Create a synchronously replicated LUN hosted on two or three identical appliances;

The LUN stays accessible if one of the replication partners becomes unavailable.
LUN settings
Summary

) standalone

Create a non-replicated iSCSI LUN hosted on a single appliance
The LUN will not be accessible ifits host becomes unavailable.

4. On the Appliances step, select partner appliances that will host new LUNs and click
Next.

IMPORTANT: Selected partner appliances must have identical hardware configurations,

including CPU, RAM, storage, and networking.

Create LUN

+ Protocol
Appliances

¥ LUN availability
Select two or three replication partners that should host the HA LUN

Appliances

ol All appliances must have identical hardware configurations, including CPU, RAM, storage, and networking
olumes

Failover strategy
Appliance Status Software version Capacity
LUN settings

¥y Eswm | online 1.5.460.5391+76fc51b 15G8
Summary

| online 1.5.460.5391+76fc51b 15GB.
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5. On the Volumes step, select the volumes for storing data on the partner appliances
and click Next.

IMPORTANT: For optimal performance, the selected volumes must have identical
underlying storage configurations.

Create LUN

+ Protocol
Volumes
+ LUN availability
n each appliance to store the HA LUN data. S¢

v Appliances

Volumes
Volumes have identical configurations

Failoy

£ SW1 &
Volume & state & RADle.. &  Capacity & FreeSp.. & Type &
® ¢ volumeo Mounted RAID-5 5GB  4.92GB Standard
B Sw2 4

Volume & State & Capacity  FreeSp.. & Type &

® ¢ volumeo Mounted 5 5GB  4.92GB Standard

6. On the Failover strategy step, select the preferred failover strategy and click Next.

NOTE: The failover strategies for a LUN can be Heartbeat or Node Majority. In case of 2-
nodes setup and None Majority failover strategy, Node witness (requires an additional
third witness node), or File share witness (requires an external file share) should be
configured. These options are determined by StarWind Virtual SAN license and setup
configuration. Below are the steps for configuring the Heartbeat failover strategy in a
two-node cluster.

StarWind Virtual HCI Appliance: Configuration Guide for Oracle Linux Virtualization Manager 35
[KVM]



StarW:nd

by DataCore

Create LUN

¥ Protocol

+ LUN availability

v Appliances

+ Volumes
Failover strategy
LUN settings

Summary

One Stop Virtualization Shop

Failover strategy

Select the preferred failover strategy. The default is “Heartbeat”. However, you can choose another method if you do not

have a UPS unit at your disposal.

®  “Heartbeat” (Recommended)

Appliances constantly communicate via *Heartbeat” networks.
Tominimize the chances of “split-brain” during blackouts, configure UPS to prevent the simultaneous shutdown
of both appliances.

7. On the LUN settings step, specify the LUN name, size, block size, then click Next.

NOTE: For high-availability configurations, ensure that MPIO checkbox is selected.

Create LUN

¥ Protocol

v LUN availability

« Appliances

+ Volumes

v Failover strateg)

LUN settings

Summary

LUN settings

Specify the HA LUN settings

Block iz
512bytes

Review target IQNs

windsoftware:192.168.12.166

@ Allow multiple concurrent connections to iSCS! targets (MPIO)
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8. On the Summary step, review the LUN settings and click Create to configure new LUNs
on the selected volumes.

Create LUN

+ Protocol
Summary
+ LUN availability

Protocol

LUN availability

Deploying Self-Hosted Engine

1. Login to Oracle Linux Node, which will be used for self-hosted engine deployment, via
SSH. Enable repository for the engine and install it.

dnf config-manager --enable ol8 baseos latest
dnf install oracle-ovirt-release-45-el8
dnf install ovirt-engine

Note. Hosted engine will be deployed as a VM on a shared shared storage of the node
chosen for the deployment. Second node should be added separately to OLVM Engine.
2. Remove management network from virsh.

virsh -c gemu:///system?authfile=/etc/ovirt-hosted-
engine/virsh _auth.conf net-destroy bridged-mgmt
virsh -c gemu:///system?authfile=/etc/ovirt-hosted-
engine/virsh auth.conf net-undefine bridged-mgmt
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3. Login to Oracle Linux node via web. Go to Networking page and choose management
bridge. Click Delete.

:mgmt Bridge E4:434B2113:F4

7216212124, fe80:0:0:0re643:4bff fe2113f4/64

sal Connect automatically

Note. Management Network in virsh and Management Bridge must be removed before
hosted engine deployment. Repeat steps 2-3 on all nodes.
4. Run the following command to install OLVM Engine.

dnf -y install ovirt-engine-appliance --nogpgcheck
hosted-engine --deploy --4

5. Follow the installation wizard and deploy Self-Hosted engine on iSCSI storage, which
was created.

Note. DNS records of the Oracle Linux Nodes and OLVM Engine should be added before
engine deployment. It is required to use static IP addresses for the Oracle Linux node
and OLVM Engine.

It is recommended to choose default settings during the deployment. IP address and
iSCSI drive should be chosen.

6. Login to oVirt Engine after successful installation deployment using the following
credentials:

user: admin@ovirt

Password: Configured during OLVM engine deployment.

€ 3 C A Notsacum | Mipeltim-cvt-ongna smiocaioun.engioe-authrasim - st i = 7. 5220.4c20, 50 A1560SE il S : g6 O ¢

OVIRT-INTERNAL

7. After deployment connect to all paths of iSCSI LUN on every node.

iscsiadm -m discovery -t st -p 172.16.10.10
iscsiadm -m node -1 -T iqn.2008-08.com.starwindsoftware:cvm0Ol-
lun@l
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iscsiadm -m discovery -t st -p 172.16.10.20
iscsiadm -m node -1 -T iqn.2008-08.com.starwindsoftware:cvm02-
lun@l

Adding Hosts To Olvm Engine

1. Login to OLVM Engine and go to Compute -> Hosts.
2. Type Name, Hostname or IP, Password of the host, which will be added. Click OK.

New Host X

General > Host Cluster sw-cl -

Data Center: sw-dc
Power Ma nagem ent

1]
SPM Name sw-demo-node-01.sw.local
Console and GPU comment

Hostname/IP @ sw-demo-node-01.sw.loca
Kernel

SSH Port 22

Hosted Engine
Activate host after install

Affinity Reboot host after install @

Authentication
User Name root

(@ Password

(7) SSH Public Key

) Advanced Parameters

m Cancel

3. Repeat steps 1-2 for all hosts, which were not added to oVirt engine.

Defining Management Network For Starwind Cvm

1. Login to the node via SSH
2. Attach Network interface to StarWind VM.

virsh -c gemu:///system?authfile=/etc/ovirt-hosted-
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engine/virsh _auth.conf attach-interface --domain cvmOl --type
bridge --source vdsm-ovirtmgmt --target ovirtmgmt --model
virtio --config —live

3. Repeat steps 1-2 on all nodes.

Provisioning Starwind Ha Storage To Hosts

1. Login to Engine and open Storage -> Domain. Click New Domain.

||||| B Coammant Do Type Erons Dars Canter Rianip

& AT Dt [i38] W hryas

i

2. Choose Storage Type - iSCSI, Host and Name of Storage Domain. Discover targets via
iSCSI links, which were previously configured. Click Login All.
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Hew Domain :
14 il Crlvah [ timc
Dipin
]
= rage Typs 41] 5 —
a1
ol ] P & P e 1 2 kT

Earpri Mame dediem Par|
=, 0 SISO omy staneind softeres | 15106 1 2% mme-dpn LAt AT | R "
2 LU Tirn Spmid Werdcr W Preduci B0 Serml
E =, g STE-(8L romudhmnasind moftwsres 1 1718 1. 35 rme-len (AR Rk | b ¥
=
] L Tasw Fpmid  Werdco I Preduci W0 Sevl
F 197 T8 Dl rom dhanaind eoftemrs L 17016 1 35 sngins-iun 17181020 12t ¥
5 197 T8 Ol romu thanaind eoftware | 71,16 1 28 sras-iun 1Taana 128D +

LU Mg = Tarpets

3. Add LUN from each iSCSI target. Click OK.

= w = o =
() oVirt Open Virualization Manas. X ar
C A Notsecure | hitps//sw-ovirt-engine sw.local/ovirt-engine/webadmin/Tlocale=en_US#storage e & & 0@
sw-dic [V5) Name 5001

Domain Functior Data . Description

i
Storage Type iscsi v Comment

i @ sw-demo-node-01.sw.local
- (3 Discover Targ

A

»

Target Name Address Port
51qn.2008-08.com.starwindsoftware:172.16.2.47-sd01 172.16.10.10 3260 Y
"
z LUN 1D sire Zpath VendoriD  ProductID  Serial ada
T 22ebe1f66db375fb0 S00GIB 2 STARWINI STARWINI SSTARWINDSTARWIND 2EBE1Fs | Add
"
& & 1n.2008-08.com.starwindsoftware:172.16.2.48-5d01 172.16.10.20 3260 ry
)
] LUNID S | Spath | VendoriD | Product 1D | Serial Add
22ebel1fesdb3Tsfb0 S00GIB 2 STARWINI STARWINI SSTARWINDSTARWIND_2EBETF& Add
“
-}
@
o
%
1
A
"
E
S
a3
¥ Ad
o |

4. Storage Domain will be added to the list of Domain and can be used as a storage for
VMs.
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5. Login to each host and verify that multipathing policy has been applied using the
following command.

multipath -11

~1# multipath -11
66db375Tbe dm-13 STARWIND, STARWIND
3 Teatures='1 queue if no_path' hwhandler="1 alua' wp=rw
‘round-robin @° pri ive
b

2

ready running

Conclusion

Following this quide, a StarWind Virtual HCI Appliance Free (VHCA Free) powered by
Oracle Linux Virtualization Manager was deployed and configured with StarWind Virtual
SAN (VSAN) running in a CVM on each host. As a result, a virtual shared storage “pool”
accessible by all cluster nodes was created for storing highly available virtual machines.
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