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Trademarks

“StarWind”, “StarWind Software” and the StarWind and the StarWind Software logos are

registered trademarks of StarWind Software. “StarWind LSFS” is a trademark of StarWind
Software which may be registered in some jurisdictions. All other trademarks are owned

by their respective owners.

Changes

The material in this document is for information only and is subject to change without
notice. While reasonable efforts have been made in the preparation of this document to
assure its accuracy, StarWind Software assumes no liability resulting from errors or
omissions in this document, or from the use of the information contained herein.
StarWind Software reserves the right to make changes in the product design without
reservation and without notification to its users.

Technical Support and Services

If you have questions about installing or using this software, check this and other
documents first - you will find answers to most of your questions on the Technical Papers
webpage or in StarWind Forum. If you need further assistance, please contact us .

About StarWind

StarWind is a pioneer in virtualization and a company that participated in the
development of this technology from its earliest days. Now the company is among the
leading vendors of software and hardware hyper-converged solutions. The company’s
core product is the years-proven StarWind Virtual SAN, which allows SMB and ROBO to
benefit from cost-efficient hyperconverged IT infrastructure. Having earned a reputation
of reliability, StarWind created a hardware product line and is actively tapping into
hyperconverged and storage appliances market. In 2016, Gartner named StarWind “Cool
Vendor for Compute Platforms” following the success and popularity of StarWind
HyperConverged Appliance. StarWind partners with world-known companies: Microsoft,
VMware, Veeam, Intel, Dell, Mellanox, Citrix, Western Digital, etc.

Copyright ©2009-2018 StarWind Software Inc.

No part of this publication may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, electronic, mechanical, photocopying,
recording or otherwise, without the prior written consent of StarWind Software.
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Introduction
This guide covers the deployment of StarWind vHCI. In this guide, oVirt nodes and oVirt
Engine with StarWind VSAN as shared storage will be deployed. StarWind VSAN will be

deployed as Controller Virtual Machine and will use local storage to create replicated

storage pool. The storage pool will be used as a shared iSCSI storage for oVirt Storage
Domain.

Starwind San & Nas Virtual Machine Requirements

Prior to installing StarWind SAN & NAS virtual storage appliance, please make sure that
the system meets the requirements, which are available at the following link:
https://www.starwindsoftware.com/system-requirements

Pre-Configuring The Servers

The diagrams below illustrate the common network and storage configurations of the
solution for specific deployment configurations.

Please select your deployment scenario:
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e Converged storage appliance for ESXi and Hyper-V compute servers:
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e Converged storage appliance for vSphere and Hyper-V clusters:
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1. Install the hypervisor of your choice, VMware vSphere Hypervisor ESXi or Hyper-V
Server, on a single converged storage server, and the compute servers that are intended
to connect and utilize the shared storage provisioned by the appliance.

2. StarWind SAN & NAS virtual machine is deployed on a single Hyper-V Server
or VMware ESXi server with commodity direct-attached storage.

3. The network interfaces on each node for Management, Data/iSCSI, and Replication
interfaces should be connected to different subnets and connected directly according to
the network diagram above. Here, the 172.16.10.x subnet is used for the Data (iSCSI)
storage traffic, and 172.16.20.x subnet is used for the Replication storage traffic.

NOTE: The vCenter server is recommended for the deployment of multiple ESXi servers.

NOTE: The Failover Cluster feature is recommended for the deployment of multiple
Hyper-V servers.

Highly Available Shared Storage Servers

e Dedicated 2 storage servers expose highly available shared storage for vSphere
and Hyper-V clusters:

StarWind SAN & NAS: Technical Paper 4
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vmware il Microsoft vmware il Microsoft vmware ml Microsoft
vSphere i HyperV vSphere i HyperV vSphere W HyperV

Compute | Compute Compute

Ethernet Switch EthernetSwitch | ..o —

StarWind SAN & NAS StarWind SAN & NAS StarWind SAN & NAS

4 Synchronization

Q Heartbeat

—

Storage Storage Storage
BE “Mirror” by StarWind Virtual SAN B “Mirror” by StarWind Virtual SAN

1. Install the hypervisor of your choice, VMware vSphere Hypervisor ESXi or Hyper-V
Server, on two dedicated storage servers, and on the compute servers that are intended
to connect and utilize the shared storage provisioned by the appliance.

2. StarWind SAN & NAS CVM is deployed on each Hyper-V Server or VMware ESXi server
with commodity direct-attached storage.

3. The network interfaces on each node for Management, Data/iSCSI, and Replication
interfaces should be connected to different subnets and connected directly according to
the network diagram above. Here, the 172.16.10.x subnet is used for the Data (iSCSI)
storage traffic, and 172.16.20.x subnet is used for the Replication storage traffic.

NOTE: The vCenter server is recommended for the deployment of multiple ESXi servers.

NOTE: The Failover Cluster feature is recommended for the deployment of multiple
Hyper-V servers.
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Setting Up Starwind San & Nas

This part describes how to prepare the environment to deploy and install StarWind SAN
& NAS using your hypervisor of choice, either VMware ESXi and VMware vSphere web
clients or Microsoft Hyper-V Server.

Please select the required option:

Configuring Single-Server Storage Appliance With
Vmware Esxi

Configuring Networks On Vmware Esxi Server(S)

Configure network interfaces on each node to ensure that Management and
iSCSI/StarWind data interfaces are in different subnets and connected physically
according to the network diagram above. All actions below should be applied to each
ESXi server for running StarWind SAN & NAS.

NOTE: Virtual Machine Port Group should be created for iSCSI/StarWind Data vSwitch.
VMKernel port should be created only for iSCSI traffic. Static IP addresses should be
assigned to VMKernel ports.

NOTE: It is recommended to set jumbo frames to 9000 on vSwitches and VMKernel ports
for iSCSI traffic. Additionally, vMotion can be enabled on VMKernel ports.

1. Using VMware ESXi web console, create an additional vSwitch for the iSCSI/StarWind
Data channel.

StarWind SAN & NAS: Technical Paper 6
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= Add standard virtual switch - vSwitch1

vSwitch Name | vSwitch1

Uplink 1

vmnic1 - Up, 10000 mbps

» Link discovery Click to expand

¥ Security Click to expand

| Cancel
a4

2. Create a VMKernel port for the iSCSI/StarWind Data channel.

StarWind SAN & NAS: Technical Paper 7
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%8 Add VMKernel NIC

bod oius New port group

New port group I5CSI_VMKernel

Virtual switch vSwitch1

VLAN ID EI

IP version 1Pv4 only

~ |Pv4 settings

Configuration ) DHCP ® Static

Address 172.16.10.251
Subnet mask 2552552550

B SEER Default TCPAP stack

Services
vMotion [ Provisioning [ Fault tolerance logging

O Management O Replication O nFe replication

Create H Cancel

3. Add a Virtual Machine Port Group to the vSwitch for iSCSI/StarWind Data traffic.

StarWind SAN & NAS: Technical Paper 8
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%3 Add port group - iSCSI_Data

Name |iscsi_Data

VLAN ID D

Virtual switch

[ vwitch1

¥ Security Click to expand

Add || Cancel

4. Repeat steps 1-3 for any other links intended for iSCSI/StarWind Data on ESXi hosts.

Deploying Starwind San & Nas On The Esxi Server

1. Download zip archive that contains StarWind SAN & NAS:
https://www.starwindsoftware.com/san-and-nas#download

2. Extract the virtual machine files.

3. Deploy the virtual machine on the ESXi server. Right-click on the Host or Virtual
Machine menu and select “Create/Register VM” from a drop-down menu.

StarWind SAN & NAS: Technical Paper 9
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vmware ESXi-

root@192.162.12.203 ~ | Help ~ | R

[ “T5 Navigator Q localhost.starwind.local

$3 Generate support bundle Mrer

[IF] Get SSH for Chrome

r @ cPU
Wl Memory
» B SGX

v [y Virtual flash
~ €9 Networking

Hostname

IP addresses

T nter Server | I Create/Register VM | Shut down [B3 Reboot | (& Refresh | #} Actions
IR & Creale/Regisler VM localhost.starwind.local cPU FREE: 20.7 GHz
1%
00 B 15ma0807) ( %
(51 Virtual Maj Shut down Create or register a VM on this host Ly 15 any vCenter S USED: 131 MRz CAPACITY: 20.8 GHz
H storage | [E Reboot Uptime: .18 days MEMORY FREE. 14.69;5
+ ) Networkin @ s USED: 13 G5 CARACITY: 18 GB
ervices
== Defau STORAGE FREE: 202,34 GE
0%
More | . Enter maintenance mode USED: 1.41G8 CAPACITY: 308.75 GB
[ Lockdown mode
&, Permissions

Viware, Inc.

ViMware Virtual Platiorm

8 CPUs x Intel(R) Xeon(R) CPU E5-2650 v2 @ 2.60GHz
16 GB

0OB/OB

0 B used, 0 B capacity

localhost starwind local

1. vmki: 192.168.12.203
2. vmki): feB0:-250:561 fefc:bf24

Recent tasks

bl

Task

£

Target

Upload disk - Star Wind WE... | (5] SW1
Create VM vm
Upload disk - Star Wind VS... | (5] SW1

Refresh Natwork System localhost starwind |

Update Network Canfig

Refresh Network System

localhost starwind. ...

localhost starwind. ...

Initiater  ~  Queued ~  Started ~ | Result a Complete... ~

root 03/02/202113... | 0303202113 ([ | (@ | Rumning..0%
02/02i2021 12... | 02022021 12... | @) Completed successfully | 031072021 12...
root 03/03/2021 13.. 03/02/2021 13... 0 Completed zuccezsfully 03/02/2021 13...
root 03/03/2021 13. 0310372021 12. o Completed successfully 0310372021 12
roct 03/03i2021 13... | 03022021 12... | () Completed successfully | 0302021 12...
root 02/02/202113... | 02022021 12... | Q) Completed successfully | 0302021 12...

4. In the first step of the wizard, select the “Deploy a virtual machine from OVF or OVA
file” and click Next.

StarWind SAN & NAS: Technical Paper
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41 New virtual machine
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bd 1 Select creation type

2 Select OVF and VMDK files
3 Select storage

4 License agreements

5 Deployment options

6 Additional settings

7 Ready to complete

Select creation type

How would you like to create a Virtual Machine?

Create a new virtual machine
Deploy a virtual machine from an OVF or OVA file

Register an existing virfual machine

This option guides you through the process of creating a
virtual machine from an OVF and VMDK files.

= Fn

5. In the second step of the wizard, specify the virtual machine name and point to the
OVF template location. Select the VM files and click Next.

StarWind SAN & NAS: Technical Paper
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1 New virtual machine - SW1

+ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the VM you would like to depioy

3 Select storage

4 License agreements
5 Deployment options
& Additional settings
T Ready to complete

Enter a name for the virtual machine.

[ 5wt
Virtual machine names can contain up to B0 characters and they must be unique within each ESXi instance.

x (@ StarWindSANandNAS.ovi
X StarWindSANandNAS-0.vmdk
X __ StarWindSANandNAS-1.nvram

6. Specify the direct-attached storage for the StarWind SAN & NAS VM system drive
location.

StarWind SAN & NAS: Technical Paper 12
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4 New virtual machine - SW1

+ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Select the storage type and datastore

L4 3 Select storage
4 License agreements = .
Standard Persistent Memory

5 Deployment options
6 Additional settings Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

7 Ready to complete

~ | Capacity ~  Free ~ | Type ~  Thinpro.. ~  Access ~
399.75 GB 398.34 GB VMFS6 Supported Single

1 items.

Back ‘ Finish

7. Select network and storage deployment options for the VM.

StarWind SAN & NAS: Technical Paper 13
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4 New virtual machine - SW1

+ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files Select deployment options

+ 3 Select storage

Rd 4 Deployment options
Network mappings

5 Additional settings VM Network | VM Network

6 Ready to complete DATA Network | iSCSI_Data

Disk provisioning ® Thin O Thick

Power on automatically

Back ‘ Finish

8. Specify the hostname, static IPv4 address, gateway, DNS, and additional network
settings for Management and iSCSI/Data network interfaces:

StarWind SAN & NAS: Technical Paper 14
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1 New virtual machine - SW1

+ 1 Select creation type Additional settings
+ 2 Select OVF and VMDK files Additionsl properties for the UM

+ 3 Select storage

+ 4 Deployment options

5 — ~ Management inferface network settings

6 Ready to complete Hostname

Choose DHCF or Static for Management

DHCP
interface

IPv4 address for Management interface |

IPv4 netmask for Management interface |

IPv4 gatewsy for Management interface |

DNS Server for Management intarface |

+ Data Inferface network seftings

Choose DHCP or Static for Data interfac
[

DHCP

IPv4 address for Data interface

IPv4 netmask for Data interface

MTU for Data interface

Finish

NOTE: In order to manage the SAN & NAS appliance via StarWind vCenter plugin, the
static IPv4 address must be assigned. As an example, all additional properties of the
storage appliance specified:
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1 New virtual machine - SW1

+ 1 Select creation type Additional settings
+ 2 Select OVF and VMDK files Additionsl properties for the UM

+ 3 Select storage

+ 4 Deployment options

5 — ~ Management inferface network settings

+ & Ready to complete Hostname | W1

Choose DHCF or Static for Management
interface

Static

IPv4 address for Management interface | 192.168.12.61

IPv4 netmask for Management interface |23

IPv4 gateway for Management interface | 102.168.12.1

DNS Server for Management interface | 192.168.1.17,192.168.817

+ Data Inferface network seftings

Sl’mse DHCP or Static for Data interfac Static

IPv4 address for Data interface | 17216 40.100

IPvA netmask for Data interface | 74

MTU for Data interface 000

NOTE: If a DHCP server is available on the given network, you can skip setting the
additional parameters for that interface.

9. Review the information about the VM.

StarWind SAN & NAS: Technical Paper 16
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31 New virtual machine - SW1

+ 1 Select creation type Ready to complete
+ 2 Select OVF and VMDK files

+ 3 Select storage
+ 4 Deployment options
+ 5 Additional settings
O,
Files StarWindNASandSAN-0.vmdk
StarWindNASandSAN-1.nvram

Review your setfings selection before finishing the wizard

Product StarWind NAS & SAN

Datastore Datastore
Provisioning type Thin
Network mappings Management Network- VM Network DATA Network: iSCS]_Data
Guest 05 Name Ubuntu Linux (64-bit)
~ Properties
Hostname Wi

Choose DHCP or Static for Management  Static
interface

IPv4 address for Management interface  192.168.12.61

IPv4 netmask for Management interface 23

IPv4 gateway for Management interface  192.168.1.1

DNS Server for Management interface ~ 192.168.1.17,192.168.8.17

Choose DHCP or Static for Data interfac  Static

10. Click “Finish” to start the deployment process.

Configuring Converged Storage Server With Vmware
Vsphere

Creating Datacenter In Vmware Vsphere

1. Connect to the vSphere Client, right-click on the “vCenter Site” menu, and select the
“Create Datacenter” option.

StarWind SAN & NAS: Technical Paper 17
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[ vSphere - 192.168.12242 - Sumi X | 4

< C

vm vSphere Client

(5] https://192.168.12.242 /ui/app/folder,nav=h/urn:vmomi:Foldergroup-d1:dd2967e6-1d51-41bf-92a0-c7a0362473bf/summary 8

=D @ 2

g e (3 192.168.12.242 | actions v
(o268 12.22 Summary  Monitor  Configure  Permissions  Datacenters  Hosts & Clusters ~ VMs  Datastores  Networks
| 5 Actions - 192.168.12.242
| Version: 7.0.0 CPU Fres: 0 Hz
Bz EfesiteD. . Buld 19952599 Usedt 0z Capacity: 0 Hz
@ Last Updated Mar 4, 2021, 4:57 AM
Mem Fre= 08B
[ New Folder Last File-Based Backup: Not scheduled Memory =
Used: 08 Gapacity: 08
Export System Logs
' Storage Free: 08
N L Clusters: o
Assign License.
® ‘9 Hosts: o Used. 0B Capacity: 08
Tags & Custom Attributes » Virtual Machines: O
Add Permission..
Alarms >
Custom Attributes ~ Health Status ~
Attribute Value Overall Health ) secs
Recent Tasks Alarms ¥
Task Name v Target v | staws ~  Detils v Intiator ~  Queued For ~ | swnTime | ~ | Completion Time Server -
03/04/2021, £:26:59 03/04/2021, 6:27:.00
Remove datacentar Datacenter v Completed VSPHERE.LOCAL\A 10 ms 19216812242
AM AM
03/04/2021, 6:25:07 03/04/2021, 6:25:07
Create cluster Datacenter v Completed VSPHERE.LOCAL'A... gms 9216812.242
am am
Al ~ Mare Tasks
2. Specify the Datacenter Name and click “OK".
- a X

[ vSphere - 19216812242 - Sum: X | 4

< C

New Datacenter

Datacenter|

Location:

[ 19216812242

(5] https://192.168.12.242/ui/app/foldernav=h/urn:vmomi:Foldergroup-d1:dd2967e6-1d51-41bf-92a0-c7a0362473bf/summary 6

3. Right-click on the Datacenter icon and select the “New Cluster...” action.

=D @ 2

StarWind SAN & NAS: Technical Paper
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(5 vSphere - Datacenter - Summary X | 4 = B &
&~ @] (5] https://192.168.12.242/ui/app/datacenter;nav=h/urn:vmomi:Datacenter:datacenter-10:dd2967e6-1d51-41bf-92a0-c7a036247. 8 = D z
vm vSphere Client
7 ] 2 n Datacenter ACTIONS v
© ezies 2 Summary  Monitor  Configure  Permissions  Hosts&Clusters  VMs  Datastores  Networks  Updates
! [ Datacer [F Actions - Datacenter Hosts: o cRU Free: Oz
| - Virtual Machines: O
] Add Host... —— S Used: 0 Hz Capacty: 0 Hz
% New Cluster. Networks: o i =l
| Datastores o Used: 08 Capactr-08
| New Folder > Storage Frae-08
Distributed Switch > =5 Capacity- 08
1 New Virtual Machine...
13 Deploy OVF Template... jrtes -~ Tags ~
Storage . Value Assigned Tag Category Description
Edit Default VM Compatibility...
#2 Migrate VMs to Another Network.
Move To..
Recent Tasks Rename. ¥
Task Name: v Details v Inftiator v Queued For v | sanTime | v CompletionTime v  Server -
Tags & Custom Attributes »
03/04/2021, £:27.59 03/04/2021, 6:27.59
Create datacentq - ed VSPHERE.LOCAL\A . 7ms 19216812 242
Add Permission. M A
Alarms » 03/04/2021, 6:26:59 /
Remove datacen| ed VSPHERE.LOCAL'A... 1oms a a 19216812.242
Al - * Delete Mare Tasks
- a X

[ vSphere - Datacenter - Summary X | 4=

&« @] () https://192.168.12.242/ui/app/datacenter;nav=h/urn:vmomi:Datacenter:datacenter-10:dd2967e6-1d51-41bf-92a0-c7a036247... ¥ ©= @ 2

New Cluster  patacenter

Name Cluster
Location Datacenter
vSphere DRS (@ ]

@ vsphere HA C’
VSAN (@ ]

These services will have default settings - these can be changed later in the
Cluster Quickstart workflow.

(] Manage all hosts in the cluster with a single image @

- |

5. Right-click on “Cluster” and select the “Add Hosts” action.

StarWind SAN & NAS: Technical Paper 19
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[ vSphere - Cluster - Quickstart X | 4= - o X
&~ @] (5] https://192.168.12.242/ui/app/cluster;nav=h/urn:vmomi:ClusterComputeResource:domain-c15:dd2967e6-1d51-41bf-92a0-c7... 1§ = D z
vm vSphere Client Meny
[ET Actions - Cluster
2 1 Add HOS(@ ACTIONS v
i
v [ 192168.12.242 Configure Permissions Hosts VMs Datastores Networks Updates
[f Datacenter L] q
[E] Cluster (@)
| o] We have collected some common configuration tasks to make it easier to get your cluster up and running. If you prefer to
configure your cluster manually, you can choose not to use this automated workflow.
8 v
Storage 1. Cluster basics [©) 2. Add hosts
Host Profiles 5 N
No selected services. Add new and existing hosts to your cluster
s Assign License...
Settings
Move To
Rename
v
Recent Tasks  Alarm| 155 & Custom Attributes . -
Task Name ~ | Tal ~  Details ~  Initiator v Queued For ~ | StartTime | ~ | Completion Time ~  Server -
Add Permission..
03/04/2021, £:29:02 03/04/2021, 6:29:02
Create cluster IE VSPHERELOCAL\A..  6ms 19216812.242
Alarms 4 AM AM
03/04/2021, 6:27:59 03/04/2021, 6:27:59
Create datacenter f X Delete VSPHERELOCAL\A..  7ms . - 19216812.242
2l - VSAN . More Tasks

6. In the “Add Hosts” wizard, specify the IPv4 or FQDN, login, and password of each ESXi
server intended to be added to the cluster and managed using VMware vSphere.

NOTE: For the converged deployment with StarWind SAN & NAS CVM running on VMware
ESXi servers, it is recommended to add the VMware ESXi servers that host the CVMs.

NOTE: For the converged deployment with StarWind SAN & NAS installed bare metal,
make install of StarWind vCenter plugin to manage the SAN & NAS nodes from the
vSphere web interface.

StarWind SAN & NAS: Technical Paper 20
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[ vSphere - Cluster - Quickstart X | 4

&~ C 5 https://192.168.12.242/ui/app/cluster;nav=h/urn:vmomi:ClusterComputeResource:domain-c15:dd2967e6-1d51-41bf-92a.. £ 1§ = D

Add hosts Add new and existing hosts to your cluster

1 Add hosts New hosts (3) Existing hosts (O from 0)
Use the same credentials for all hosts

192.168.12.205

192168.12.154

CANCEL

7. Manually verify the ESXi servers’ certificates and accept the thumbprints. Click “OK”
to proceed.

[ vSphere - Cluster - Quickstart X | 4= = [m] X
&~ (@] (5] https://192.168.12.242/ui/app/cluster;nav=h/urn:vmomi:ClusterComputeResource:domain-c15:dd2967e6-1d51-41bf-92a0-c7... 1§ = D 3

Security Alert

The certificates on 3 hosts could not be verified. The SHA1 thumbprints of the certificates are listed below. To continue

connecting, manually verify these certificates and accept the thumbprints below.

Hostname / IP Address SHAT Thumbprint
192.168.12.205 7AC:30:9E:58:1D:1D:D1:C4:C8:FC.FF.F9:5D:1D:ED:D2:B1:.9E: A4
19216812154 F27EAACT 74:8B:F9:82:CEIATED:89: A9:AFE2:C4'5FF3:DIEB

19216812172 33:A2:A1:AD:39:58:B0:50:FD:4F:41:F6:CB:6C:58:71:26: A6:F3:29

8. Review settings and finish adding servers to the cluster.

StarWind SAN & NAS: Technical Paper 21
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Configuring Networks On Vsphere Servers

Configure network interfaces on each node to ensure that Management and Data/iSCSI
interfaces are in different subnets and connected physically according to the network
diagram above. All actions below should be applied to each ESXi server for running
StarWind SAN & NAS.

NOTE: Virtual Machine Port Group should be created for the Data/iSCSI and Replication
vSwitches. VMKernel port should be created only for Data/iSCSI traffic. Static IP
addresses should be assigned to VMKernel ports.

NOTE: It is recommended to set jumbo frames to 9000 on vSwitches and VMKernel ports
for Data/iSCSI and Replication traffic. Additionally, vMotion can be enabled on VMKernel
ports.

1. Using the VMware vSphere Client console, start the “Add Networking” wizard. Add a
new VMKernel network adapter for the Data/iSCSI channel.

[ vSphere - Datacenter - Summary X | [ vSphere - 192.168.12.154 - Virtu X 229 until your session times ou % | +

| & @] (3 https://192.168.12.242/ui/app/hostnav=h/urn:vmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/configu... v 1= ©O 2

19216812154 - Add Networking
0/ Select connection type

2 Select target device Select a connection type to create

3 Create a Standard Switch

4 Port properties
pres © VMkernel Network Adapter
5 IPv4 settings

6 Ready to complete The VMkernel TCP/IP stack handles traffic for ESXi services such as vSphere vMotion,

iSCSI, NFS, FCoE, Fault Tolerance, vSAN and host management.
(7) Virtual Machine Port Group for a Standard Switch

A port group handles the virtual machine traffic on standard switch.
() Physical Network Adapter

A physical network adapter handles the network traffic to other hosts on the network.

CANCEL NEXT

#

2. Create a new standard switch for the Data/iSCSI channel. Set MTU accordingly.

StarWind SAN & NAS: Technical Paper 22
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[ vSphere - Datacenter - Summary X | [5] vSphere - 192.168.12.154 - Virtu: X 2:22 until your session times out X | + o] &
| & C & httpsy//192.168.12.242/ui/app/host;nav=h/urn:vmomi:HostSystem:host-26:dd2967e6-1d51-41bf-02a0-c7a0362479bf/configu.. 1§ & O 2

19216812154 - Add Networking

+ 1 Select connection type Select target device

2 Select target device Select a target device for the new connection.

3 Create a Standard Switch

4 Port properties -
@) Select an existing network
5 IPv4 settings

6 Ready to complete

() Select an existing standard switch

© New standard switch

MTU (Bytes)

CANCEL

3. Assign the second network adapter to the virtual switch. Click Next.

[ vSphere - Datacenter - Summary X | [5] vSphere - 192.168.12.154 - Virtu: X 2:06 until your session times out X | + o =
- @] () https://192.168.12.242/ui/app/host;nav=h/urn:vmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/configu... Y5 ¢= @O 2

19216812154 - Add Networking

+ 1 Select connection type Create a Standard Switch

v 2 Select target device Assign free physical network adapters to the new switch.

3 Create a Standard Switch

4 Port properties

Assigned adapters
5 IPv4 settings |

6 Ready to complete Active adapters
Standby adapters

Unused adapters

Select a physical network adapter from the
list to view its details.

CANCEL

https://192.168.12.242/ui/
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[ vSphere - Datacenter - Summary X | [5] vSphere - 192.168.12.154 - Virtu. X 1:56 until your session times out X | + - a o
&~ @] (5] https://192.168.12.242/ui/app/host;nav=h/urnvmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/configu... 1§ = D z

19216812154 - Add Networking

+ 1 Select connection type Create a Standard Switch
+ 2 Select target device Assign free physical network adapters to the new switch.
3 Create a Standard Switch
4 Port properties
5 IPv4 settings
+ ‘ x b Adapter VMware Inc. vimxne
6 Ready to complete Active adapters Controller
Standby ad Location PC1 0000:13:00.0
randby adaprers Driver nvmxnet3

Assigned adapters Al Properties CDP  LLDP RDMA

Unused adapters
Status
Status Connected
Actual speed, Duplex 10 Ghit/s, Full Duple
Configured speed, Duplex 10 Ghit/s, Full Duple
Networks 0.0.0.1-255.255.255

Network I/O Control
Status Allowed

SR-IOV
Status Not supported

Cisco Discovery Protocol

CANCEL NEXT
4

4. Specify port properties such as Network Label, MTU, and enable required services.
Click Next.

[ vSphere - Datacenter - Summary X | [ vSphere - 182.168.12.154 - Virtu: X 1:25 until your session times out X | + - = &S
&~ (@] (5 https://192.168.12.242/ui/app/host;nav=h/urnvmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/configu.. 15 ¢= @O k3

19216812154 - Add Networking

+ 1 Select connection type Port properties
+ 2 Select target device Specify WMKkernel port settings.

v 3 Create a Standard Switch

N —— VMkernel port settings

5 IPv4 settings Network label ISCSI_VMkernel

6 Ready to complete VLAN ID None (0)

IP settings 1Pvd

MTU Custom

TCP/IP stack Default

Available services

Enabled services ‘vMotion
[ Provisioning
[ Fault Tolerance leaging
[ Management
[ vsphere Replication
[ vsphere Replication NFC
Cvsan

CANCEL %

5

5. Assign static IPv4 address settings to the virtual switch. Click Next.

NOTE: In this document, the 172.16.10.x subnet is used for Data traffic and 172.16.20.x
subnet is used for Replication traffic.
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[ vSphere - Datacenter - Summary X | [5] vSphere - 192.168.12.154 - Virtu: X 0:44 until your session times out X | +

& C ) https://192.168.12.242/ui/app/host;nav=h/urn:vmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/configu... Y5 §= @O

19216812154 - Add Networking

v 1 Select connection type |Pv4 settings
+ 2 Select target device Specify VMkernel IPv4 settings.
+ 3 Create a Standard Switch

v 4 Port properties

I 5 1Pva settings

6 Ready to complete © Use static IPv4 settings

() Obtain IPv4 settings automatically

IPv4 address 172.16.10.231
Subnet mask 255.255.255.0

Default gateway (] override default gateway for this adapter

DNS server addresses

b

CANCEL NEXT
4

6. Review the summary of your settings and click “Finish” to add networking.

7. Start the “Add Networking” wizard again to create a “Virtual Machine Port Group for a
Standard Switch”.

[ vSphere - Datacenter - Summary X | [ vSphere - 192.168.12.172 - Virtu: X Logiin - WMware ESXi x | A - a x
& C & hittpsy//192.168.12.242/ui/app/host;nav=h/urn:vmomi:HostSystem:host-23:dd2967e6-1d51-41bf-92a0-c7a0362479bf/configu.. 1§ 15 O 2

19216812172 - Add Networking
« Select connection type

2 Select target device Select a connection type to create

3 Connection settings

4 Ready to complete ~
O ‘VMkernel Network Adapter

The VMkernel TCP/IP stack handles traffic for ESXi services such as vSphere vMotion,

ISCSI, NFS, FCoE, Fault Tolerance, vSAN and host management.
° Virtual Machine Port Group for a Standard Switch

A port group handles the virtual machine traffic on standard switch
() Physical Network Adapter

A physical network adapter handles the network traffic to other hosts on the netwark.

8. Specify the previously created vSwitch. Click Next.
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[ vSphere - Datacenter - Summary X | [5] vSphere - 192.168.12.172 - Virtu: X Logiin - WMware ESXi x | A - a o
&~ @] (5] https://192.168.12.242/ui/app/host;nav=h/urnvmomi:HostSystem:host-23:dd2967e6-1d51-41bf-92a0-c7a0362479bf/configu... 1§ = D z

19216812172 - Add Networking

+ 1 Select connection type Select target device

2 Select target device Select a target device for the new connection.

3 Connection settings

4 Ready to complete
° Select an existing standard switch

BROWSE ..

(C) New standard switch

4

9. Set the Network label and click Next. Optionally, set VLAN ID if used.

[ vSphere - Datacenter - Summary X | [5] vSphere - 19216812172 - Virtu: X Logiin - ¥Mware ESXi X | + - o] &
&« @] (5 https://192.168.12.242/ui/app/host;nav=h/urn:vmomi:HostSystem:host-23:dd2967e6-1d51-41bf-92a0-c7a0362479bf/configu... ¥ ¢= @O 2

19216812172 - Add Networking

+ 1Select connection type Connection settings

v 2 Select target device Use network labels to identify migration-compatible connections common to two or more

3 Connection settings hosts.

4 Ready to complete

Network label ISCSI-vSwitch

VLAN ID None (0)

CANCEL %

4

10. Review the port group setting and click Finish to apply.
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[5] vSphere-192.16812.172 - Virtu X | [ vSphere - 19216812154 - Virtu X | 4

&~ @] (5] https://192.168.12.242/ui/app/host;nav=h/urnvmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/configu... 1§ = D z

19216812154 - Add Networking

v 1Select connection type Ready to complete

v 2 Select target device Review your settings selections before finishing the wizard.

+ 3 Connection settings

4 Ready to complete Virtual machine port group ISCSl-vswitch

Standard switch vSwitchl
VLAN D None (0)

CANCEL BACK FINISH&
4

10. Repeat steps 7-9 to configure the network for Replication traffic on each vSphere
server.

11. Repeat steps 1-9 for any other links intended for the Data/iSCSI and
Replication connections on each vSphere server.

Deploying Starwind San & Nas Cvm On Vsphere
Servers

1. Download the zip archive that contains StarWind SAN & NAS CVM
https://www.starwindsoftware.com/san-and-nas#download

2. Extract the virtual machine files.
3. Deploy the control virtual machine to the VMware vSphere. Right-click on the

Datacenter, cluster, or node menu and select the “Deploy OVF Template...” option from
a drop-down menu.
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a X
[ vSphere - Datacenter - Summary X | 4
&~ @] A Not secure | https://192.168.12.242 /ui/app/datacenternav=v/urn:vmomi:Datacenter.datacenter-3:00850be0-4c08-4437-97a9... 1§ = D z
vm vSphere Client
g @ [h Datacenter ACTIONS v
« (31 veenterO1 starwind Jocal Summary Monitor Configure Permissions Hosts & Clusters VMs Datastores Networks Updates
> [# Datacenter| [ Actions - Datacenter Pate: T & e G
t] Aad Host [rtual Machines: 4 Used: 6.82 GHz Capacity: 20.8 GHz
usters: 0
Memory Free: 16.25 GB
Y New Cluster etworks. 2
atastores: 2 Capacity: 32 GB.
New Folder S N
Free: 2132 G8
Distributed Switch . IeSTeE ] Capacity: 899.5 GB
151 New Virtual Machine.
3 Deploy OVF Tem{yﬁteu 4 ~ | | Tags ~
Storage . Value Assigned Tag Category Description
Edit Default VM Compatibility...
§2 Migrate VMs to Another Network.
Maove To.
Rename
Tags & Custom Attributes -
Recent Tasks v
S Add Permission.. N N
Task Name v Details ~  Initiator ~  Queued For ~ | StartTime | ~  CompletionTime v  Server -
Alarms 3
Al - X Delete More Tasks

4. In the first step of the wizard, point to the location of the OVF template. Select the VM
files and click Next.

[ vSphere - Datacenter - Summary X |

& C A Notsecure | hteps://192.168.12.242/ui/app/datacenter;nav=h/urnivmomi:Datacenterdatacenter-3:00850be0-4c08-4437-97a... 7§ 1= &

Deploy OVF Template
Select an OVF template

2 Select a name and folder Select an OVF template from remote URL or local file system

3 Select a compute resource

Enter a URL to download and install the OVF package from the Internet, or browse to a location
4 Review details

accessible from your computer, such as a local hard drive, a network share, or a CD/DVD drive.
OurL

5 Select storage

6 Ready to complete

® Local file

UPLOAD FILES | 4 files

5. Specify the VM name and target location.
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[ vSphere - Datacenter - Summary X | 4

&~ @] A Not secure | https://192.168.12.242 /ui/app/datacenter;nav=h/urn:vmomi:Datacenter:datacenter-3:00850be0-4c08-4437-97a... 1§ = D z

Deploy OVF Template

+ 1Select an OVF template Select a name and folder

_ Specify a unigue name and target location

3 Select a compute resource

Virtual machine name:  SW1
4 Review details ‘

5 Select storage
6 Ready to complete Select a location for the virtual machine

v [ veenterOl.starwind loca

> [R Datacenter

CANCES m
p

6. Select a compute resource intended to run the StarWind SAN & NAS CVM

[ vSphere - Datacenter - Summary X | 4

&« @] A Not secure | ketps;//192.168.12.242/ui/app/datacenter;nav=h/urn:vmomi:Datacenter:datacenter-3:00850be0-4c08-4437-97a... g ¢= @ 2

Deploy OVF Template

+ 1Select an OVF template Select a compute resource

+ 2 Select a name and folder Select the destination compute resource for this operation
4 Review details » [ Datacenter
5 Select storage > [ 19216812154

6 Ready to complete

Compatibility

+ Compatibility checks succeeded. ‘

CANCEL @

5

7. Review the template details. Click Next.
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[ vSphere - Datacenter - Summary X | 4 - a o
&~ @] A Not secure | https://192.168.12.242 /ui/app/datacenter;nav=h/urn:vmomi:Datacenter:datacenter-3:00850be0-4c08-4437-97a... 1§ = D z

Deploy OVF Template

+ 1Select an OVF template Review details

+ 2 Select a name and folder Verify the template details.

+ 3 Select a compute resource

4 Review details A\ The OVF package contains advanced configuration options, which might pose a

5 Select storage security risk. Review the advanced configuration options below. Click next to accept the

advanced configuration cptions.
6 Select networks 9

7 Customize template

8 Ready to complete Publisher No certificate present
Product StarWind SAN & NAS
Vendor StarWind Software

Download size 19GB

size on disk Unknown (thin provisioned)
50.0 GB (thick provisioned)

Extra configuration nvram = ovi:/file/file2

CANCES w
p

8. In the second step of the wizard, specify the virtual machine provisioning type, VM
Storage Policy, and select the direct-attached storage for the appliance system drive.
Click Next.

[ vSphere - Datacenter - Summary X | | - I
& C A Not secure | hitps://192.168.12.242/ui/app/datacenter;nav=h/urn:vmomi:Datacenterdatacenter-3:00850be0-4c08-4437-97a... 75 1= O 2

Deploy OVF Template

+ 1Select an OVF template Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files

+ 3 Select a compute resource
+ 4 Review details (]

5 Select storage
Select virtual disk format:

Thick Provision Lazy Zeroed v
6 Select networks —

7 Customize template VM Storage Policy: Datastore Default

8 Ready to complete Neme Capacity Provisioned Free

|:‘ DAS 69975 GB 613.4 GB 9494 GB

Compatibility

v/ Compatibility checks succeeded.

CANCEL

9. Select the destination network for each network adapter assigned to the VM.

The default naming for virtual switches:
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e the Management virtual switch is “Management vSwitch”,
e the iSCSI virtual switch is “Data/iSCSI vSwitch”,
e the Synchronization virtual switch is “Replication/Sync vSwitch “.

Specify corresponding network connections according to your virtual network naming.
Click Next.

- [m] x
[ vSphere - Datacenter - Summary X |

&~ C A Notsecure | httpsi//192.168.12.242/ui/app/datacenternav=h/urnvmomi:Datacenter:datacenter-3:00850be0-4c08-4437-97a... Y Y= & 2

Deploy OVF Template

+ 1Select an OVF template Select networks

+ 2 Select a name and folder Select a destination network for each source network.

+ 3 Select a compute resource
+ 4 Review details Source Network T Destination Network

v 5 Select storage Management Network Management

DATA Network 1SCS|_Data

7 Customize template

8 Ready to complete
IP Allocation Settings
IP allocation Static - Manual

IP protocal: 1Pvd

CANCEL BACK %

r

10. Specify the hostname, static IPv4 address, gateway, DNS, and additional network
settings for Management and iSCSI/Data network interfaces:
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[ vSphere - Datacenter - Summary X | 4

& C A Not secure | hitps;//192.168.12.242/ui/app/datacenter;nav=h/urn:vmomi:Datacenter:datacenter-3:00850be0-4c08-4437-97a... 1§ = D ]

Deploy OVF Template

+ 1Selectan OVF template - Management interface 6 settings

+ 2 Select a name and folder network settings

+ 3 Select a compute resource
+ 4 Review details Hostname Hostname of StarWind SAN & NAS VM

+ 5 Select storage swi

+ 6 Select networks

7 Customize template Choose DHCP or Static for If DHCP, leave fields below empty
8 Ready to complete Management interface

IPv4 address for Management  [Pv4 address for Management interface (example

interface 192.168.1.100)

192168.12.206

IPv4 netmask for IPv4 netmask for Management interface (example

Management interface

IPv4 gateway for 2 y for Management interface (example

CANCEL NEXT

NOTE: To manage the SAN & NAS appliance via StarWind vCenter plugin, the static IPv4
address must be assigned.

5] vSphere - Datacenter - Summary X | & - box
&~ (@] A Not secure | etp5://192.168.12.242/ui/app/datacenter;nav=h/urnvmomi:Datacenter:datacenter-3:00850be0-4c08-4437-97a... 1§ 1= & k3

Deploy OVF Template

1 Select an OVF template interface 192.168.117,192.168 817

2 Select a name and folder -
3 Select a compute resource ~ Data Interface network 4 settings
4 Review details settings

5 Select storage

6 Select networks Choose DHCP or Static for If DHCP, I2ave fields below empty

Data interf: .
7 Customize template ata interface

8 Ready to complete
v ' IPv4 address for Data IPv4 address for Data interface (example
interface 172.16.10.10)
172.16.10.100

IPv4 netmask for Data IPv4 netmask for Data interface (example 24)

interface
24

MTU for Data interface MTU for Data interface (example 9000)

9000

e [ R
,

NOTE: if a DHCP server is available on the given network, you can skip setting the
additional parameters for that interface.

11. Review the deployment summary information and click to start the VM creation.

StarWind SAN & NAS: Technical Paper 32



StarWi.nd One Stop Virtualization Shop

HYPERCONVERGENCE

[ vSphere - Datacenter - Summary X | 4

&~ @] A Not secure | https://192.168.12.242 /ui/app/datacenter;nav=h/urn:vmomi:Datacenter:datacenter-3:00850be0-4c08-4437-97a... 1§ = D z

Deploy OVF Template

+ 1Select an OVF template Ready to complete
+ 2Selectaname and folder  Click Finish to start creation

+ 3 Select a compute resource
+ 4 Review details
+ 5 Select storage Name swW1

¥ 6 Selectnetworks Template name StarWindSANandNAS

+ 7 Customize template

8 Ready to complete Downieadisze 19 GB

Size on disk 50.0 GB
Folder Datacenter
Resource 192.168.12.154
Storage mapping 1
All disks Datastore: Datastore; Format: Thick provision lazy zeroed
Network mapping 2

Management Network Management

CANCEL BACK m

12. Repeat the VM deployment on each partner server which is used for configuring 2-
node or 3-node highly available storage according to your licensing.

Installing Starwind Vcenter Plugin

NOTE: This step is optional. StarWind vCenter plugin integrates the Controller Virtual
Machines management into VMware vSphere user interface allowing managing compute
and storage resources from a single web console.

1. To install the StarWind Plugin ensure that the version of your VMware vCenter Server
Appliance 7.0 or newer, then click Next.
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[ vSphere - SW1 - Summary X = StarWind vCenter Plugin x |+

= C A Notsecure | hitps//192.168.12.206:504

StarWind vCenter Plugin

Welcome

This installer allows you to deploy StarWind vCenter Plugin to your VMware vCenter Server Appliance

2. Specify the vCenter Server FQDN or IP Address and administrator credentials and click
Next.

[} vSphere - comstarwindsan_nas. X | = StarWind vCenter Plugin x =

L= C A Notsecure | hesps//192.168.12.206:5

StarWind vCenter Plugin

PLUGIN DEPLOYMENT TARGET P'.Ugl n Deployment Ta rget

Specify the plugin deployment target settings. The target is the vCenter Server Appliance instance
on which the plugin will be installed

StarWind SAN & NAS: Technical Paper 34



StarW:nd One Stop Virtualization Shop

HYPERCONVERGENCE

[} vSphere - comstanwindisan_nas. X | = StarWind vCenter Plugin x |+

&« G A Notsecure | hitpsi//192.168.12.206:5044/#/deploy s = 9 g

StarWind vCenter Plugin

PLUGIN DEPLOYMENT TARGET Plugi n Deployment Ta rget

Specify the plugin deployment target settings. The target is the vCenter Server Appliance instance
on which the plugin will be installed

192.168.13.236

administrator@vsphere.local

3. Confirm the connection to your vCenter Server Appliance.

[ vSphere - comstanwindsan_nas. X | = StarWind vCenter Plugin x |+

<« G A Notsecure | hps//192.168.12.206:5044/#/deploy s = D 4

4. Review Summary and click the Install button.
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[ vSphere - comstarwindsan nas. X = StarWind vCenter Plugin x |+ - ol 28
&« G A Notsecure | hitpsi//192.168.12.206:5044/#/deploy s = 9 g

StarWind vCenter Plugin

PLUGIN DEPLOYMENT TARGET Summa ry

Review your settings selection before deploying the StarWind vCenter Plugin

vCenter Server IP address
Administrator username

Administrator password

5. Wait until the plugin is installed.

[} vSphere - comstanwindsan_nas. X = StarWind vCenter Plugin x |+ - o =
<« G A Notsecure | hps//192.168.12.206:5044/#/deploy s = D 4

=  starWind vCenter Plugin

PLUGIN DEPLOYMENT TARGET Installation

Please wait until the Setup Wizard deploys StarWind vCenter Plugin

INSTALLATION Install progress: 100%

+ Completed

Cancel

6. Click the Open Plugin page to start using StarWind SAN & NAS via the vCenter Plugin
interface.
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[} vSphere - comstanwindisan_nas. X | = StarWind vCenter Plugin x |+

&~ C A Notsecure | hitps//192.168.12.206:5044/#/deploy s = 9 g

StarWind vCenter Plugin

PLUGIN DEPLOYMENT TARGET Installation completed

ST Congratulations! StarWind vCenter Plugin has now been successfully installed

The full technical guidance on setting appliance is available at:
INSTALLATION

INSTALLATION COMPLETED

Open Plugin Page

Configuring Converged Storage Server With Hyper-V
Server

Configuring Networks On Microsoft Hyper-V Server

Configure external virtual switches on a hypervisor server, at least one for Management,
one for Data, and one for Replication. Ensure the interfaces are in different subnets and
connected physically according to the network diagram above. All actions below should
be applied to each Hyper-V server for running StarWind SAN & NAS. In this document,
the 172.16.10.x subnet is used for Data traffic and 172.16.20.x subnet is used for
Replication traffic.

NOTE: It is recommended to set jumbo frames to 9000 on the virtual switch and network
interfaces used for Data/iSCSI traffic.

1. Using Virtual Switch Manager create a new external virtual switch for the Management
network.
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B3 Virtual Switch Manager for W52019 - X
# Virtual Switches whm Virtual Switch Properties
% New virtual network switch
i Management vSwitch Mame:
Intel(R) 825741 Gigabit Metwork C... |Management vSwitch
- Data/iSCSI vSwitch
Intel(R) 82574L Gigahit Network C... Motes:

# Global Network Settings

[H] MAC Address Range
00-15-5D0-00-59-00 to 00-15-5D-0...

Connection type
What do you want to connect this virtual switch to?

(®) External netwark:
Intel{R) 82574 Gigabit Netwark Connection w

Allow management operating system to share this network adapter

Erzh I root TI0 virtuali=tion (SR <10
cnable s e-root 1 WAIZaaaon {ek-1UW

(T

() Internal network
) Private network

WVLAN ID
[[] Enable virtual LAN identification for management operating system

Remave

o SR-IOV can only be configured when the virtual switch is created. An external
wirtual switch with SR-I0V enabled cannot be converted to an internal or private
switch.

Cancel Apply

2. Create a second external virtual switch for the Data network.
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B3 Virtual Switch Manager for W52019 - X
# Virtual Switches whm Virtual Switch Properties
% New virtual network switch
wha Management vSwitch Mame:
Intel(R) 825741 Gigabit Metwork C... |D313,|"|SCSI wSwitch
-1 Data/isCSI vSwitch
Intel(R) 82574L Gigahit Network C... Motes:
# Global Network Settings
[H] MAC Address Range
00-15-5D0-00-59-00 to 00-15-5D-0...
Connection type

What do you want to connect this virtual switch to?
(®) External netwark:

Intel{R) 82574 Gigabit Netwark Connection #2 w

[] Allow management operating system to share this netwark adapter

nable single-oot 1/O virtualization (SR-I0W)

(T

() Internal network
) Private network

WVLAN ID
[[] Enable virtual LAN identification for management operating system

=
m
o

Remave

o SR-IOV can only be configured when the virtual switch is created. An external
wirtual switch with SR-I0V enabled cannot be converted to an internal or private
switch.

Cancel Apply

3. Repeat the procedure, create a third external virtual switch for the Replication
(Synchronization) network.

Deploying Starwind San & Nas Cvm On Hyper-V
Servers

1. Download the zip archive that contains StarWind SAN & NAS CVM
https://www.starwindsoftware.com/san-and-nas#download

2. Extract the virtual machine files.
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3. Deploy the control virtual machine to the Microsoft Hyper-V Server using the “Import

Virtual Machine” wizard in Hyper-V Manager.

Eé Hyper-V Manager

- X
File Action View Help
ez B
R Hyper-V Manager “ - - Actions
g wenn | Virtual Machines =
Ws20 -
New 2 State CPUUsage  Assigned Memory  Uptime Stats Configuratiu.
Import Victual Machine... New »
L5 No vitual machines were found on this server. By, mportVirtual Machine.
Hyper-V Settings..
Virtual Switch Manager... [] Hyper-V Settings...
Virtual SAN Manager... 23 Virtual Switch Manager...
Edit Disk 4. Virtual SAN Manager
Inspect Disk.. o4 Edit Disk...
R & Inspect Disk...
op Service -
Remove Server E — || @ stopService
Refresh e (= | 3¢ Remove Server
View > No vitusl machine selected O Refresh
View »
Hel
L Help
Details
No em selected
Displays the Import Wizard.

4. On the second page of the wizard, point to the location of the VM template. Select the

VM folder and click Next.
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Import Virtual Machine *
Locate Folder
Before You Begin Spedfy the folder containing the virtual machine to import.
Folder: |C:\Users\;w\Downloads\SiﬁrWind SAN B NASY Browse...
Select Virtual Machine
Choose Import Type
Summary
< Previous Finish Cancel
5. Click Next on the “Select Virtual Machine” step.
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Import Virtual Machine *

Select Virtual Machine

Before You Begin Select the virtual machine to import:
Locate Folder -~
Marme Date Created
Select Virtual Machine : ,_.
StarWind SAM & MNAS 12162021 3:51:53 PM
Choose Import Type
Summary

< Previous ext = Finish Cancel

s

6. Select the “Copy the virtual machine” import type and click Next.
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Import Virtual Machine *

Choose Import Type

Before You Begin Choose the type of impart to perform:
Locate Folder () Register the virtual machine in-place {use the existing unigue ID)
Select Virtual Machine () Restore the virtual machine {use the existing unique ID)

Choose Import Type (®) Copy the virtual machine (reate a new unique ID)

Summary

< Previous Finish Cancel

7. Specify new or existing folders to store virtual machine files, such as configuration,
snapshots, smart paging, and virtual disk. Click Next.
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Import Virtual Machine *

Choose Folders for Virtual Machine Files

Before You Begin ‘You can spedfy new or existing folders to store the virtual machine files. Otherwise, the wizard
imports the files to default Hyper-V folders on this computer, or to folders specdified in the virtual

Locate Folder machine configuration.

Select Virtual Machine

Store the virtual machine in a different location

Choose Import Type
_— Virtual machine configuration folder:
Choose Destination
|C:\Hyper-V VMs\StarWind SAN & NAS\Virtual Machines || Browse...
Choose Storage Folders
Summary Chedkpoint store:
|C:‘|,|-|yper—\|' WMs\StarWind SAN & NAS\Snapshots | Browse...
Smart Paging folder:
|C:\Hyper—\|' YMs\Starwind SAM & NAS| | Browse...

11}

3
@

)

Cancel

< Previous
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Import Virtual Machine *

Choose Folders to Store Virtual Hard Disks

Before You Begin Where do you want to store the imported virtual hard disks for this virtual machine?

Locate Folder Location: C:\Hyper-V VMs\Star\Wind SAN & NAS \Virtual Hard Disks)| TomiEr.

Select Virtual Machine
Choose Import Type

Choose Destination

Choose Storage Folders

Summary

< Previous Finish Cancel

StarWind SAN & NAS: Technical Paper 45



StarWi.nd One Stop Virtualization Shop

HYPERCONVERGENCE

Import Virtual Machine *

Choose Folders to Store Virtual Hard Disks

Before You Begin Where do you want to store the imported virtual hard disks for this virtual machine?

Locate Folder Location: |C:\Hyper-V VMs\Stariind SAN & NAS \Virtual Hard Disks\ TomiEr.

Select Virtual Machine
Choose Import Type

Choose Destination

Choose Storage Folders

Summary Preparing virtual hard disk destination...
< Previous Mext = Finish Cancel

8. In the second step of the wizard, the “VM import” wizard will validate the network.
The default naming for virtual switches:

e the Management virtual switch is “Management vSwitch”,
e the iSCSI virtual switch is “Data/iSCSI vSwitch”,
e the Synchronization virtual switch is “Replication/Sync vSwitch “.

If existing virtual switches have different names, specify corresponding network
connections. Click Next.
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Import Virtual Machine *

Connect Network

Before You Begin This page allows you to connect to virtual switches that are available on the destination computer.

Locate Folder
The following configuration errors were found for virtual machine 'StarWWind SAN NAS',

Select Virtual Machine
e Could not find Ethernet switch 'Management vSwitch',

Choose Import Type
Choose Destination Spedfy the virtual switch you want to use on computer "WS2019",
Ch Stol Fold
e Connection: | Mot Connected w
Connect Network Not Connectzd
Connect Netwark Management Virtual Switch

Data Virtual Switch

Summary

< Previous Finish Cancel
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Import Virtual Machine *

Connect Network

Before You Begin This page allows you to connect to virtual switches that are available on the destination computer.

Locate Folder
The following configuration errors were found for virtual machine 'StarWWind SAN NAS',

Select Virtual Machine
e Could not find Ethernet switch ‘DatafiSCSI wSwitch'.

Choose Import Type
Choose Destination Spedfy the virtual switch you want to use on computer "WS2019",
Ch Stol Fold
. e Connection: | Mot Connected w
Connect Network Not Connectzd

Connect Network MHEHB ement Virtual Switch
Summary

< Previous Finish Cancel

9. Review the import configuration and click Finish to complete the import.
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Import Virtual Machine *

Completing Import Wizard

Before You Begin ‘You are about to perform the following operation.
Locate Folder Description:
N virtual Machine: StarWind SAN & NAS
Choose Import Type Import file: C:\Wsers'\sw\Downloads\StarWind SAN & MASWirtual Machines),
Choose Destingtion Import Type: Copy {generate new ID)
Choose Storage Folders Virtual m.achine configuration folder: C:\Hyper-V VMS\SErW?nd SAN & NASWirtual Machines',
Checkpoint folder: C:\Hyper-V YMs\StarWwind SAN & MAS\Snapshots),
Connect Network Smart Paging file store: Ci\Hyper-¥ vMs\Starwind SAM & MASY
Connect Network Virtual hard disk destination folder:  C:\Hyper-v VMs\StarWind SAM & NAS\Virtual Hard Disks',
Metwork connection: Management Virtual Switch
Metwork connection: Data Virtual Switch
< >

To complete the import and dose this wizard, dick Finish.

< Previous Mext = Cancel
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Import Virtual Machine *

Completing Import Wizard

Before You Begin ‘You are about to perform the following operation.
Locate Folder Description:
TEEETT CIOOTE virtual Machine: StarWind SAN & NAS
Choose Import Type Import file: C:\Wsers'\sw\Downloads\StarWind SAN & MASWirtual Machines),
Choose Destingtion Import Type: Copy {generate new ID)
Choose Storage Folders Virtual machine configuration folder:  C:\Hyper-V VMs\StariWind SAN & NAS\irtual Machines),
CH . ] ] hd SAN & NAS\Snapshots)
Connect Netwark o Copying file 1 of 1 (StarWind3AMNandMAS.vhdz].., \d SAN & NAS\
Connect Network Wi R hd SAN & NAS\Virtual Hard Disks)
Metwork connection: Management Virtual Switch
Metwork connection: Data Virtual Switch
< >

To complete the import and dose this wizard, dick Finish.

R

< Previous Mext = Finish Cancel

10. Repeat the VM deployment on each partner server which is used for configuring 2-
node or 3-node highly available storage according to your licensing.

Getting Started With Starwind San & Nas
1. Start StarWind SAN & NAS CVM.

2. Launch Console to see the VM boot process and get the IPv4 address of the
Management network interface.

Note: in case VM has no IPv4 address obtained from a DHCP server, use the Text-based
User Interface (TUI) to set up a Management network.

3. Using the web browser, open a new tab and enter the VM IPv4 address to open
StarWind SAN & NAS Web Interface. Click “Advanced” and then “Continue to...”
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® : 19216812204 By Frivacyerror

€ > C A Notsecure | https://192.168.122219

O @ ouest

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.122.219 (for example,
passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Hide agvanced Backto safety

This server could not prove that it is 192:168.122.219; its security certificate is not trusted
by your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection

Proceed to 192168122219 uggfe)

chrome-error://chromewebdata/i

4. StarWind SAN & NAS welcomes you, and the “Initial configuration” wizard will guide
you through the deployment process.

o+ Login -Viware ESXi B & starwinasananas

€ > C A Notsecure | https://192.168.122219

Welcome to Starwind SAN & NAS

teps of the appliance setup

5. In the following step, upload the license file.
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& Login - VMware ESXi B3 starwind SaN & NAS

< C A Notsecure | hitps://192.168.122219 O @ cuest

SAN & NAS Initial configuration

Upload license Upload license

Upload file

6. Read and accept the End User License Agreement to proceed.

&2 Login-VMwareEski By & starwinasananas x . v

<« C A Notsecure | hitps://192.168.122219 O @ cuest

SAN & NAS Initial configuration

¥ Upload license Review end-user license agreement

Review EULA

7. Review or edit the Network settings and click Next.
Note: Static network settings are recommended for the configuration.
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192168.12.204 3 Starwind SAN &NAS

< C A Notsecure | hitps://192.168.122.221 O @ ocuest

SAN & NAS Initial configuration

Configure management network

Configure management network

Name servers (optional):
192.168.122.1

Time settings (optional):

NTP server

8. Specify the hostname for the virtual machine and click Next.

® : - 19216812204 PY = stawinasananas = | ©

€ > C A Notsecure | hitps://192168.122219 O Qouest :

SAN & NAS Initial configuration

¥ Uplo: e Verify hostname
+ Review EULA
+ Configure management network

Verify hostname

9. Create an administrator account. Click Next.
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& Login - Vmware EsKi =
O @ ocuest

€ 5 C A Notsecure | hitps://192168.122219

SAN & NAS Initial configuration

+ Upload license Create administrator account

v Review EULA Spec orthe

+ Configure management network
starwind

+ Verify hostname

Create administrator account

Addi ormation (optional)

Full name

E-mail

10. Review your settings selection before setting up StarWind SAN & NAS.

® : & - ogin-vMwareEsxi PY = stawinasananas = |
O @aest :

& C A Notsecure | hitps://192.168.122219

SAN & NAS Initial configuration

B Review summary
U

+ Configure management network

+ Verify hostname

+ Create administrator account

Review summary

Configure

11. Please standby until the Initial Configuration Wizard configures StarWind SAN &
NAS for you.
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O @ ocuest

SAN & NAS Initial configuration

v Uplo:

12. The appliance is set and ready. Click on the Done button to install StarWind vCenter
Plugin right now or uncheck the checkbox to skip this step and proceed to the Login

page.

&2 Login-VMware EsKi B & starwina san & nas

€ C A Notsecure | hitps://192.168.122219 O @ cuest

SAN & NAS Initial configuration

Initial configuration completed

iccessfully cc

Finish

13. Repeat the initial configuration on other StarWind SAN & NAS CVMs that will be used
to create 2-node or 3-node HA shared storage.
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Web Console

This part provides a detailed description of StarWind SAN & NAS monitoring and
management capabilities using the web console.

Login Page

Log in to the appliance using the username and password you specified during the initial
configuration.

StarWind

Dashboard

The DASHBOARD item provides a set of widgets that allow monitoring of a storage
appliance.
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Dashboard

Applia mmary Virtual disk(s) availal

DASHBOARD consists of the following widgets:

e Appliance Summary - delivers general information about the SAN & NAS, such as
hostname, StarWind Service version, appliance type, and system uptime.

Appliance summary

Hostname
8
Operating system Ubuntu 20.04.1 LTS

tarWind Virtual SAN (vSAN) v8.0.0 (Build 14429

License

Uptime

e Virtual Disks(s) Availability - delivers the overall information on the state of
StarWind virtual disks, including those that are of high availability (StarWind HA
disks that are synchronized and available on both nodes), limited availability
(StarWind HA disks that are synchronized and available currently only from one
node) and ones that are not available (offline StarWind volumes) and simple
(StarWind virtual disks that are not replicated).
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Virtual disk(s) availability

High availability

Limited availability

Down

Simple

e Resource usage - delivers information on the CPU, Memory, and Storage usage.

e Performance - delivers the information in the form of graphs about IOPS, Disk
Throughput, and Network Throughput. These metrics can be checked live, last
hour, last day, last week, last month, or last year.

Performance

DiskIOPS  Diskthroughput

e Tasks and events - delivers the information on tasks and events in StarWind SAN &
NAS.
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Storage

The Storage item provides Disks, Pools, Volumes and Virtual Disks pages and allows
performing the inventory of the attached storage to the appliance, listing, creating, and
editing storage pools, volumes and virtual disks.

Disks

The Disks page delivers the ability to rescan the storage attached to the StarWind SAN &
NAS and check the drive state.

Two control buttons are provided for disk management:

e Rescan Storage button executes storage identification tasks, seeks physical
controllers, virtual and physical disks. Devices appear in the table once identified.

e Maintenance button lists Check State maintenance operation. The Check State
button launches a disk state check task and fixes the disk state if the drive is not in
use by any storage pool.

Pools

The Pools page delivers the ability to create, list, edit and delete storage pools. Hardware
RAID, Linux Software RAID and ZFS storage pools are supported and integrated into
StarWind SAN & NAS web interface.
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19216812204

€ C A Notsecure | httpsi//192.168.122219/storagePools O @ cuest

Create Storage Pool

1. Click the “Add” button to create a storage pool.

2. Select two storage nodes to create a storage pool on them simultaneously.

StarW:nd
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Create storage pool

Appliance
Appliance

Select one or more storage nodes to create a storage pool @
= Nodename % Status & Availabledisks ¢  Available capa... &
¥ =Eswm | online 15GB

v = sw | online 1568

Cancel

3. Select physical disks to include in the storage pool name and click the “Next” button.
NOTE: Select identical type and number of disks on each storage node to create identical
storage pools.

Create storage pool

v Appliance
Physical disks

Physical disks
Select physical disks to include in storage pools on each node @

£ SW1 .
= Diskname &  Mediat.. & Buspro... Contro... &
v & s HDD SAS1068 PC...
v A sdc HDD SAS1068 PC...
v 8 sdd HDD SAS1068 PC...

Total raw capacity of selected disks: 15 GB

£ SW2
= Diskname ¥  Mediat... Buspro... Contro... %
v A s HDD SAS SAS1068 PC...

v B sdc HDD SAS SAS1068 PC...

4. Select one of the preconfigured storage profiles or create a redundancy layout for the
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new storage pool manually according to your redundancy, capacity, and performance
requirements.

Create storage pool

Profile

Choose an optimal storage pool profile. Selected disks left unused will be assigned to hot spares.

Hardware RAID, Linux Software RAID, and ZFS storage pools are supported and
integrated into the StarWind CVM web interface. To make easier the storage pool
configuration, the preconfigured storage profiles are provided to configure the
recommended pool type and layout according to the direct-attached storage:

e hardware RAID - configures Hardware RAID’s virtual disk as a storage pool. It is
available only if a hardware RAID controller is passed through to the CVM

e high performance - creates Linux Software RAID-10 to maximize storage
performance while maintaining redundancy

* high capacity - creates Linux Software RAID-5 to maximize storage capacity while
maintaining
redundancy

e better redundancy - creates ZFS Stripped RAID-Z2 (RAID 60)) to maximize
redundancy while maintaining high storage capacity

e manual - allows users to configure any storage pool type and layout with attached
storage

5. Review “Summary” and click the “Create” button to create the pools on storage
servers simultaneously.
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Create storage pool

v Appliance

Summary

v Physical disks
Review specified settings and create stol

v Profile
B sw1
Summary
Storage pool layout

Raw capacity

Usable capacity

B sw2

Storage pool layout
Raw capacity

Usable capacity

Manage Storage pool

1. To edit a storage pool, select the pool and click the “Manage pool” control button.

2. On the General tab find basic pool information such as name, layout, and capacity.

19216812204 B & starwinasananas

€« C A Notsecure | hitps://192.168.122.219/storagePoc O @ cuest

General
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3. Extend the storage pool by:

e adding more physical disks to the appliance and using the Add disks wizard.

e adding groups of physical disks to the appliance and using the Change pool layout
wizard.

B = starwinasananas

https://192.168.122.219

4. Add or remove hot spare drives to the pool using the Assign hot spare wizard.
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Delete Storage Pool

1. To delete a storage pool, select the pool and click the Delete button.

NOTE: A storage pool can be deleted only when it does not contain any volumes.
Remove volumes prior to removing the storage pool.
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This action will permanently destroy selected storage

pool

Delete

Volumes

The Volumes page allows creating, listing, editing, and deleting volumes (partitions) on a
storage pool. Standard and Backup repository volume types are provided in StarWind
SAN & NAS web interface.

Note: Prior to creating a volume, create a storage pool.
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Volumes

Create Volume wizard
1. To create a volume on a storage pool, click the “Add” button.

2. Select the storage pool on which to create the volume and click the “Next” button.

19216812204 B & starwinasan e nas

€ C A Notsecure | hitps://192.168.122.219/storageVolumes O @ cuest

Create volume

Select storage pool Select storage pool

399368

Ccancel

3. Specify volume name and capacity.
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19216812204

Create volume

+ Select storage pool Specify settings

Specify settings

primary

10

4. Specify volume type.
Note: use Standard volume for most cases, and Backup repository volume for Veeam
Hardened Repository.

Create volume

v Select storage pool Choose filesystem settings

v Specify settings Choose the preferred fi

Choose filesystem settings

D Backup repository
Thex

5. Review “Summary” and click the “Create” button to create the pool.
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O @ ocuest

Create volume

 select storage pool

Edit Volume wizard
1. To edit a volume, select on in a table of volumes and click the “Edit” button.

2. Only extending volume is allowed. Specify the new size for the selected volume and
click the “Save” button.

19216812204 Bl £ starwind san & nas x

ecure | hitps://192.168.122219/storageVolumes

Editvolume
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Manage VHR user

This wizard allows configuring SAN & NAS as Hardened Repository for Veeam by creating
and assigning a user account to a Backup repository volume. Once the user is set to a
backup repository, the appliance can be connected as a Hardened Repository in Veeam
Backup and Repository management.

1. To create a VHR user, select any Backup repository type volume and click the
“Manage VHR user” button.

2. Click the “Add” button.
Note: A user account also can be created on the Users page.

3. Type the username and password. Click Save.
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O @ ocuest

Create Veeam user

Cancel

4. Wait for user creation as see the account appears in the wizard. Click Save.

X
Manage VHR user

y (VHR) user that will have

Enabled  ~

5. SAN & NAS is set and ready to be connected as a Hardened Repository in Veeam
Backup and Repository management.
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19216812204 B & starwinasananas x

€ > C A Notsecure | hitps://192.168.122219/storageVolumes

Volumes

Note: by creating a user account for Veeam Hardened Repository, SSH is enabled for the
user by default. Once the Hardened Repository is configured in Veeam Backup &
Replication, it is recommended to disable SSH access for the account.

Luns

The LUNs page allows creating, listing, extending, and removing StarWind virtual disks
using the corresponding controls.
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Virtual disks

The LUN availability is limited by your license and can be:
e Standalone - a non-replicated LUN hosted on a single appliance. It becomes
inaccessible if the storage server goes down.
* High availability - a synchronously replicated LUN hosted on two or three identical

appliances. LUN remains accessible if one of the replication partners becomes
unavailable.

Create Standalone LUN

1. To create a LUN, click the Add button.

2. Choose the “Standalone” LUN availability type.
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O @ocuest

3. Select the appliance that will host the LUN. This step is skipped if the appliance has no
partners connected.

SAN & NAS x Stariind SAN & NAS x| + v

https://192.168.12.201/storageVirtualDisks O @ouest

Create iSCSI LUN

© LN availablity
Appliances

The selected appliance

4. Select a volume to store the LUN data.
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B3 Stariind SAN & NAS x NS

€ C A Notsecure | https://192.168.12.201/storageVirtualDisks O @ocuest

Create iSCSI LUN
¥ LUN availability

Volumes

RAIDlevel

RAID-10

<« cC a ttps:/[192.168.12.201, sk O @ouest

Create iSCSI LUN
¥ LN availability
LUN settings

y the LUN settings

sw-lun-01

6. Review “Summary” and click the “Create” button to create the LUN.

StarWind SAN & NAS: Technical Paper 75



StarW:nd One Stop Virtualization Shop

HYPERCONVERGENCE

Create HA LUN

The LUN availability for StarWind LUN can be Standalone and High availability (2-way or
3-way replication) and is narrowed by your license.

1. To create a virtual disk, click the Add button.
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B A & admin~

& Dashboard LUNs

£ Storage
Selected 0 of 0 +  CreateanewlUN :LUN

B File shares o

LUNs
There are no LUNs yet

Volumes @ start sharing your storage resources to clients by creating a new one

Storage pools
Physical disks
& Network
£ Appliances
& Users

B Tasksandevents v

< Minimize

2. Select the protocol.

Create LUN

Protocol
Protocol

LUN availability
Select the required Protocol

Appliances
Volumes
Failover strategy
LUN settings
Summary
& iscsl

SCS| isa recommended protocol for most HDD-based setups or medium-performance SSD-based setups.
This option offers broader compatibilty for storage clients.

3. Choose the “High availability” LUN availability type.
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Create LUN

+ Protocol
LUN availability

LUN availability
Select the required LUN availability

Appliances

Volumes

High availability (two-way replication)
Failover strate;
8y Create a synchronously replicated LUN hosted on two o three identical appliances.

The LUN stays accessible if one of the replication partners becomes unavailable.
LUN settings

Summary

) standalone

Create a non-replicated iSCSI LUN hosted on a single appliance
The LUN will not be accessible ifits host becomes unavailable.

4. Select the appliances that will host the LUN. Partner appliances must have identical
hardware configurations, including CPU, RAM, storage, and networking.

Create LUN

v Protocol
Appliances
+ LUN availability
Select two or three replication partners that should host the HALUN
Appliances

ol All appliances must have identical hardware configurations, including CPU, RAM, storage, and networking
olumes

Failover strategy

Status Software version Capacity
LUN settings

| online 1,5.460.5391+76fc51b 1568
Summary

| online 1.5.460.5391+76fc51b 1568

5. Select a volume to store the LUN data. Selected volumes must have identical storage
configurations.
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Create LUN

+ Protocol
Volumes

¥ LUN availability
Select one volume on each appliance to store the HA LUN data. Selected volumes must have identical storage

v Appliances configurations.
Volumes
Volumes have identical configurations
Failover strategy
£ SW1 o
LUN settings

f— Volume & State & Capacity &  FreeSp... Type &
® € volumeo Mounted 5G6B  4.92GB Standard

B SW2 4
Volume & State & Capacity &  FreeSp... Type &

® ¢ volumed Mounted 5GB  4.92GB Standard

6. Select the “Heartbeat” failover strategy.
NOTE: To use the Node witness or the File share witness failover strategies, the
appliances should have these features licensed.

Create LUN

+ Protocol

Failover strategy
+ LUN availability

Select the preferred failover strategy. The default is “Heartbeat”. However, you can choose another method if you do not
v Appliances have a UPS unit at your disposal.

+ Volumes

Failover strategy ® “Heartbeat” (Recommended)

LUN settings Appliances constantly communicate via *Heartbeat” networks.
e To minimize the chances of “split-brain” during blackouts, configure UPS to prevent the simultaneous shutdown
of both appliances.
Summary

7. Specify the HA LUN settings, e.g. name, size, and block size. Click Next.
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Create LUN

+ Protocol
LUN settings
¥ LUN availability

Specify the HA LUN settings
« Appliances

¥ Volumes

v Failover strategy

512 bytes
LUN settings

Summary

Review target IQNs
qn.2008-08.com
qn.2 com.starwindsoftware

¥ Allow multiple concurrent connections to iSCS| targets (MPIO)

8. Review “Summary” and click the “Create” button to create the LUN.

Create LUN

+ Protocol
Summary

Protocol isCs|
v Appliances
LUN availability High availability (two-way replication)

+ Volumes

Appliance 1 = sw1

+ Failover strategy Appliance 2 = w2

+ LUN settings Volume names volume0, volume0
Volume sizes 5GB

Summary

Failover strategy Heartbeat
LUN name lun0
LUN size 4GB
MPIO Enabled

Create VMFS6 datastore  No

IQNS iqn.2008-08.com.starwindsoftware:192.168.12.206-lun0
iqn.2008-08.com.starwindsoftware:192.168.12.166-lun0

Create LUN
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Manage LUN

1. To edit a LUN, select it and click the “Manage LUN" control button.

2. On the General tab find basic LUN information such as name, host volume, capacity,
and related alerts.

StarWind SAN & NS

<« C A Not hitps://192.168.12.201 /storageVirtualDisks O @ouest

Manage LUN

General

Properties

B3 Startiind SAN & NAS

€ C A Notsecure | https://192.168.12.201/storageVirtualDisks O @ocuest

Storage
Applia... & s ¢ orage... & RAIDtype &

RAID-10
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Delete LUN

1. To delete a LUN, select one and click the Delete button.

2. Check “Ignore active sessions and force remove the selected virtual disks” if the
selected disk has active connections.

3. Check “Remove configuration and img files from volume” to remove the LUN
completely from the appliance.

4. Click the Confirm button to delete the LUN.

sw-lun-01

[ | Remove configuration and img files from the volume

This action will permanently destroy selected LUN

Cancel Delete

Network

The Network page allows performing the inventory of the attached network adapters to
the appliance, listing, and editing network settings.

StarWind SAN & NAS: Technical Paper 82



StarWi.nd One Stop Virtualization Shop

HYPERCONVERGENCE

Network

[

O o o

(m}

Edit Network Adapter Settings

1. To edit network settings, select a network adapter and click the Edit button.
2. Specify target network settings:

e Set the Management role to the network adapter connected to the management
network switch.

e Set Data role to the network adapter connected to the storage network and used
for Data (iSCSI) traffic.

e Set the Replication role to the network adapter connected to the isolated storage
network and used for Replication traffic between SAN & NAS appliances.

e Select Static or DHCP mode. For Static mode selected, specify IPv4, Netmask,
Gateway, and DNS server(s). Static IP address assignment is recommended.

e Set MTU according to your network configuration. For Data and Replication traffic,
MTU set to 9000 is recommended.
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Edit Network Adapter Settings

Management

152.168.12.63

255.255.254.0

192.168.12.1

152.168.1.17,192.168.8.17
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Configure Ha Networking

1. Launch the “Configure HA Networking” wizard.

StarW:nd 2 & admin~

Network

Configure HA networking al =l =
Adapte odel % Link status & Bandwidth ¢ MAC address & s s Appliance &
abit Net. | up 1Gbit 005t 5:A5 Management 92 6 swi1
| up 1Gbit
| up 10 Gbit
| up 0Gb

VMXNET3 Ethernet ... Down 73 Unassigned

VMXNET3 Ethernet ... 00:50:56 ol Unassigned

< Minimize

2. Select appliances for network configuration.
NOTE: the number of appliances to select is limited by your license, so can be either two
or three appliances at a time.
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Configure HA networking

Appliances

Select appliances for networ

Appliance &

=

=

3. Configure the “Data” network. Select interfaces to carry storage traffic, configure
them with static IP addresses in unique networks, and specify subnet masks:

e assign and configure at least one interface on each node

 for redundant configuration, select two interfaces on each node

e ensure interfaces are connected to client hosts directly or through redundant
switches

4. Assign MTU value to all selected network adapters, e.g. 1500 or 9000. Ensure the
switches have the same MTU value set.
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Configure HA networking

v Appliances © show sample network diagram

Data network = swi .
- Interface Model Bandwidth ~ MAC address IP address Netmask @ Link status
v ens224 VMXNET3 Ethernet.... 10Gbit  00:50:56:9C:21:E1  172.16.10.10 24 | up
[ ens2s6 VMXNET3 Ethernet.... 10Gbit  00:50:56:9C:C4:73  172.16.20.10 24
£ SW2 .
- Interface Model Bandwidth ~ MAC address 1P address Netmask @ Link status
v ens224 VMXNET3 Ethernet.... 10Gbit  00:50:56:9C:D8:13  172.16.10.20 24 | up
[J ens2s6 VMXNET3 Ethernet.... 10Gbit  00:50:56:9C:91:2C  172.16.20.20 24

Cluster MTU size:

9000

5. Click Next to validate Data network settings.

A Non-redundant configuration

Only 1 Data network is configured. Configure more Data

networks to eliminate a single point of failure

We recommended assigning at least two data network

interfaces to eliminate a single point of failure.

Acknowledge and continue?

No, cancel Yes, continue

6. Configure the “Replication” network. Select interfaces to carry storage traffic,
configure them with static IP addresses in unique networks, and specify subnet masks:

e assign and configure at least one interface on each node
 for redundant configuration, select two interfaces on each node
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e ensure interfaces are connected to client hosts directly or through redundant
switches

7. Assign MTU value to all selected network adapters, e.g. 1500 or 9000. Ensure the
switches have the same MTU value set.

Configure HA networking

) Select interfaces to carry data replication traffic, configure them with unique IP addresses, and specify subnet masks.
v Appliances

« Assign and configure at least one interface on each node @
+ Data network

« Ensure interfaces are connected to client hosts directly or through redundant switches
Replication network
© Show sample network diagram

EXTIN
- Interface Model Bandwidth MAC address IP address Netmask @ Link status
v ens256 VMXNET3 Ethernet... 10 Gbit 00:50:56:9C:C4:73 172.16.20.10 24 Down
= sw2 .
- Interface Model Bandwidth MAC address IP address Netmask @ Link status

v ens2s6 VMXNET3 Ethernet.... 10Gbit  00:50:56:9C:91:2C  172.16.20.20 24 Down

Cluster MTU size:

9000

8. Click Next to validate the Replication network settings completion.

A Non-redundant configuration

Only 1 Replication network is configured. Configure more
Replication networks to eliminate a single point of

failure.

We recommended assigning at least two data network

interfaces to eliminate a single point of failure.

Acknowledge and continue?

Noycancel ‘ -
— O
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Testing network settings..

9. Review the summary and click Configure.

Configure HA networking

v Appliances
Summary
+ Data network

¥ Replication network Appliance name = sw1

Summary Data networks 172.16.10.10

Replication networks 172.16.20.10

Appliance name £ sw2
Data networks 172.16.10.20

Replication networks 172.16.20.20

Configyze
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Appliances

The Appliances page provides the ability to add the existing appliance to another in
order to manage multiple SAN & NAS appliances from the same Ul and cluster the
storage by creating the HA LUNs between them.

Add Appliance

To create 2-way or 3-way synchronously replicated highly available storage, add partner
appliances that use the same license key.

1. Add StarWind appliance(s) in the web console, on the Appliances page.
NOTE: The newly added appliance will be linked to already connected partners.
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Add appliance

Credentials
Credentials

Specify the appliance IP address and its administrator credentials

The newly added appliance will be linked to already connected partners.
IP address
Administrator username

Administrator password

Cancel

. Provide credentials of partner appliance.

Add appliance

Credentials
Credentials

Specify the appliance IP address and its administrator credentials

The newly added appliance will be linked to already connected partners.

192.168.12.166

Cancel

. Wait for connection and validation of settings.

StarWind SAN & NAS: Technical Paper
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Connecting to appliance...

n

4. Review the summary and click “Add appliance”.

Add appliance

v Credentials
Summary
Summary
Appliance name
Storage capacity
Storage pools

Volumes

Add appliance
s
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Users

The Users page delivers role-based management for user accounts created on the
appliance. Three roles are provided to choose from:

e Administrator - administrative level access to manage the entire appliance in the
web and text user consoles.

e User - read-only level access to view all in the web console

e Veeam service - service level account to create and access Veeam repositories.

19216812204 B & starwinasananas x

€ > C A Notsecure | hitps://192.168.122219/users

Create user.

1. To create a user account press the “Add” button.

StarWind SAN & NAS: Technical Paper 93



StarW:nd One Stop Virtualization Shop

HYPERCONVERGENCE

19216812204 B & starwinasananas

ps:/192.168.122.219/ users

O @ocuest

cancel

3. Select the user role.
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19216812204 B & starwinasananas

4ps://192.168.122.219) use: O O st

Create user

v Enter user i ion Assign roles

Assign

4. Review summary.

€ > C A Notsecure | hitps// 192168122219 use O Qouest :

Tasks And Events

This item delivers information on the tasks and events running in StarWind SAN & NAS.
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Tasks

The Tasks tab provides information on tasks performed in StarWind SAN & NAS. The
Tasks tab displays the task name, the appliance entity type where this task has been
performed, entity name, owner of the task, its status, and timestamp.

[} vSphere - SW1 - Summary X | = hups:/192168.122068643/task X |

<« G A Notsecure | htps/192.168.12.206:8643/tasks Ww = 9D -

= StarW.nd - PN
SAN & NAS Free B A &

) user

Events

The Events tab contains information on the events that occurred in StarWind SAN & NAS.
The Events tab displays the event severity level, event source, time of the event,
description, entity type where the event has occurred, entity name, number of
occurrences, and the current event status.

1. To check the events in the StarWind SAN & NAS, navigate to the Events tab.
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[ vSphere - SW1 - Summary X | = httpsy/19216812.2068643/tes. X |

<« G A Not secure | hteps//192.168.12.206:8643/tasks s 1= O 2

=< StarW:nd
SAN & NAS Free

Acknowledge Mark as Resolved

Resolved

Severity Source Deseription Entity Entity Name Occurrences Resolved Acknowle...

2. To mark the recent event as Acknowledged or Resolved, select the event and select
the required option.

General Settings

To modify the appliance settings, click the gear icon in the top right corner of the
StarWind SAN & NAS interface.

The General tab allows performing an inventory of the appliance, checking and
modifying its state, license, and general settings.
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[} vSphere- comstarwindsan_nas. X | = https//192.168.12.206:8643/set! X | ==
3/settings s = D 2

= C A Not secure

= StarW:nd
SAN & NAS

General Plugins

Power v License Support Bundle

Connectivity

Change Password

The Plugins tab lists the available plugins, shows their state, and allows to launch plugin

[ vSphere - comstanwindsan_nas. X | = https:/192.168.12206:8643/sett X | = - o =
L= C A Notsecure | hesps//192.168.12.206:8643/settings %% 1= D 2

= StarW:nd
SAN & NAS

Plugins

vCenter Plugin
Status
Version

vCenter Server Appliance IP
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Controls

Power

To perform shut down and restart operations with the appliance, click Power, then Power
Off or Restart buttons in the appliance block.

[ vSphere - SW1 - Summary X | = https/192.168.12.206:8643/sett X | o+

&« @] A Not secure | hetps://192.168.12.206:3643/settings B = D S

=< StarW:nd
SAN & NAS Free

General

License Support Bundle

Change Password

License

To check the appliance license, included features, upgrade the appliance by activating
the new license, click the License control.
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[ vSphere - SW1 - Summary X | = httpsy/192.168.12.206:8643/sett X | o+

= G A Not secure | hteps//192.168.12.206:8643/settings s 1= O

Included feah

Free license does not include featu:

Support bundle.

To provide the StarWind Support Team with information on the appliance’s issues, click
Support bundle to download the support bundle.

[ vSphere - SW1 - Summary X | = httpsy/192168.12.206:8643/sett X | o+ - ol 28

<« C A Notsecure | httpsy//192.168.12.206:3643/settings s 1= O
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Modifying General Settings

To modify the general StarWind SAN & NAS settings such as the appliance hostname,
change password, time zone, click Edit in the General tab.

5] vSphere - SW1 - Summary X | = https//192.168.12206:8643/setn X | |

&~ G A Notsecure | kt55://192.168.12.206:8643/settings B = 9 2

= StarWind
SAN & NAS Free

Time zone

Services

The Services page lists services that are running on the StarWind SAN & NAS appliance
and provides controls to change their state.
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Appliance list

B & starwinasananas

€ C A Not tps://192.168.122.219) O @ cuest

Refresh

Starwind Vcenter Plugin

On this page, you can find information about installed vCenter plugins, their installation
status, version, and IP address of the vCenter Server Appliance for installed plugins.
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[} vSphere- comstarwindsan_nas. X | = https//192.168.12.206:8643/set! X | == - ol 28
= C A Notsecure | hitps//192.168.12.206:8643/settings 78 1= D 2

= StarWind
SAN & NAS

General  Plugins

vCenter Plugin

Status

Version

vCenter Server Appliance IP

Two control actions are available Open vCenter Plugin or Open Plugin Installer by
pressing the corresponding controls.

Open vCenter Plugin

The control opens the vCenter Plugin page which connects to the corresponding SAN &
NAS appliance.

(3 Vphere-SW1-Summayy X | = StaWind vCenter Plugin x| (3 vsphere-SaWingPlugin x|+ = B %

C a hétps://192.168.13.236/ui/2pp/plugin/cor

StarWind Plugin INSTANCE 192.168.12.206:8643 ¥

= StarW:nd
SAN & NAS

DASHBOARD
Appliance Summary Virtual Disk(s) Availability

Hostname. s High Availability

Operating System Ubuntu 20.04.1 LTS Limited Availability

Down

Performance

RecentTasks  Alarms A

StarWind SAN & NAS: Technical Paper 103



StarW:nd

HYPERCONVERGENCE

One Stop Virtualization Shop

The StarWind Plugin also can be launched from the vSphere Client Menu:

[ vSphers- 19216813235 -Sum: x | =

&« @]

StarWind vCenter Plugin

vm vSphere Client

Home

Shortcuts

& D

- I Hosts and Clusters
> ® vMs and Templates
2 storage
@ Networking
{ content Libraries
b Workload Management

[ Global Inventory Lists

[& Policies and Profiles

21 Auto Deploy

& Administration
Tasks

[i) Events
© Tags & Custom Attributes

&3 Lifecycle Manager

€& Starwind Plugin

A Notsecure | htps//192.168.13.236/ui/app/host:nav=h/urn:vmomi:Ho:

X | [ vSphere - SW1 - Summary

x|+

em:host:

DNS Vv

Permissions VMs Resource Pools Datastores

ware ESXI, 7.0 2, 17867351
Platform
PU E5-26

Connected

4 days

~ Configuration

~ Related Objects

Description
None

)Raas
javascriptuoid(0) |

alize Operation:

= 9 @ 2

Networks Updates

Open Plugin Installer

This control allows you to deploy, update, or uninstall the StarWind Plugin in your

VMware environment.

() vSphers - SW1 - Summary X | = StwrWind vCenter Plugin

(@] A Notsecure | hitps//192.168.12.206:

Deploy

This option allows you to deploy

StarWind vCenter Plugin to your

VMware vCenter Server Appliary

= StarWind vCenter Plugin

Update Uninstall

This option allows you to update

ot D @ 8

ption allows you to uninstall

StariWind vCenter Plugin deployed StarWind vCenter Plugin deployed

on your VMware vCenter Server

Appliance Appliance

on your VMware vCenter Server
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Deploy Wizard

This wizard installs the StarWind plugin to the VMware virtualization environment.

1. Read and accept the End User License Agreement to proceed.

vSphere - 19216813235 - Sumi X | = StarWind vCenter Plugin X vSphere - SW1 - Summary x
P

& A Motsecurs | hitps//192.168,12.206:5044 B = 9 2

=  StarWind vCenter Plugin

End User License Agreement
Please read and accept the following license agreement

FREE

1accept the terms of license agreement

2. Specify the vCenter Server FQDN or IP Address and administrator credentials and click
Next.
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[ vSphere- 19216813235 - Sumi X | = StarWind vCenter Plugin X | (5] vSphere - SW1 - Summary x|+

A Notsecure | hetes//192.168.12.206:5044 s = D S

Plugin Deployment Target

Specify the plugin deployment target settings. The target is the vCenter Server Appliance instance
on which the plugin will be installed

PLUGIN DEPLOYMENT TARGET

192.168.13.236

administrator@vsphere.local

3. Confirm the connection to your vCenter Server Appliance.

[ vSphere - 192.168.13.235 - Sumi X | = StarWind vCenter Plugin X | [ vSphere - SW1 - Summary X | =+

G A Notsecurs | hemes/192.168,12.206:5044 % = D S

The SHA1 thu

4. Review Summary and click the Install button.
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[5] vSphere- 19216813235 - Sumi X = StarWind vCenter Plugin X | [ vSphere - SW1 - Summary x|+ - o] &
C A Notsecure | hitps//192.168,12.206:5044 s = 9 g

StarWind vCenter Plugin

Summary

Review your settings selection before deploying the StarWind vCenter Plugin
PLUGIN DEPLOYMENT TARGET

vCenter Server IP address
Administrator username

Administrator password

5. Wait until the plugin is installed.

[ vSphere - 192.168.13.235 - Sumi X | = StarWind vCenter Plugin X | [ vSphere - SW1 - Summary X | =+ - o &
G A Notsecurs | hemes/192.168,12.206:5044 % = D S

=  starWind vCenter Plugin

Installation

Please wait until the Setup Wizard deploys StarWind vCenter Plugin
PLUGIN DEPLOYMENT TARGET

Install progress: 100%

INSTALLATION
+ Completed

Cancel

6. Click the Open Plugin page to start using StarWind SAN & NAS via the vCenter Plugin
interface.
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Uninstall Wizard

This wizard uninstalls the StarWind Plugin from your vCenter Server Appliance.

1. Specify the vCenter Server FQDN or IP Address and administrator credentials and click
Next.

[} vSphers- 19216813235 - Sumi X = StarWind vCenter Plugin X | [} vSphere - SW1-Summary x|+

G A Notsecure | hips//192.168,12.206:5044 Ww = 9D -

StarWind vCenter Plugin

PLUGIN DEPLOYMENT TARGET Plugl n Deployment Ta rget

Specify the plugin deployment target settings. The target is the vCenter Server Appliance instance
on which the plugin has been installed

192.168.13.236

administrator@vsphere.local

2. Confirm the connection to your vCenter Server Appliance.
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[5] vSphere- 19216813235 - Sumi X = StarWind vCenter Plugin X | [ vSphere - SW1 - Summary x|+ - o] &
C A Notsecure | hitps//192.168,12.206:5044 s = 9 g

3. Review Summary and click Uninstall button.

[ vSphere - 192.168.13.235 - Sumi X | = StarWind vCenter Plugin X | [ vSphere - SW1 - Summary X | =+ - o &
G A Notsecurs | hemes/192.168,12.206:5044 % = D S

StarWind vCenter Plugin

| PLUGIN DEPLOYMENT TARGET Plu gl n Version Information
PLUGIN VERSION INEORMATION StarWind vCenter Plugin and all its components will be uninstalled from your VMware vCenter Server Appliance
vCenter Server IP address

Plugin version

Last checked

4. Close the wizard upon finish or go back to the installer homepage.
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[5] vSphere- 19216813235 - Sumi X = StarWind vCenter Plugin X | [ vSphere - SW1 - Summary x|+ - o] &
C A Notsecure | hitps//192.168,12.206:5044 s = 9 g

StarWind vCenter Plugin

| PLUGIN DEPLOYMENT TARGET Uninstalling
Please wait until the Wizard uninstall StarWind vCenter Plugin and all its components

/| PLUGINVERSION INFORMATION

UNISTALLING Uninstalling progress:

Back to Homepage

Software Update

To update SAN & NAS to the latest published version use the Software Update page.

1. Click Check update

<« C a 4ps://192.168.122.219/5 O @ ocuest

Product update

Check update Install update

2. If a newer version of SAN & NAS is released, it will be listed on the page. Click Install
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B = starwina san s nas x

Product update

Install update

< C A Notsecure | hitps://192.168.122219/settings O @ ocuest

Update status:

4. Log back in to SAN & NAS to start using the updated version of the product.
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Text Console

This part provides a detailed description of Text-based User Interface (TUI) management
capabilities.

Welcome Page

The Welcome page provides the network connection settings, such as hostname,
management IPv4 address, web console location, and SSL certificate and allows to log in
to the appliance.

NOTE: If no network settings were previously applied upon the appliance deployment or
no DHCP server is connected to the management network, use Text Console to configure
the management network settings manually.

swi- 192.158.12.'@1 - VMware Remote Console

File  Virtual Machine Help

Starkind Appliance

CEBRDFDT

To configure the appliance, please log in to the Web console.

<Enter> Open console ¢ hutdown,

To grab input, press Ctrl+G EERERmEmmP]
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Login Screen

Enter the username and password to log into the text console.

NOTE: User accounts with an Administrator role can only access TUL.

NOTE: The default account name is “user” and its password is “rds123RDS"” without

quotes. This account is removed from the appliance upon the completion of the Initial
configuration wizard.

sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

Welcome! Authentication is reguired

<Enter: Confirm

To grab input, press Ctrl+G BEEEEE ==

Text Console Menu

The Text Console menu allows modifying the appliance settings.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

able Options Configu i Nt Network

Configure Management MNetwork Configure network settings

Troubleshoot

elect option
orm action <ESC» Log

To grab input, press Ctrl:G EEEEEwwwi]

Configure Management Network

In order to use the SAN & NAS appliance, the management network should have an IPv4
address assigned.

Possible configurations:

e static IP obtained from VMware vApp/OVF template import
e dynamic IP obtained from a DHCP server
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Configure Hanagement Metwork

t Network Interf

<Enter:>

NOTE: If no IP address was assigned after VMware vApp/OVF template import or was not
obtained from the DHCP server, Text Console will show only the hostname on the 1/3
configuration step:
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Configure M: nent Metwark

ent Network Interfac

<Enter:>

Press Enter to Modify settings, set the static IP configuration on 2/3 step.

NOTE: IP address and subnet mask are required fields. Gateway and DNS servers are
optional.
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Configure M: nent Metwark

<Enter>

Press Enter to apply the new network settings.

Step 3/3 will show the applied network settings. Press Enter or Esc to go back to the
main menu.
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Configure Hanagement Metwork

Step 3/3: Settings applied

The specified network settings have been applied.

<Enter:

NOTE: You can now use the web console to manage the appliance. The Welcome screen
of the text console now shows the network information.

Configure Smb Share

Create SMB Share

1. Open the Configure SMB Share menu, select the Create SMB Share option and
press Enter.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

To grab input, press Ctrl:G EEEEEwwwi]

2. To create an SMB share, select a volume created using the web console and type the
name of the network share. Press Enter to go to the next step.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

, select a wvolume and specify the

lsib-share_ [

Select Option

To grab input, press Ctrl+G EEEEE = f

NOTE: if the appliance has no volumes, network shared folders can’t be created.
3. Set the allowed IP address range to access the network share.

Use * to allow all clients on your Management and Data network. Limit access by
specifying the corresponding IP range i.e. 192.168.0.0/24
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

Conf igL

ify the client IP or subne

Allowed IP ra

Select Option

To grab input, press Ctrl+G

One Stop Virtualization Shop

EEEEE==®

4. Review the configuration, press Enter, and then the Y key to confirm the operation.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

 name: =m
Selected volume: volumed

Allowed IP rs *

ect Option

To grab input, press Ctrl+G EEEEE = f
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

To grab input, press Ctrl+G EREEE"wwm

5. The SMB share is created on a volume and is available at the /mnt/smb/share-name-
folder.

Remove SMB share

This menu allows removing any share created on the appliance.

1. Open the Remove SMB Share menu, select the Remove SMB Share option and
press Enter.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

Remove

To grab input, press Ctrl:G EEEEEwwwi]

NOTE. All the data located on the selected share will be permanently removed.

2. Select share name to remove.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

Removw

Select share name to remove it.

{ 1 smh-share

Tupe “yes" to confirm removal:

:1ect Option

To grab input, press Ctrl+G EEEEE = f

3. Type yes to confirm.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

Removw

Select share name to remove it.

[ (S |

:1ect Option

To grab input, press Ctrl+G EEEEE = f

4. The selected network share has been removed.
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sSelected network share removed

network share has been remowved from

Change SMB password

This menu allows changing and setting a new password to the “user” account to access
to access SMB shares on this appliance.

Enter a new password twice. Press Enter to set a new password.

StarWind SAN & NAS: Technical Paper 127



StarW:nd

HYPERCONVERGENCE

File  Virtual Machine Help

i
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sw1- 192.168.12.191 - VMware Remote Console

vord for current user to a

> Select Option

To grab input, press Ctrl+G

starwind
[ N |

<Enter: Confirm

EEEEE==®

Configure Nfs Share

Create NFS Share

1. Open the Configure NFS Share menu, select the Create NFS Share option and

press Enter.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

To grab input, press Ctrl:G EEEEEwwwi]

2. To create an NFS share, select a volume created using the web console and type the
name of the network share. Press Enter to go to the next step.

StarWind SAN & NAS: Technical Paper 129



StarWi.nd One Stop Virtualization Shop

HYPERCONVERGENCE

sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

a new NFS

[ (- |

Select Option

To grab input, press Ctrl+G EEEEE = f

NOTE: if the appliance has no volumes, network shared folders can’t be created.
3. Set the allowed IP address range to access the network share.

Use * to allow all clients on your Management and Data network. Limit access by
specifying the corresponding IP range i.e. 192.168.0.0/24
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

Configure NF

ify the client IP or subne

Allowed IP ra

Select Option

To grab input, press Ctrl+G

One Stop Virtualization Shop

EEEEE==®

4. Review the configuration, press Enter, and then the Y key to confirm the operation.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

 name:
Selected volume: volumed

Allowed IP rs *

ect Option

To grab input, press Ctrl+G

One Stop Virtualization Shop

EEEEE==®
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

To grab input, press Ctrl+G EREEE"wwm

5. The NFS share is created on a volume and is available at the /mnt/nfs/share-name-
folder.

Remove NFS share

This menu allows removing any share created on the appliance.

1. Open the Remove NFS Share menu, select the Remove NFS Share option and
press Enter.

StarWind SAN & NAS: Technical Paper 133



StarW:.nd One Stop Virtualization Shop

HYPERCONVERGENCE

sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

Remove

To grab input, press Ctrl:G EEEEEwwwR]

NOTE. All the data located on the selected share will be permanently removed.

2. Select share name to remove.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

Remowve MFS are

Select share name to remove it.

{_1 nfs-share

Tupe “yes" to confirm removal:

:1ect Option

To grab input, press Ctrl+G EEEEE = f

3. Type yes to confirm.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

Remowve MFS are

Select share name to remove it.

[ (. |

:1ect Option

To grab input, press Ctrl+G EEEEE = f

4. The selected network share has been removed.
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sSelected network share removed

network share has been remowved from

Troubleshoot

Change password

This menu allows changing and setting a new password to the “user” account to access
the appliance over SSH and web console.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

Appliance Adminis
ord for current user.

the Text and Heb co

Confirm ¢

ect Option Confirm

To grab input, press Ctrl+G

One Stop Virtualization Shop

EEEEE==®

Type a new password twice.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

Appliance Adminis
ord for current user.

the Text and Heb co

rwind
1
Confirm f g [ ]

ect Option Confirm

To grab input, press Ctrl+G EEEEE = f

Press Enter key to set it up.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

Set Appliance Administrator orl

vord for current user.

Flease wait

CORPEN Alert will automatically close in 2

elect Option Conf irm

To grab input, press Ctrl+G

One Stop Virtualization Shop

EEEEEw=emf

Additional settings

Press Enter key to open Additional settings
Enable or disable SSH Access by pressing the Enter key.

NOTE: SSH Access needs to be enabled to create HA LUNs.
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sw1- 192.168.12.191 - VMware Remote Console

File  Virtual Machine Help

Additional settin

Enable or disahle additional settin

[#] Enahled

To grab input, press Ctrl+G EEEEE =™

Open Shell Terminal

This menu option allows to open a command-line console over the text-based user
interface.
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Terminal in focus 2 e terminal: 'CTR
minal not in fo

To exit the command-line console, press Ctrl + x to release focus, then press the Esc
key.
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shin  swapfile

1:/% uptime
j min, O users, load average: 1.14, 0.56, 0.24

Terminal not in focus 2 e terminal: 'CTR
minal not in fo

Collect Support Bundle

Collect Support Bundle allows collecting all logs to a file generated into
/tmp/support_bundle/ folder.

1. Press Enter to generate the support bundle which is a zip file with system logs.
2. Once it is generated, it is available to download from /tmp/support_bundle folder

NOTE: Upon system reboot, all data is removed from the /tmp folder
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Collect Support Bundle

<Enter:>

3. Download the support bundle by connecting to the appliance using external SFTP or
SSH clients.

NOTE: Ensure that the SSH service is enabled in TUI -> Additional settings -> SSH
access.

Connecting Starwind San & Nas To The Hypervisor
Server

Connecting Starwind Virtual Disk To Vmware Esxi
Server

1. Log in VMware ESXi server.

2. Navigate to the Storage sidebar-menu, then open the Adapters tab.
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3. Click the “Software iSCSI” button to launch the “Configuring iSCSI” wizard.

4. Set the “iSCSI enabled” option as Enabled.

localhoststarwindlocal - Vhiwe: X | S hitpsi//192.1681261:8643/dssh X | + I
& C A Not secure | Bttps//192.168.12.203/ui/#/host/storage/adapters Y& 1= 2
vmware ESXi” moie192.168.12203 | hep~ | (CYERE -
°T% Navigator || (3 1ocalnost starwind.ocal - Storage
+ [ Host Datastores ‘ Adapters ‘ Devices Persistent Memory
Manage
Monitor 2 Software iSCSI Rescan | (@ Refresh (@ search
{1 Virtual Machines Name ~ | Model ~ | stats ~ | Driver =
S EEEETE e =
€ Networking | B configure iSCSI - vmhbag5
iSCS! enabled
O Disabled ® Enabled sitems
» Name & alias iqn.1998-01 Com vmware:603189-3778-D30-5183-0050569Cb24-421a521C
+ CHAP authentication Do not use CHAP o
» Mutual CHAP authentieation [ .
» Advanced settings Click to expand
Network port bindings W8l Add port binding N
pr— |
R Mkemel NI ~ | Port group ~ | IPvé address v o
Tk No port bindings plted v .
Updale S 5 ; 2021 023701
e &8 Add stati target # Edit setings (' search )
| save configuration || cancel

5. Add the IPv4 address of StarWind SAN & NAS iSCSI/Data network interface to the
Dynamic targets. Save the configuration.

- o x
localhoststarwindlocal - Viwar X | & htpsi1921681261:8643/dssh X | +
& C A Notsecure | https//192.168.12.203/ui/#/host/storage/adapters 75 = &
vmware ESXi moeis2 16812203~ | Hep~ | (CYEEED -
“T5 Navigator || 3 localhost starwind.local - Storage
+ [ Host Datastores ‘ Adapters ‘ Devices Persistent Memory
Manage
o I8 SoftwareiSCSl 8 Rescan | 3 Refresh (@ search
{1 Virtual Machines Name ~ | Model ~ | Status ~ | Driver v
s G T =
€ Networking s B configure iSCSI - vmhbaés
L
» Advancad settings Click 0 expand attems
Network port bindings %8 Add port binding
VMKemel NIC ~ | Portgroup ~ | IPvé address -
No port bindings
Static targets &3 Add static target 7 Edit settings (Q Search )
Target ~ | Address ~ | Port -
No static targets
Dynamic targets 8 agd dynamic target K] Remove dynamic target 4 Edit settings (' search =
= Address ~ | Pot - pleted v v
Uptate 5q [172.16.10.100 3260 a0z o237
=

6. Switch to the Devices tab and click the “Rescan” button.
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hitps://192.168.12.203/ui/

7. Once scanned, the created StarWind virtual disks appear.

localhoststanwindlocal - Mwar X | & hitps://192.16812.618643/dash X | + = B &
& C A Notsecure | https://192.168.12.203/ui/#/host/storage/devices % 1= 2
[PPR G Seorch
“I% Navigator || (3 Iocalhost.starwind.local - Storage
~ @ Host Datastores Adapters | Devices | Persistent Memory
Manage
Monitor €3 New datastore  FE Increase capacity B Rescan | G Refresh | (@ seamh
e Name ~  Sutus Type | Capacity | QueveDepth  ~  Vendor -
) Local NECYMWar CD-ROM (mpxyimhibat:COTOL0) @ Voma COROM Unkown WA Winare
@ Networking 2 Local WNweare Disk (mpxvmhta0 COTI-LO) @ Nomal Disk 40068 1024 Wiware
3 Local YMvrare Disk (MpXVmNBa0 COTOL0) @ Nomal Disk. 1068 1028 Wiware
3items
4
Recent tasks 7]
Task ~ | Target Initigtor ~ | Queved ~ | Started ~ | Result & ~ | Completed v ~
Update Intemnat Scsi Alias Iocalhost starwind local root 0304/2021 02:38:22 0304/2021 02:38:22 o Completed successfully 0304/2021 02:38:22
Update Internet Sesi Advanced Options. Iocalhost starwind local root 03042021 02:38:22 03042021 02:38:22 o ‘Completed successfully 03042021 02:38:22
Add Internet Scsi Send Tarets Iocalhost starwind local root 03042021 02:38:22 03042021 02:38:22 o ‘Complatad successfully 03042021 02:38:22
Update Software Internet Scsi Enabled Iocalhost starwind local root 03042021 02:36:58 03042021 02:36:58 ° ‘Complatad successfully 03042021 02:37:01
Ressan All iza ocalhost starwind local oot oalo4/2021 023822 oal4/2021 0238:22 @ compisted successtutly /2021 023823

- a X
localhoststarwindlocal - Viwar X | & hitpsi//192.16812618643/stor=. X | +
&« @] A Not secure | hetps://192.168.12.203/ui/#/host/storage/devices % = 2
122~ | tepr | G
“15 Navigator 1 || (3 localhost.starwind.local - Storage
~ [g Host Datastores Adaplers | Devices | Persstent Memory
Manage
Monitor 3 New datastore  EEJ Increase capacity B, Rescan | G Refresh | (Q searcn
) Virtual Machines Name ~ | Status Type ~ | Capacity ~ | QueveDepth v~  Vendor v
23 STARWIND iSCS Disk (eui 717e59bbd42706a3) @ Nomal Disk 2068 128 STARWIND
€ Networking 5 Local NECVMWar CD-ROM (mpx.vmhbat:CO-TOLO) @ Nomal COROM Unknown NiA Wiware
23 Local VMware Disk (mpx.vmhba0-C0:T1.L0} @ Normal Disk 400 GB 1024 Vweare
23 Local VWhware Disk (mpxvmhba0:COTOLD) @ Nomal Disk 1068 1024 Wiware
4 items
Recent tasks 7]
Task ~ Target Initiator ~  Queued ~  Started ~  Result & ~ | Completed w v
RescanVmis ocahost stanwindlocal oot 0302021 02:30:30 oaiD4021 023030 @ compicted successtully 03i0w/2021 023031
Rescan AllHba ocahost stanwindlocal oot ouiowz021 023822 0uiowz021 023822 @ compioted successtully aiowz021 023823
Update Intrnet Sesi Al ocahoet stanwindlocal oot oaio2021 023822 0aiow2021 023822 @ compioted successtully aiowz021 023822
Update Intrnet Sesi Advanced Optons ocahost stanwindlocal oot ouiowz021 023822 0uiowz021 023822 @ compioted successtully aiowz0z1 023822
Add Intamet Scsi Send Targels ocahoet stanwindlocal oot 0uow2021 023822 oaiw2021 023822 @ Comploted successtully oaiowz021 023822
Updale Software oot Scs Enabied bcahoet stanwindfocal ool 030472021 023658 030472021 0236:58 @ Comploted successfully 030472021 023701

8. Click the “New datastore” button.

9. The Datastore creation wizard appears. Specify the Datastore name.

StarWind SAN & NAS: Technical Paper

146



StarWi.nd One Stop Virtualization Shop

HYPERCONVERGENCE

localhoststarwind.local - VMwar X | &  hitps://192.168.12,61:8643/stor= X ‘ + - o] &
<« G A Not secure | hteps://192.168.12.203/ui/#/host/storage/devices s 1= 2

3 New datastore - StarWindDatastore

Datastore name

LR Provide a name for the new datastore
3 Select partitioning options

4 Ready to complete

Name

StarWindDatastore

Finish

10. Select the StarWind virtual disk.

localhoststarwindlocal - Viwar X | & hitpsi//192.16812618643/stor=. X | + = 8 X%
&« C A Not secure | hetps://192.168.12.203/ui/#/host/storage/devices 78 1= [ ]

-

3 New datastore - StarWindDatastore

+ 1 Datastore name Select device
By 2 Select device

3 Select partitioning options
4 Ready to complete

Select a device on which to create a new VMFS partition

The following devices are unciaimed and can be used to create a new VMFS datastore
Name

) STARWIND iSCSI Disk (evi 717e59bbd42796a3)

Finish

11. Specify the partition options and create the VMFS 6 partition using the entire disk
capacity.
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localhoststarwindlocal - Viwar X | & hitps//192.16812618643/stor=. X | +

<« G A Not secure | hteps://192.168.12.203/ui/#/host/storage/devices s 1= 2

3 New datastore - StarWindDatastore

+ 1 Datastore name Select partitioning options
2 Select device Select how you would ike to parttion the device

B4 3 Select partitioning options

4 Ready to complete

Use full disk

Before, select a partition
Free space (20 GB) 1.VMFS (20 GB)

12. Review the configuration summary and click “Finish” to create the datastore.

Iocalhoststarwind.local - VMwa: X | &=  httpsi//192.168.12.61:8643/stors. X ‘ +

&« @] A Not secure | hetps://192.168.12.203/ui/#/host/storage/devices % = 2

3 New datastore - StarWindDatastore

+ 1 Datastore name Ready to complete
+ 2 Select device Summary
+ 3 Select partitioning options.

k4 4 Ready to complete
Name StarwindDatastore.

Disk STARWIND iSCSI Disk (eui.717250bbd42796a3)

Partiioning Use full disk

VMFS version [

MFS (20 6B)

13. Confirm virtual disk erase if ESXi warning appears.
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localhoststarwindlocal - Viwar X | & hitps://192.168.12.61:8643/stor= X | +

& C A Notsecure | https://192.168.12.203/ui/#/host/storage/devices

1. Warning

The enlire contents of this disk are about to be erased and replaced with the specified
configuration, are you sure?

14. Check the StarWind datastore in the Datastores tab.

= a x
localhoststarwindlocal - Vhwer X | & hitpsi//192.16812.61:8643/store % | +
&« @] A Not secure | ketps://192.168.12.203/ui/#/host/storage/datastores o= 2
vmware ESXi 2203~ | Help~ Q Search
“¢% Navigator E localhost.starwind.local - Storage
~ [ Host Datastores | Adapters Devices Persistent Memory
Manage
Monitor 3 New datastore 8 Increase capacity | (P RegisteraVM (] Datastore browser | G Refresh | 4} Actions (@ search )
Virtual Machines. Name ~ | DiveType  ~  Capacity ~ Posoned v Free v | Type ~ | Thin provisioning ~ | Access -
9 Datastore Non-SSD 99975 6B 14236 68 2573968 MFSG Supported Single
G Networking 3 StarWindDatastore Non-550 197568 14168 18.34 68 WFss Supported single
2items
5
sToRAGE Fres 183468
" StarwindDatastore % 79
UseD 14168 CAPACITY: 1875 GB
Type VMFS6
- Location 783541-2 4
3 uuiD 50402d57-67855410-a203-0050555cb724
o Hosts 1
Virtual Machines: o
[£] Recent tasks
Task ~ | Target ~ | Initigor ~ | Queved | Staried ~ | Result & ~ | Completed v ~
Crata s Dasiore ocalhost sarwin logal oot 002021 024406 02021 024405 © Completed succasstully a1 024425
Rescan'Vs ocalhost sarwind logal oot o201 024272 oubwnz 024222 @ compieted successtutly a0z 024222
Rescan'Vs ocalhost sarwind logal oot 002021 023930 o020 023830 @ compieted successtutly 3421 023031
Rescan Al it ocalhost sarwind logal oot o201 023872 oubwnz 025822 @ compieted successtutly o321 023823
Update Internet Scsi Alias localhost starwind Jocal root 0042021 02:38:22 03042021 02:38:22 0 Complated successfully 03042021 02:38:22
Update Intenet Scsi Advanced Options localhost starwind Jocal oot 03042021 02:38:22 03042021 02:38:22 O Completed successfully 030472021 02:38:22

Connecting Starwind Luns To Vmware Vsphere
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Servers
1. Log in to VMware vSphere Client.

2. Select the ESXi server in the sidebar-menu, then navigate to the “Configure” tab and
open the “Storage Adapters” submenu page.

3. Click the “+Add Software Adapter” button to launch the corresponding wizard.

[ vSphere - 19216812154 - Stor= x| [] vephere - 19216812205 - Virtu: X | + - B
&« @] (3 https://192.168.12.242/ui/app/hostnav=h/urn:vmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/co.. &£ v 1= O 2
vm vSphere Client
g @ [4 192.168.12.154 ACTIONS v
v [192.168.12.242 Summary Monitor Configure Permissions VMs Datastores Networks Updates
v [ Datacenter Storage . Storage Adapters
~ [ Cluster _
0 19216812 154 Storage Adapters —+ Add software Adam% Ec Refresh [y Rescan Storage.
[ 19216812172 Storage Devices Adapter v Type v Staws v | Identfier v Ta. v Dev.y P
[ 192168.12.205 Host Cache Configuration 4 Model: PlIX4 for 430TX/440BX/MX IDE Controller
@ swi Protocol Endpoints vmhbal Block S, Unknown - 1 1 1
ﬁ VMware vCenter Server I/O Filters vmhobatsd Block S, Unknown 9] 9] C
Networking - 4 Model: PVSCSI SCSI Controller
Virtual switches & copy A 3tems
VMkernel adapters
Physical adapters
TCP/IP configuration
Virtual Machines v
No items selected
Recent Tasks Alarms ¥
Task Name ~ | Target ~  Status v Details ~ | Initiator ~  Queued For ~ | StartTime | ~  CompletionTime ~ ~  Server ~
03/04/2021, 7:0918 03/04/2021,7:24:35
Deploy OVF template {31 S v Completed VSPHERELOCALWp..  24ms - - 19216812.242
03/04/2021, 7.07.39 03/04/2021,7:2436
Import OVF package [ 1s216812205 v Completed vephere.localAdmin 102 ms . . 19216812.242
hittps://192.168.12.242/ui/ R —

4. Mark the “Add software iSCSI adapter” option and click OK.
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[ vSphere - 19216812154 - Stor= X | [] vSphere - 192.168:12205 - Virtu: X | +

< Cc a

Add Software Adapter

@ Add software ISCSI adapter

192.168.12.154

https://192.168.12.242/ui/app/host;nav=h/urnvmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/co... £ 1§ = D z

A new software ISCS| adapter will be added to the list. After it has been added, select the adapter and use the Adapter

Details section to complete the configuration.

5. Add the IPv4 address of StarWind CVM Data\iSCSI network interface to the “Dynamic

Discovery“. Save the configuration

[ vSphere - 192.168.12.154 - Stor= X | [ vSphere - 182.168.12.205 - Virtu: X \ +

< c a

vm vSphere Client

~ [ Cluster
[A 192.168.12.154
[4 192.188.12.172
[ 19218812.205
@ swi

(B VMware vCenter Server

Storage Adapters
Storage Devices
Host Cache Configuration
Protocol Endpoints
I/O Filters
Networking
Virtual switches
VMkernel adapters
Physical adapters
TCRAP configuration
Virtual Machines
VM Startup/Shutdown
Agent VM Settings
Default VM Compatibility
Swap File Location
System

Licensing

Recent Tasks Alarms

https://192.168.12.242/ui/app/host;nav=h/urn:vmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/co.. £ 18

2 @ [4 192.168.12.154 ACTIONS v
v [719216812.242 Summary Monitor Configure Permissions VMs Datastores
v [ Datacenmer — Storage Adapters

~ Add Software Adapter [ Refresh

Networks

[ Rescan Storage

Updates

| B4 Rescan Adapter

Adapter v Type ¥ Staws v | Identfier Y Tar. ¥ Dev. ¥ Pat
4 Model: ISCSI Software Adapter
vmhba&5 ISCSI Online 1gn1998-01.comvmware:6040... 0 0 o
4 Model: PliX4 for 430TX/440BX/MX IDE Controller
vmhbal Block S Unknown 1 1 1
@ nnecn n n n
EycopyAl |  4items
Properti.. Devic.. Paths Dynamic Discove.. Static Discove.. Network Port Bindi.. Advanced Optio.
=+ Add.. X Remowe Authenucstion.. Advanced
iSCSl server ~
| 172161010:3260 I
e

litems

»

6. Click on the “Rescan” button to discover StarWind virtual disk.
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(5 vSphere-192.168.12.154 - Stor= X | [ vSphere- 192.16812205 - Virtu X | + - o X
& C & httpsy//192.168.12.242/ui/app/host;nav=h/urn:vmomi:HostSystem:host-26:dd2967e6-1d51-41bf-02a0-c7a0362479bf/co.. £ 1§ 1= O e -
vm vSphere Client
i g @ [4 192.168.12.154 ACTIONS v
© ezies o Summary  Monitor  Configure  Permissions ~ VMs  Datastores  Networks  Updates
v [ Datacenter storage . | Storage Adapters
~ [ Cluster B
[ 19216812154 Storage Adapters - Add Software Adapter B Refresh ﬁa Rescan Storage . | ) Rescan Adapter Remove
192.168.12.172 Storage Devices Adapter v Type v~/ Status v  Identifier v Tar. v Dev.. vy Pat.
[ 19216812205 Host Cache Configuration 4 Model: 1SCSI Software Adapter
& swi Protocol Endpoints vmhba6s 1SCSI Online 1Gn1998-0L.comyvmware:6040_. 0 0 o
% VMware vCenter Server I/O Filters 4 Model: PiiX4 for 430TX/440BX/MX IDE Controller
Networking v vmhbal Block S Unknown - 1 1 1
[ St © Lintmmn " " n
Virtual switches
Mkernel adapters [copyan | 4nems
Physical adapters Properti.. Devic. Paths Dynamic Discove.. Static Discove.. Network Port Bindi. Advanced Optio
TCP/IP configuration
—‘rAdd X Remove Authenucamon.. Advanced
Virtual Machines v f— .
VM Startup/Shutdown 1721610.10:3260
Agent VM Settings
Default VM Compatibility
Swap File Location
System v
Titems
Licensing
A
https,//182.168.12.242/ui/ ATMS &
(5 vSphers- 19216812154 - Stor= X | [5] vSphere - 19216812205 - Virtw X | + - o 3
& C (5 https://192.168.12.242/ui/app/host;nav=h/urn:vmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/co... &£ T 1= ©O ® -

Rescan Storage

Scan for new Storage Devices
Rescan all host bus adapters for new storage devices. Rescanning all adapters
can be slow,

Scan for new VMFS Volumes

Rescan all known storage devices for new VMFS volumes that have been

added since the last scan. Rescanning known storage for new file systems is

r than rescanning for new storage

7. Once scanned, the created StarWind LUNs appear on the “Storage Devices” submenu
page.
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- a X
[ vSphere - 192.168.12.154 - Stor= X | 4=
& C & httpsy//192.168.12.242/ui/app/host;nav=h/urn:vmomi:HostSystem:host-26:dd2967e6-1d51-41bf-02a0-c7a0362479bf/co.. £ 1§ 1= O e -
vm vSphere Client
i g @ [ 192.168.12.154 ACTIONS v
« [ 2168 2,242 Summary  Monitor  Configure  Permissions ~ VMs  Datastores Updates
v Datacenter
[ storage . | Storage Devices
~ [ Cluster -
0 19216812154 Storage Adapters £ Refresh | ER Detach @] Reneme.. @ TurnOnLED @ TumOFLED () Erase Parutons
0 10216812172 Bl Mark as Flash Disk B Mark as Local - Mark as Perennially Reserved
[ 192168.12.205 Host Cache Configuration Name ~ L. v Type ~ Capacity ~ Datasto.. v Operational.. ~
B LOLET VIVIWETE DISK (ITPAVITITNIUEU-CU T LU, U ISk UUUU GBI S AlELTEY
[ swi Protocol Endpoints
Local VMuware Disk (mpxvmhbad:CO-TO:LO) 0 disk 1000GE  NotCons.  Attached
£ VMware vCenter Server 1/O Filters
Local NECVMWar CD-ROM (mpxvmhbat.CO:TO... [} cdrom Not Cens... Attached
Networking e STARWIND ISCSI Disk [eul717R5900042796a3) | O disk 200068 [ Star. Attached
Virtual switches o
Mkernel adapters [copyan | 4nems
Physical adapters Properties Paths Partition Details
TCP/IP configuration
General
Virtual Machines v Name STARWIND iSCSI Disk (eui.717e590bd42796a3)
Identifier eui.717e59bbd42796a3
VM Startup/Shutdown Type disk
Agent VM Settings Location fumis/devices/disks/eui 717e58bbd42796a3
20.00 GB
Default VM Compatibility HDD
Swap File Location re Acceleration Supported
Transport iscs
System b owner NMP
Licensina Sectar Format 190
Recent Tasks  Alarms A

8. Right-click on the ESXi server to open the “Actions” menu, click on “Storage” and click
the “New datastore” button.

- [m] X
[ vSphere - 192.168.12.154 - Stor= X | ==
&~ (@] 5 https://192.168.12.242/ui/app/host;nav=h/urnvmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/co... £ 15 1= @O e -
[H Actions - 192168 12.154
T New Virtal Machine.
+ 5
i) S| T3l Deploy OVF Template. 168.12.154 ACTIONS v
&
v [7192168.12.242 - Monitor Configure Permissions VMs Datastores Net Updates
%0 I
Datacenter e i
v . | Storage Devices
v [ Cluster Maintenance Mode 5 _
0 1021681215 e Adapters £ Refresh | ER Detach m] Reneme.. @ TurnOnlLED @ TumOFLED (g} Erase Partitions
0 021881217 Connection * e Devices Mark as Flash Disk B, Mark as Local Mark as Perennlally Reserved
[ 19216812.2 Power + | ache Configuration Name ~ L. ~ Type ~ Capacity ~ Datasto. ~ Operational.. ~
) LUCa VWG DISK (TR VITIUGU-C0T 0U] 5 sk U SE O COnE ALaL RS
@ swi ol Endpoints
Certificates » Local VMware Disk (mpxvmhba0:COT0:L0) a disk 1000GE  NotCons..  Attached
B VMware vCe r
- Local NECYMWar CD-ROM {mpxvmhbat:COTO.. O cdrom NotCons..  Atached
Storage » New Datastore... | , —
STARWIND ISCS| Diek (eul71765900042796a3) | O disk 200068 [ swer Auacned
#3 Add Networking [y Rescan Storage
= [ Copy Al 4items
Host Profiles » [neladapters a I
al adapters Properties Paths Partition Details
Export System Logs.
configuration
General
achines v Name STARWIND iSCS| Disk (eul.717e59bbd42796a3)
Identifier eui.717e59bbd42796a3
%+ Assign License artup/Shutdown Type disk
i Location fumfs/devices/disks/eui 717e58bbd42796a3
Settings VM Settings ‘ fumfs| 5 2796:
. Capacity 20.00GB
ove 1o t VM Compatibility Drive Type HDD
. File Location Hardware Acceleration Supported
Tags & Custom Attribut.. » v Transport isesl
Owner NMP
Remove from Inventory ing Sectaroanat 2126
Recent Tasks  Alary ~ Add Permission A

9. The Datastore creation wizard appears. Specify the Datastore type as VMFS.
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[ vSphere - 192.168.12.154 - Stor= X | 4=

&~ @] (5] https://192.168.12.242/ui/app/host;nav=h/urnvmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/co... £ 1§ = D z

New Datastore

A -

2 Name and device selection ~ Specify datastore type

3 VMFS version

4 Partition configuration @ viFs

5 Ready to complete Create a VMFS datastore on a disk/LUN

NFS

Create an NFS datastore on an NFS share over the network

vVol
Create a Virtual Volumes datastore on a storage container connected 1o a storage

provider.

CANCEL %
p

10. Specify the datastore name. Select the StarWind virtual disk.

[ vSphere - 192.168.12.154 - Stor=. X | 4

&« @] () https://192.168.12.242/ui/app/host;nav=h/urn:vmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/co... £ 1§ ¢= @O 2

New Datastore

¥ 1Type Name and device selection

v ELELEELLLEMIEER RN  Select a name and a disk/LUN for provisioning the datastore.

3 VMFS version

. . Datastore name: StarWindDatastore
4 Partition configuration

5 Ready to complete
Name ~ | LUN ~ cCapacity <~ Hardware. ~ DriveT. +
STARWIND ISCS| Disk (eu 0 2000GB  Supported HDD
Local VMware Disk (mpx 0 10000GB  Notsuppor.  HDD

Local VMware Disk {mpx 0 1000 GB Not suppor._. HDD

5

11. Specify the VMFS6 version for the datastore.
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[ vSphere - 192.168.12.154 - Stor= X | 4= - a o
&~ @] (5] https://192.168.12.242/ui/app/host;nav=h/urnvmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/co... £ 1§ = D z

New Datastore

v 1Type 'VMFS version
+ 2 Name and device selection  Specify the VMFS version for the datastore.

4 Partition configuration

® VMFS 6

5 Ready to complete VMFS 6 enables advanced format (512e) and automatic space reclamation support.

O vMFs s

VMFS 5 enables 2+TB LUN support.

CANCEL m

5

12. Specify the datastore size using the entire disk capacity.

5 vSphere - 192.168.12.154 - Stor= X | &= - o X
&« @] () https://192.168.12.242/ui/app/host;nav=h/urn:vmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/co... £ 1§ ¢= @O 2

New Datastore

¥ 1Type Partition configuration

v 2 Name and device selection  Review the disk layout and specify partition configuration details
+ 3 VMFS version

I p— Partition Configuration Use all available partitions

5 Ready to complete

Datastore Size
Block size 1MB

Space Reclamation Granularity 1MB

Space Reclamation Priority L)
Low: Deleted or unmapped blocks are reclaimed

on the LUN at Low priority

Empty20.0/GE]

CANCEL m

5

13. Review the configuration summary and click “Finish” to create the datastore.
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[ vSphere - 192.168.12.154 - Stor= X | 4= - a o
&~ @] (5] https://192.168.12.242/ui/app/host;nav=h/urnvmomi:HostSystem:host-26:dd2967e6-1d51-41bf-92a0-c7a0362479bf/co... £ 1§ = D z

New Datastore

+ 1Type Ready to complete
v 2 Name and device selection Review your settings selections before finishing the wizard.

+ 3 VMFS version

+ 4 Partition configuration General
5 Ready to complete Name: StarwindDatastore
Type VMFS
Datastore size: 20.00GB

Device and Formatting
Disk/LUN STARWIND iSCSI Disk (eui.717e59bbd42796a3)
Partition Format: GPT
VMFS Version VMFS &
Block Size: 1MB
Space Reclamation 1MB
Granularity:
Space Reclamation Priority Low: Deleted or unmapped blocks are reclaimed on
the LUN at low priority

CANCEL m

5

14. Check the StarWind datastore in the Datastores tab.

5] vSphere - Datacenter - Datastor: X | 4= - o X
&« @] (5] https://192.168.12.242/ui/app/datacenter;nav=s/urn:vmomi:Datacenter:datacenter-10:dd2967e6-1d51-41bf-92a0-c7a03.. &£ 1§ = D z

vm vSphere Client

g @ [h Datacenter ACTIONS v
v [§192168.12.242 Summary Monitor Configure Permissions Hosts & Clusters VMs Datastores Networks Updates

Datastore Folders

~ [ Datacenter
. Datastores Datastore Clusters
& Datastore

B starwindDatastore

W _Filter

Name T ~  Status v Type v  DatastoreClu. ~ Capacity v Free ~

E Datastore v Normal VMFS 6 49975 GB 31 GB

& swarWindDatastore v Normal VMFS 6 1975 GB 1834 GB

s
3 Bxport 2items,
Recent Tasks  Alarms ¥
Task Name v Target ~ | Staws ~ | Demails v Inhiator ~  Queued For ~ | SwanTime | ~  CompletionTime v  Server v
Process VMFS 03/04/2021, 7:42:53 03/04/2021,7:42:54
D 19216812172 v Completed System 9ms 19216812242

datastore updates AM AM
Create VMFS 03/04/2021, 7:42:45 03/04/2021,7:42:53
I [ 1o216812154 v/ Completed VSPHERE.LOCAL\A 5ms . . 19216812 242
Al v More Tasks

15. Repeat the configuration steps 6-13 to add newly created StarWind LUNs
as datastores on your VMware vSphere cluster.
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Connecting Starwind Virtual Disk To Hyper-V
Servers

Enabling Multipath Support on Hyper-V Servers

1. Install the Multipath I/O feature by executing the following command in the PowerShell
window:

dism /online /enable-feature:MultipathIo

2. Open MPIO Properties by executing the following command in the CMD window:

mpioctl

3. In the Discover Multi-Paths tab, select the Add support for iSCSI devices checkbox and
click Add.
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MPIO Properties =

MPIO Devices Discover Muli-Paths  DSM Install  Configuration Snapshot

SPC-3 compliant

Device Hardware Id

Add support for ISCSI devices
] add suppart for SAS devices

Add
Others
Device Hardware Id
Add
Cancel

4. When prompted to restart the server, click Yes to proceed.

5. Repeat the same procedure on the other compute server that will be connected to
SAN & NAS appliance.

Provisioning StarWind SAN & NAS Storage to Hyper-V Server Hosts

1. Launch Microsoft iSCSI Initiator by executing the following command in
the CMD window:

iscsicpl
2. Navigate to the Discovery tab.

3. Click the Discover Portal button. The Discover Target Portal dialog appears. Type the
IP address assigned to iSCSI/Data interface, i.e. 172.16.10.100.

StarWind SAN & NAS: Technical Paper 158



StarWi.nd One Stop Virtualization Shop

HYPERCONVERGENCE

Discowver Target Portal *

Enter the IP address or DMNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

IP address or DMS name: Port: (Default is 3260.)
172.16.10.100 | | 3260
Advanced... oK Cancel

4. Click the Advanced button. Select Microsoft iSCSI Initiator as a Local adapter and as
Initiator IP select the IP address of a network adapter connected to the Data\iSCSI virtual
switch. Confirm the actions to complete the Target Portal discovery.
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Advanced Settings ? x

General  Ipsec
Connect using
Local adapter: Microsoft iSCSI Initiator o
Initiator IP: 172.16.10.10 W

Target portal IP:

CRC f Checksum
[]Data digest [ ]Header digest

[ |Enable CHAF log on
CHAP Log on information

CHAP helps ensure connection security by providing authentication betbween a karget and
an inikiatar,

To use, spedfy the same name and CHAP secret that was configured on the target for this
initiator. The name will default to the Initiator Mame of the system unless another name is
specified.

Mame: ign. 1991-05. com.microsoft:ws2019
Target secret:

Perform mutual authentication

To use mutual CHAP, either specify an initiator secret on the Configuration page or use
RADILS,

Lise RADIUS to generate user authentication credentials

|Ise RADILIS to authenticate target credentials

Concel | | gl

5. The target portals are added on this server.
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iSCSI Initiator Properties *
Targets Discovery  Fayorite Targets  Volumes and Devices  RADIUS — Configuration
Target portals
The system will loak for Targets on following portals: Refresh
Address Port Adapter IF address
172.15,10, 100 3280 Microsoft iSCSI Initiator 172.16,10,10
To add a target portal, didk Discover Portal, E Discover Portal. .. i
To remove a target portal, select the address above and REmoVE
then dick Remove. =
iSM5 servers
The system is registered on the following iSMNS servers; Refresh
Mame
To add an iSMS server, dick Add Server. Add Server...
To remove an iSMS server, select the server above and T —
then dick Remove. =
Ok Cancel Apply

6. Click the Targets tab. The previously created targets (virtual disks) are listed in
the Discovered Targets section.
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iSCSI Initiator Properties *

Targets  Discovery Favorite Targets  Volumes and Devices  RADIUS — Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect.

Target: Quick Connect...

Discovered targets
Refresh

Mame Status

ign. 2008-08.com.starwindsoftware: 192, 168, 12, 158: 326 1-sw-virtualdisk  Inactive

< >
To connect using advanced options, select a target and then T
dick Connect. =
To completely disconnect a target, select the target and Di ot
then dick Disconnect. =l -
For target properties, induding configuration of sessions, Properties
select the target and dick Properties, = =
For configuration of devices assodated with a target, select T

the target and then dick Devices.

el | [0

7. Select the target created in StarWind SAN & NAS web console and click Connect.

8. Enable checkboxes as shown in the image below. Click Advanced.
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Connect To Target *

Target name:

| 18-03. com. starwindsoftware: 192, 165, 12, 1558: 326 1-sw-virtual-disk

Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

Enable multi-path

Advanced... Cancel

9. Select Microsoft iSCSI Initiator in the Local adapter dropdown menu. In the Initiator
IP field, select the IP address for the Data/iSCSI channel. In the Target portal IP, select
the corresponding portal IP from the same subnet. Confirm the actions.

StarWind SAN & NAS: Technical Paper 163



StarW:.nd One Stop Virtualization Shop

HYPERCONVERGENCE

Advanced Settings ? x

General  Ipgec

Connect using

Local adapter: Microsoft iSCSI Initiator v
Initiator IP: 172.16.10.10 w
Target portal IP: 172.16.10.100 f 3260 w
CRC f Checksum

[]Data digest [ ]Header digest

[ |Enable CHAF log on
CHAP Log on information

CHAP helps ensure connection security by providing authentication betbween a karget and
an inikiatar,

To use, spedfy the same name and CHAP secret that was configured on the target for this
initiator. The name will default to the Initiator Mame of the system unless another name is
specified.

Mame: ign. 1991-05. com.microsoft:ws2019
Target secret:

Perform mutual authentication

To use mutual CHAP, either specify an initiator secret on the Configuration page or use
RADILS,

Lise RADIUS to generate user authentication credentials

|Ise RADILIS to authenticate target credentials

Concel | | gl

10. Repeat steps 1-9 for all remaining device targets.

11. Repeat steps 1-9 on the other compute servers, specifying corresponding Data/iSCSI
channel IP addresses.

Connecting Disks to Servers

To initialize the connected iSCSI target disks and create the partitions on them
use DISKPART.

1. Run diskpart in the CMD window:
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List disk

Select disk X //where X is the number of the disk to be
processed

Online disk

Clean

Attributes disk clear readonly
Convert GPT

Create Partition Primary

Format fs=ntfs label=X quick //where X is the name of the
Volume

NOTE: It is recommended to initialize the disks as GPT.

B Administrator: C:\Windows\system32\cmd.exe - powershell
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2. Perform the steps above on other compute servers.
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Contacts

US Headquarters EMEA and APAC

+1 617 829 44 95
+1617 507 58 45
+1 866 790 26 46

+44 2037 691 857 (United
Kingdom)

+49 800 100 68 26 (Germany)

+34 629 03 07 17 (Spain and
Portugal)

+33 788 60 30 06 (France)
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