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CONFIGURING SHARED STORAGE

To configure shared storage:

1. Launch StarWind Management Console: Start -> All Programs -> StarWind Software ->
StarWind.

Note: The StarWind Console icon appears in the system tray when the Console is running. To open StarWind
Management Console, double-click the icon or right-click it and then select Start Management Console
from the shortcut menu.

2. Select the server you want to provide with the iSCSI device from the Console tree. Double-click
the host to connect.

Note: If you are prompted to enter login and password, specify “root” and “starwind”, relatively. These are
the default login and password, but you can always change them later.

3. After connecting to StarWind Service, you can create devices and targets on the server. Open
Add Device Wizard by one of the following ways:
e Select Add Device from the Target menu.
e Select Add Device from the Devices shortcut menu (right-click to open it).

4. Add Device Wizard appears. Please, follow the wizard's steps to complete creation of a new
HA device.

5. Select High Availability Device.

6. Click Next to continue.

Add Device Wizard -

®  High Availability Device
Highly available active-active multi-node SAN.
() Virtual Hard Disk
Single-node virtual disk with additional functionality.
) Raw Device
Export an existing physical device as an i5C5| target.
() Virtual CD/DVD
Create virtual CD/DVD from existing disc image.
) Virtual Tape
Virtual tape drive based on file images stored on a disk.

< Back Mext = || Cancel || Help
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7. Click Add to add a new host.

Add Device Wizard

Specify partner host addresses and authentication information:

Host Parameters
52N8.SWS.COM ( 172.16.1.58 ) : 3261

ip Address: 172.16.1.58 Port: 3261
Authentication: Basic

e | odee

< Back | Mext > | | Cancel | | Help |

8. Specify partner server parameters. Enter the server IP-address in the Host text field. If needed,
specify a username and password for StarWind Service in the corresponding text fields. Click
OK.

9. Click Next to continue.

Add Device Wizard -

Spedfy partner host addresses and authentication information:

Host Parameters
SZN8.SWS.COM (172.16.1.58): 3261

ib Address: 172.16.1.58 Port: 3261
Authentication: Basic
172.16.1.59

i’ Address: 172.16.1.50 Port: 3261
Authentication: Basic

Edit Delete

< Back MNext > | | Cancel | | Help
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10. Specify the appropriate information in the Target Alias and Target Name text fields.

Note: The name must be unique. Under this name the device is declared to iSCSI initiators that are

connected to StarWind Service over an IP network.

11. Click =/ to specify a name and location of an HA virtual disk on the server. If you want to
create a new virtual disk, select the Create New checkbox.

12. Click Next to continue.

Add Device Wizard

Server address: 172, 16.1.58

Target Alias: | XenStorage

[[]Target Name ign. 2008-08.com.starwindsoftware: 172, 16, 1. 58-xenstorage
[1Mark as non-optimized path for ALUA

(® Create HA device from the virtual disk:

Specdify file name for the virtual disk on the first server:

| My Computer\D'WenStorage.img v| E‘
Create new  Size: sal |GB v |
(O Create HA device from the device:
Select device @ Create new...
| < Back ” Mext = | | Cancel | | Help

13. Specify target and virtual disk parameters of the second node.
14. Click Next to continue.

Add Device Wizard

Server address: 172,15.1.59

Target Alias: | XenStorageSecondNode

[JTargetMame | ign.2008-08.com.starwindsoftware: 172, 15. 1. 59-xenstoragesecondnode
[IMark as non-optimized path for ALUA

(®) Create HA device from the virtual disk:

Specify file name for the virtual disk on the second server:

| My Computer\D\XenStorageSecondMode.img ] | D
i 50 |GB vl
() Create HA device from the device:
Select device & Create new...

< Back || Next = || Cancel | | Help
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15. Configure data synchronization and heartbeat channel parameters.

16. Click Next to continue.

Note: At least one Heartbeat channel must be separated from a Synchronization channel due to the
availability considerations.

Add Device Wizard -

Select channel for synchronization and at least one heartbeat channel that is independent from the sync channel.
Interfaces Metworks Sync and heartbeat Heartheat only .
172.16.0.59 172.16.0.0 | O -
172.16.1.59 172.16.1.0 Il Ird
172.16.110.2 172.16.110.0 v -
172.16.111.2 172.16.111.0 v -
172.16.2.59 172.16.2.0 | | v
= Host Mame: 5ZN11.5WS.COM
172.16.0.58 172.16.0.0 | -
172.16.1.58 172.16.1.0 I~ Ird
172.16.110.1 172.16.110.0 v -
172.16.111.1 172.16.111.0 v - I
172.16.2.58 172.16.2.0 | Ird "

| < Back || Mext = | | Cancel | | Help

17. Specify cache parameters of the HA device.
18. Click Next to continue.

Add Device Wizard

Cache:
@  Write-back caching
Data write is done to the memary, and then the dient request is completed. Modified memory blocks are
stored to the disk later. Each result of a read request is cached in the memory too.

() Write-through caching
Data write is done synchronously to the memory and to the disk. Each result of a read request is cached in

the memory too.

O Mo caching
Read and write requests are processed by the disk storage without caching.

[]set the maximum available cache size

Cache size (ME): 128 =
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19. Select an initialization method of the HA device. Click Next to continue.

Add Device Wizard -

Select initialization method:

@i  Clear virtual disks
WARNING: All data will be deleted. Device will be accessible after the initialization process has finished.

O Do not synchronize virtual disks
Data on the HA nodes remains unchanged.

() Synchronize virtual disks
All data will be copied from the source partner to other partners to make the HA device synchronized.

| < Back ” Mext = || Cancel | | Help |

20. Check whether device parameters are correct. Click Back to make any changes.
21. Click Next to continue.

Add Device Wizard -

Add Device Wizard

The following device was created:

HA HAImage 1
—_—

iISCSI SAN

Target name:
ign. 2003-0&. com.starwindsoftware: 172, 16, 1. 58-xenstorage w

To dose this wizard dick Finish.

< Back

22. Click Finish to close the wizard.
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CONFIGURING XENSERVER HOSTS

Creating a Pool

To create a pool:

1. Launch XenCenter.

2. Click New Pool. The Create New Pool window appears.

3. Specify name and description of the pool and click Add New Server.

4. In the Add New Server window specify the first XenServer host to be added to the pool as well
as a user name and password.

[ ™
e Add New Server m

Enter the host name or IP address of the server you want to add
and your user login credentials for that server.

Server: 17216.0.56 -

User login credentials

User name: root

Password: sssssnses

[ add || cancel

F

. Click Add.

. Take the previous steps to add the second XenServer host to the pool.

N o o

. Specify the Master.
rg Create Mew Pool ' m1

To create your pool provide a name and select which servers you would
like to be added to the pool.

Name: XenServer Pool

Description: (optional)
Servers Ll
Master: ’sw-qa-}(enl vl

Additional members:

sw-ga-xenl Master

sw-ga-xen2

E.‘-‘ Add New Server

Create Pool ][ Cancel

8. Click Create Pool.
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9. The XenCenter window should look as shown in the screenshot below.

-:-Ehg

- . . N

VM  Storage Templates Tools Window  Help
Add Mew Server Mew Pool 11 Mew Storage H MNew VM

File  View Pool Server

eBack = ) Forward -

(&) shut Down = ;
b <

Reboot LL) Suspend

a System Alerts: 35

'] XenServer Pool

Views: l Server View

P|| search | General Memory | Storage | Networking | HA WLB | Users | Logs

Search.

= e KenCenter

.
E sw-ga-xenl
E sw-ga-xend

XenServer Pool Overview

Search Options

Name

CPU Usage Used Memory

=] XenServer Pool

E sw-ga-xenl — o
Default install of XenServer % of 4 CPUs 859 of 4027 MB

E sw-ga-xend — C——
% of 4 CPUs 859 of 4027 MB

Default install of XenServer

Disks Network
(avg / max KBs) (avg / max KBs)
0/0 &
0/0
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Configuring Network Settings
To configure dedicated iSCSI networks:
1. Select the first XenServer host. Switch to the Networking tab.

2. Click Configure.

3. In the Management Interfaces window click Add IP address to add networks.
4. Configure IP address.
(@ Contgure P Adersss - sweqwvers S e

Configure IP address settings for server management traffic (the management interface) on 'sw-ga-xenl' here,
You can alse assign IP addresses for dedicated storage or other types of network traffic (secendary interfaces).

=  Management x - e
e -~ Management Interface

i Add IP address

Network: Metwork 1 -

IP address and DMN5 server settings:
() Automatically obtain settings using DHCP

@ Use these settings:

IP address: 172.16.0.56
Subnet mask: 255.255.255.0
Gateway: 1721605

Preferred DMS server: 1721602
Alternate DNS server 1:
Alternate DNS server 2:

Tell me maore about canfiguring IP-based storage traffic [ QK ] [ Cancel
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5. Click OK.

,
eee——— ]

Configure IP address settings for server management traffic (the management interface) on 'sw-qa-xenl' here,
You can also assign IP addresses for dedicated storage or other types of network traffic (secondary interfaces).

_?_ Management e

e |
Metwork 1; Static =
< o :
Metwork 3; Static
Mame: 2
dlsr S x
Network 2; Static Network: Network 3 -

=iz Add IP address

IP address settings:

(0) Automatically obtain settings using DHCP

@ Use these settings:
IP address: 172.16.2.56
Subnet mask:  235.253.235.0

Gateway:
|
|
l —Iq Remove IP Address ]
Tell me more about configuring IP-based storage traffic [ oK ] ’ Cancel ]

6. The window should look as shown in the screenshot below.

roxen&ma -—H—-ﬁ . E—

File View Pool Server VM  Storage Templates Tools Window Help
€ Back - () Forward - | [ Add New Server New Pool New Storage 1] New M | (@) Shut Down € Reboat (|} Suspend aﬁﬂem Alerts: 35
Views: [Sewel View '] @ swgaxenl Loggedin as: Local root account |
Search... .O Search | General | Memory | Storage | Metworking | NICs | Console | Perfformance | Users | Logs
= €3 XenCenter Carvar Nahwarke
= XerServesPool Server Networks
o B SR
E=1 DVD drives Netwarks
% Local storage MName Description NIC & VLAN Auto Link Status MAC MTU
£ Removable storage " Network 0 : Disconnected
B B sw-qa-cen2 2, Network 1 NIC 1 ¥ c 4 00:b:21:06:458a 1500
% DVD drives etworl = 3 onnecte : :45:8a
£ Local storage W2, Network 2 MICZ - Yes Disconnected 06:45:8b 1500
% Removable storage A Network 3 NIC 2 - Yes Connected 00:07:9:0b:2&:8d 1500
L
[ Add Network... ][ Properties Remove

IP Address Configuration

I | Server Interface MNetwork NIC IP Setup IP Address Subnet mask Gateway DNS

| sw-ga-xenl 2 Management Metwork 1 NIC1 Static 17216.0.56 255.255.255.0 1721605 17216.0.2
sw-ga-xenl | 1 Network 2 NIC 2 Static 172161.56 255.255.255.0
sw-ga-xenl | 2 Network 3 NIC 2 Static 17216.2.56 255.255.255.0

"lgﬁ Configure...

7. Select the second XenServer host. Switch to the Networking tab.

8. Click Configure.

STORAGE /5i-HYPERVISOR




Providing HA Shared Storage for XenServer

9. In the Configure IP Addresses window click Add IP address to add networks.

N E - — R Lﬂg
9 Configure IP Addresses - sw-ga-xen2 p—

Configure IP address settings for server management traffic (the management interface) on 'sw-ga-xen2' here,
You can also assign IP addresses for dedicated storage or other types of network traffic (secondary interfaces).

& Management
T Metwork 0: Static

“imAdd IP address

* Management Interface

Metwork: Metwork 0 -
i |
! |
IP address and D5 server settings:
|
(0 Automatically obtain settings using DHCP !
i @ Use these settings: i
IP address: 17216.0.57
Subnet mask: 255.255.255.0
Gateway: 1721605
Preferred DNS server: 17216.0.2
Alternate DMNS server 1:
Alternate DNS server 2:
Tell me mare about configuring IP-based storage traffic [ oK ] [ Cancel
10. Configure IP address.
T E F - E
9 Configure IP Addresses - sw-ga-xen2 - m
Configure IP address settings for server management traffic (the management interface) en 'sw-ga-xen2' here,
You can also assign IP addresses for dedicated storage or other types of network traffic (secondary interfaces).
@ Management b Errmsed
Metwork 0; Static slelehls %
| Storagel
T Metwork 1; Static
Mame: Storage 2
| Storage2 Y
|| Metwork 2; Static MNetwork: Metwork 2 - |
i
i, Add IP address I
i
IP address settings: I
[ () Automatically obtain settings using DHCP [
@ Use these settings:
IP address: 17216.2.57
Subnet mask: ?—55-?—55-?—553'
Gateway:
[ —Ig Remove IP Address ]
Tell me more about configuring IP-based storage traffic [ OK ] [ Cancel ]
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11. Click OK. The window should look as shown on the screenshot below.

e ot Wung & =)
» 1
Fle View Pool Server VM Storage Templates Tools Window Help
@ Back ~ () Forward + | [y Add New Server New Pool NewStorage (] New M (@) Shut Down (3 Rebaot ([} Suspend asgem Alerts: 35
I Views: [Seweana‘w vI S sw-ga-xen2 Logged in as: Local root account ‘
Search... p Search I GenelallMemolyIStalage Networking | NICs | Console | Performance | Users | Logs fl
= &3 XenCenter P
5 75 XenServer Pool Server Networks
= E sw-ga-xenl
£53 DVD drives Networks I
% Local storage Mame Description NIC =« VLAN Auto Link Status MAC MTU i

£ Removable storage

.~ Network 0 = Connected 68:05:ca:03:eh:98 1500
l o as % Network 1 NIC1 = Yes Disconnected ~ 6c:f0:49:0b:ef:9a 1500

£ Local storage % Network 2 NIC 2 = Yes Connected 00:07:e9:02:0e:b2 1500 [

% Removable storage 24 Network 3 NIC3 - Yes Connected 00:07:e9:02:c9:4b 1500 I
[ Add Network... ] [ Properties Remove
1P Address Configuration I
| Server Interface Network MIC IP Setup IP Address Subnet mask Gateway DNS |
sw-qga-xen2 2 Management Network 0 NIC O Static 17216057 255.255.255.0 1721605 1721602 I
sw-qa-xen2 _L Storagel Network 1 NIC 1 Static 17216157 255.255.255.0 I
sw-qa-xen2 _L_ Storage 2 Network2  MNIC2  Static 17216.257 255.255.255.0

4% Configure... f

L

Applying Multipathing

To apply multipathing take the following actions for each XenServer in the pool:

1. Insert the following block into the defaults section of the /etc/multipath.conf:
defaults {

polling interval 10
max fds 8192

2. Insert the following block into the devices section of the /etc/multipath.conf:
device {
vendor "ROCKET"
product "IMAGEFILE"
path selector "round-robin 0"
path grouping policy multibus
getuid callout "/sbin/scsi id -g -u -s /block/%n"
prio callout none
path checker readsector(
rr min io 100
rr weight priorities
failback immediate

no path retry 5
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3. Restart the multipath service:

service multipathd restart

4. Switch the XenServer host to Maintenance Mode: right-click the XenServer and select Enter
Maintenance Mode from the shortcut menu.

-
° XenCenter

File  View Pool Server VM Storage  Templates
eBack - ) Forward - Add New Server ";;iﬁﬁ

Views: ’Seweﬂu"iew V] E SW-gja-Xen.

= a KenCenter

e R
= HenServer Pool

=
-

EJ Locd {3  NewSR..

% Rem Import...
= & sw-gs-
% D‘u"D| Enter Maintenance Mode...
! & Loc D Reboot
% e @ Shut Down

I Properties

5. Right-click the XenServer and select Properties from the shortcut menu.

-
o ¥enCenter

File  View Pool Server VWM  Storage Temg

eEack ~ g Forward - @Add Mew Server

WViews: ’ Server View ']

B swqs
search.. o

= Q XenCenter

= G5 XenServer Pool Networl

Mew V..
Mew 5R...

Import...
Enter Maintenance Mode...

Reboot
Shut Down

Properties
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6. Click Multipathing in the left pane. Select the Enable multipathing on this server checkbox.
7. Click OK.

° sw-ga-xenl Propemi I — -

General

sw-ga-xenl

Multipathing

= Custom Fields
<MNone>

Dynamic multipathing support is available for some types of storage repository.

Alerts The server must be in Maintenance Mode before you can change its multipathing setting. This ensures that any
running virtual machines with virtual disks in the affected storage repository are migrated before the changes are

XenServer Upgrade Required
rd l made.

= Multipathing

e Enable multipathing on this server |

[ @ Power On
I <Mone> I

Log Destination
Local

[ ok ][ cancel |

8. Turn off the Maintenance Mode: right-click the XenServer and select Exit Maintenance Mode
from the shortcut menu.
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Configuring iSCSI Initiator
Perform the following actions on each XenServer :

1. Edit the /etc/iscsi/iscsid.conf file.

Set the following values:
node.session.iscsi.FirstBurstLength = 262144

node.session.iscsi.MaxBurstLength = 524288
node.conn[0].tcp.window size = 524288
node.conn[0].startup = automatic

2. Restart the software iSCSI service:
service open-iscsi restart
3. Set the open-iscsi service to start the iSCSI Initiator automatically when you start XenServer:

chkconfig open-iscsi on
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Adding Shared Storage

If you use XenServer 6.0 or its older versions, connect storage in the iSCSI Initiator before adding
it:

1. Select a XenServer host. Switch to the Console tab in XenCenter.

2. Before creating the SR in XenCenter, connect the iSCSI targets through the console.

iscsiadm -m discovery -t st -p <SAN1IP:3260> | iscsiadm -m discovery -t st -p
<SAN2IP:3260>

Example:

iscsiadm -m discovery -t st -p 172.16.1.58
iscsiadm -m discovery -t st -p 172.16.1.59
iscsiadm -m discovery -t st -p 172.16.2.58

iscsiadm -m discovery -t st -p 172.16.2.59

3. Connect the targets using their IQNs found by discovery:

iscsiadm -m node --loginall=all

iscsiadm -m node -T <ign...> -p <IP:3260> -1,
Example:

iscsiadm -m node -T iqn.2008-08.com.starwindsoftware:172.16.1.58-xenstorage -
p 172.16.1.58 -1

iscsiadm -m node -T iqgn.2008-08.com.starwindsoftware:172.16.2.58-xenstorage -
p 172.16.2.58 -1

iscsiadm -m node =T ign.2008-08.com.starwindsoftware:172.16.1.59-
xenstoragesecondnode -p 172.16.1.59 -1

iscsiadm -m node =ir ign.2008-08.com.starwindsoftware:172.16.2.59-
xenstoragesecondnode -p 172.16.2.59 -1

4. Perform the 1-3 steps for the second XenServer host.
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If you use XenServer 6.1, connect iSCSI targets while creating the SR:
1. Click New Storage on the Quick Launch panel in XenCenter.
2. In the New Storage Repository wizard select Software iSCSI as a type of storage to set up.

3. Click Next to continue.

r ™
€3 New Storage Repository - XenServer Pool T— B e - il & @;Iﬂ
% Choose the type of new storage e

|
Virtual disk storage Shared Logical Velume Manager (LVM) support is available
N using either i5CS1 or Fibre Channel access to a shared LUN.
amne
() NFSVHD
Location - Using the LWVM-based shared SR provides the same performance
@
L SRR benefits as unshared LVM for local disk storage, however in the
I () Hardware HBA shared context, i5CSI or Fibre Channel-based SRs enable VM I
) agility — VMs may be started on any server in a pool and
() Storagelink technology migrated between them.
IS0 library
H
) Windows File Sharing (CIFS)
) NFSIS0
® -
CiTRIX
Previous Mext > ] ’ Cancel
L

4. Specify the name of the storage you are setting up.

5. Click Next to continue.

[ [ESRI )
T e - L=
° Mew Storage Repository - XenServer Pool - B - - 4 d Y
% What do you want to call this Storage Repository? 9
Type Provide a name and a description (optional) for your SR,
Location Name: HAI

Autogenerate description based on 5R settings (e.g., IP address, LUN etc.)

ciTRIX

< Previous ] [ MNext = ] [ Cancel
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6. Perform the following steps:

1) Enter IP addresses of the StarWind servers (enter IP addresses with a comma and without

spaces).

2) Click Discover IQNs.

3) In the Target IQN list select the item marked by an asterisk.
4) Click Discover LUNs.

5) Specify the necessary LUN.

7. Click Finish to add new storage repository.

i - sw-ga-. = = |
© e Storage Reposiony w4220 1 s B e B e il il (1
% Enter a path for your iSCSI storage o
Type Provide a target host for your ISCSI storage, indicating your target IQN and your target LUN before I
proceeding.
Name
Target Host: 17216.1.58,172.16.1.59,172.16.2.58,172.16.2.59 : 3260
Ll
8 b
| [] Use CHAP
' N
i |
Target [QN: [' (172.16.1.58,172.16.1.59,172.16.2.58,172.16.2.59:3260) v] [ Discover IQNs ]
Target LUN: [LUN 0: 674ce5df-0dbd-469d-9b34-6afaea: 50 GB (ROCKET) V] Discover LUNs
2 -
CiTRIX
<Eievious] [ FEinish ] [ Cancel
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8. XenServer will start storage repository (SR) scanning. When prompted to format the storage,
click Yes to confirm. After formatting is complete and the SR is created, the storage will be added.

Eile View Pool Server VM Storage TIemplates Tools Window Help

e Back - @) Forward - Add New Server New Pool ¥ New Storage T8 New vMm \&) Shut Down &gy Reboot \..) Suspend + No System Alerts
Wiews: HA Logged in as: Local root account
Search... .O General
= g";::t;;wer Poal Storage General Properties
@ sw-ga-xenl
qa-)(en2 Expand all  Collapse all
General @ m
Name: HA
Description: iSCSI SR [172.16.1.58,172.16.1.59,172.16.2.58,172.16.2.59 (*; LUN 0: 674ce5df-0dbd-469d-9b34-6afaea: 50 GB
(ROCKET))]
Tags: <Nonex
Folder: <Nonex>
Type: LVM over iSCSI
Size: 4 MB used of 50 GB total (0 B allocated)
SCSIID: 2e273c702360eebc5
UUID: cf6f96ab-52c1-3833-f003-afbbeb618568 3
Status | =
State: oK
sw-ga-xenl: Connected
sw-ga-xenz: Connected
Multipathing @
sw-ga-xenl: 4 of 4 paths active (4 ISCSI sessions)
sw-ga-xenz: 4 of 4 paths active (4 iSCSI sessions) =
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CONTACTS
Customer Support Portal: http://www.starwindsoftware.com/support
Support Forum: http://www.starwindsoftware.com/forums
Sales: sales@starwindsoftware.com
General Information: info@starwindsoftware.com
US Headquarters
Phone: 1-617-449-7717
Fax: 1-617-507-5845
EMEA and APAC
Phone: +44-0-2071936727
+44-0-2071936350
+33-0-977197857 (French)
Voice Mail: 1-866-790-2646

StarWind Software Inc.

301 Edgewater Place, Suite 100,
Wakefield, MA 01880, USA

www.starwindsoftware.com
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