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publication may be reproduced, stored in a retrieval system, or transmitted in any
form or by any means, electronic, mechanical, photocopying, recording or otherwise,
without the prior written consent of StarWind Software.

TRADEMARKS

“StarWind”, “StarWind Software” and the StarWind and the StarWind Software logos
are trademarks of StarWind Software which may be registered in some jurisdictions.
All other trademarks are owned by their respective owners.

CHANGES

The material in this document is for information only and is subject to change without
notice. While reasonable efforts have been made in the preparation of this document
to assure its accuracy, StarWind Software assumes no liability resulting from errors or
omissions in this document, or from the use of the information contained herein.
StarWind Software reserves the right to make changes in the product design without
reservation and without notification to its users.

TECHNICAL SUPPORT AND SERVICES

If you have questions about installing or using this software, check this and other
documents first - you will find answers to most of your questions here or there. If you
need further assistance, please contact us.
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Introduction
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Configuring StarWind Server

Preparing Storage

Launch the StarWind Console: Start -> All Programs -> StarWind Software ->
StarWind. Whenever the StarWind Console is running, its icon will appear in
the system tray.

The StarWind Console may be accessed by double-clicking the icon using the
left mouse button, or with a single click using the right mouse button and
selecting Start Management from the pop-up menu.

From the Connections tree, select the computer you want to provision the
iSCSI target device on.

(©starWind Management Console

BNODE-2 : 3261

Server hame: HAMODE-1
Part: 3261
Authentication: Basic

Stabus: hat Lagged In

Basic Tasks

This action establishes management cannection ko the
selected Starwind Server,

E’ Add Starwind Server

This optior &l lacal or remote Starivind Server
host to Starind Management: Conscle.

StarWind Software | Ready

Double-click the host to connect.

Copyright © StarWind Software 2008-2011. All rights reserved. 5
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You will be prompted to enter the login and password.
The default login and password are “root” and “starwind”. You can always
change them later.

E%r‘) Enter the user name and password to connect to Ehis server,

Login: I rook

Passward: I ssssnuns

[T save password

(] .4 I Cancel |

You can store password by checking in the Save password checkbox and then
pressing the Yes button.
Click the OK button to continue.

Copyright © StarWind Software 2008-2011. All rights reserved. 6
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Now, when you are connected to the StarWind Service on the machine you

can create targets onit.

=] ﬁ Starwind Servers

= . HANODE-1 : 3261 TargetList | CHAP Permissions Access Rights

| Qustered

< EEES Target Alias | Target 1M

[ HANODE2: 3281

Devices “j5C5I Sessions CHAP Permissions

| LN | Device Type

| state

Device Properties

starwind Software | Ready

Click the Add Target button to continue.
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In the wizard that appears, specify a target name. The name must be a unique
name by which the device will be declared to the iSCSI initiators connecting to
StarWind over an IP network.

Add Target Wizard

Target Alias;

I H.ﬁ.-sturage|

[T Target Mame:

I iqn, 2008-08, coni, starwindsoftware: hanode-1-ha-storages

< Backh I Mext = I Zancel Help

Click the Next button to continue.

Copyright © StarWind Software 2008-2011. All rights reserved. 8
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Select the HA device type by going Hard Disk->Advanced Virtual->High
Availability device.

Specify the partner server parameters. Enter the server's IP address or host,
and specify the user name and password for the StarWind Service.

Add Target YWizard

Host: | 192.168.45.222 | Port: | 3261
Authentication: IEiasiu: j
User Mare: I rook
Passwiord; | TIITIIL

< Back I Mexk = I Cancel Help

Click the Next button to continue.
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Enter the target alias and name to be assigned to the partner target.

Add Target Wizard

Partner Target Alias:

I HA-skoragePartner

[~ Partrer Target Mame:

| igr. 2008-08 . corn, skarivindsofbware: 192,168, 45, 222 -ha-skor ageparkner

« Back I Mext = I Cancel Help

Click the Next button to continue.

Copyright © StarWind Software 2008-2011. All rights reserved.
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Specify the location and name of your local virtual disks and your partner's
virtual disks by clicking the "..." button. If you want to create new virtual disks,
tick the Create New checkbox.

Add Target Wizard

T Current server virtual disk parameters

I My ComputeriDyYirtual Disks\HA-Disk1img j |

¥ Create new

—Partner server virkual disk parameters

I My ComputeriDyWirtual Disks|HA-Disk 1{parkner).img j |

F Creake new

Size: | e |

< Back I Mext = I Cancel Help

Click the Next button to continue.
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Configure the data synchronization and heartbeat channels parameters by
specifying the network interface for synchronization and heartbeat
respectively. You can also decide node priority by designating it as Primary or
Secondary.

Add Target YWizard

—Current server paramekers

Target Mame: I ign. 2005-08. com. skarwindsoftware:hanode-1-ha-storage

Sync. Interfare: [192.168.45.111 =] & port: | 3260

Heartheat Interface: |192.168.1.11 j *%‘ Pricrity: IPrimar':.f j

W auto synchronizakion after Failure

—Partner setver parameters

Target Name: | 0. 2008-08, com, skarwindsoftware: 192, 168,45, 222-ha-storagepartner

Sync. Interfare: l192.168.45.222 x| & port: | 3260

Heartbeat Interface: |192.168.1.22 j @ Priotiky: ISec::nndar':.f j

W auto synchronizakion after Failure

< Back I Mexk = I Cancel | Help |

Click the Next button to continue.
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Specify HA device cache type and size.

Add Target Wizard

Zache size in MBs; | &4 :II
Mote; cache size is subject to shrink wo notice if specified too large For destination machine
MEMDFY,
i =
Cache block expiry period in ms: | 5000

« Back. I Mext = I Cancel Help

Click the Next button to continue.

Copyright © StarWind Software 2008-2011. All rights reserved.
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Specify the method toinitialize your HA device.

Add Target Wizard

Select initialization method:

iCIear x-'lrtual disks {WARNING All data will be deleted. Device will be accessible after I:he

" Synchronize partner server virkual disk with current server one
" Synchronize current server virtual disk with partner server one

{ Do nok synchronize virtual disks

# Back I Mext = I Cancel Help

Click the Next button to continue.
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Check that the device parameters are correct. Click the Back button should any
changes be required.

Add Target Wizard |

L . Add Target Wizard

| The Fallowing device will be added:

Halmagel

2
<
o
&
Q
=

¥ou specified the follmwing settings:

Partner Hosk @ 192,168.45.222 -
Partner Management Port ;3261

Partner Authentication : Basic

Partner User Mame : rook

Partner Target Mame : ign, 2003-03. com, skarwindsofbware: 19;
Local Image @ My CompukeriDYHA-Diskl img

Creake new ; Yes

Partner Image @ My ComputeriDiHAa-Diskl{partner).img

Creake new ; Yes -

4 | b

Click Mext bo add new device.

< Back Cancel | Help |

Click the Next button to continue.
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A summary is displayed on the last wizard page.

. Add Target Wizard

| The Fallowing device was created:

Add Target

£,

Halmagel

iSCSI SAN

Target name:

iqn. 2003-08. com, starwindsaoftware:hanode-1-ha-skarage ;I

UU B Ta close this wizard click Finish.

W

= Back Zancel | Help |

Click the Finish button to close the wizard.

Copyright © StarWind Software 2008-2011. All rights reserved. 16
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Configuring ESX Server
ESX Configuration

Go to Configuration -> Software -> Advanced settings -> Disk and set the
following settings for each ESX/ESXi host:

e Set Disk.UseDeviceResetto 0

e Set Disk.UseLunResetto 1

[+ Advanced Settings : o x|
- BufferCache Min: 1 Max: 256 -l
. COW

[+~ Config Disk. SupportSparsel UM 1
- Cpu
- DataMover Supportforsparse LUNs if setto one
- DirentryCache
Min: 0 Max: 1
- F55
- FT Disk.UseReport LM 1
- I
L:age Use the REPORTLUN command to speed up scanning for devices
- Mem Min: 0 Max: 1
- Misc Disk.UseDeviceReset 0
.. NFS PR T
- Wet Use device reset (instead of bus reset)to reset a SC5I device
- Numa
... Power Min: 0 Max: 1
- RdmFilter
- S Disk.Usel unReset 1
- User ; : ;
Use LUN reset (instead of devicefbus reset) to reset a SCSI device
- Uservars
- VMFS3 Min: 0 Max: 1
- ¥Mkernel
- VProbes Disk.RetryUnitAttention ]

Retry all SCSI commands that return a unit attention error

Min: 0 Max: 1
Disk.PathEvalTime I 300
The number of seconds between FC path evaluations j

QK I Cancel | Help

More information you could find at: http://www.vmware.com/pdf/vsphere4/
r41/vsp_41 iscsi_san_cfg.pdf

Copyright © StarWind Software 2008-2011. All rights reserved. 17
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Configuring the Firewall

For working with iSCSI connections you need to permit them in the firewall
settings.

Click the Configuration tab. Then click Security Profile.

The vSphere Client displays a list of currently active incoming and outgoing
connections with the corresponding firewall ports. Click the Properties link.
The Firewall Properties dialog box will appear. Find the Software iSCSI Client
in the list. Tick the option (set checkbox) to allow outgoing connection on the
port shown (3260).

[?-ll Firewall Properties M=l E

Remote Access

By defaulk, remote clients are prevented From accessing services on this host, and local clients are prevented Fram
accessing services on remote hosts,

To provide access ko a service or client, check the corresponding box. Unless configured otherwise, daemons will stark
automatically when any of their parts are opened and stop when all of their ports are closed.

| Label | Incaming Ports | Gutgaing Ports | Protocols | Daemon |
D Commitault Dynamic Se00-5619 Be00-3619 TCP MJA
D w3phere Web Access 30,443 TCP Stopped
[ Active Directary Al 85,123,157,139,389,.. UDP,TCP M4
[0 FTP Server 21 TP I
Software i3SI Client 3260 TCP A
D MIS Client 111,0-65535 DR, TCP  MfA
D EMIZ MetWarker Agent F37-9936 F37-9936 TCP {IE) J
[ Telnet Client 23 TP TS
[0 hktpclient B0, 443 TCP M
D Active Directary Kerberos 464,58 DR, TCP MJA —
< .

Press the OK button to continue.

Copyright © StarWind Software 2008-2011. All rights reserved. 18
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Configuring the Networking

Configuring First NIC
VMkernell

Click the Configuration tab. Then click Networking. Click the Properties link of
the first Virtual Switch. Click the Add... button. Select the VMkernel option.
Click the Next button to continue. Under IP Settings, set the IP address to
192.168.1.10 and the Subnet Mask to 255.255.255.0. Click the Next button to
continue. Click the Finish button to close the wizard. Click Yes at the default
gateway warning dialog box.

In the DNS and routing configuration box, type the same default gateway as
Service Console default gateway and press the OK button.

Press the Close button to exit the vSwitch properties editor.

Configuring Second NIC
VMkernel2

Click the Configuration tab. Then click Networking. Click Add Networking...
Select the VMkernel option. Press the Next button to continue.

Choose Create a virtual switch, select the second network card and click the
Next button to continue.

In IP Settings set the IP address to 192.168.1.20 and Subnet Mask to
255.255.255.0, click the Next button. Click the Finish button to close the
wizard.

Click the properties of the recently created virtual switch. Click the Add...
button. Select the Service Console option. Press the Next button to continue.
In IP Settings set the IP Address to 192.168.1.220 and Subnet Mask to
255.255.255.0, click the Next button.

Press the Finish button to close the wizard. Press the Close button to exit the
vSwitch properties editor.

Copyright © StarWind Software 2008-2011. All rights reserved. 19
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If successful, the vSphere Client window should look like the sample image
provided below.

£1192.168.1.12 - vSphere Client [_[=]x<]
File Edit View Inventory Administration Plug-ns Help

Q E_] ‘Q Home b gf] Inventory b [Fl Inventory ‘
4
& @
g [192.168.1.12 esx2.test.com YMware ESX, 4.1.0, 320092
Getting Started | Summary | Virtual Machines: { ResourceAllocation ' | E i i Users & Groups . Events | Permissions
Hardware View: [Virtual Switch
Health Status Networking Refresh  Add Metworking...  Properties...
Processors
Memary Virtual Switch: vSwitcho Remove... Properties...
Storage Virh ek . Dhesical A
+ Networking T3 VM Network @ ¢-4—oa @ vmnico 100 Full 3
Storage Adapters VMkemel Port
Network Adapters 3 yMkernell @4
Advanced Settings vmk0 : 192,168.1.10
Sa t
Software 3 Service Console [LE S
R N S vswif0 : 192.168.1.110 ||
Time Configuration
DNS znd Routing virtual Switch: vSwitch1 Remave... Properties...
Virtual Machine Startup/Shutdown : o = e %
Virtual Machine Swapfile Location 3 VM Network 2 g - wvmnicl 100 Full .
Security Profile Sarvic o
System Resource Allocation £ Service Console 2 (LB 8
Advanced Settings vswifl : 192.168.1.220
3 VMkernel2 g4.
vmk1 : 192.168.1.20
FTasks | roct 4

Copyright © StarWind Software 2008-2011. All rights reserved.
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Configuring the iSCSI Initiator

Click the Configuration tab. Then click Storage Adapters.

The list of available storage adapters appears. Select iSCSI Software Adapter.
Click Properties, click the Configure button in the iSCSI Initiator Properties
dialog which appears. To enable the initiator feature tick the Enabled check
box. Click the OK button to close the General Properties dialog and return to
the iSCSI Initiator Properties dialog.

Switch to the Dynamic Discovery tab.

Add each of the StarWind servers by clicking the Add... button and specifying
servers IP address.

@ iSCSI Initiator {(vymhba34) Properties [_ O]

General | Dynamic Discovery || Static Discavery |

Send Targets

Discover 1951 targets dynamically from the Following locations (IPw4, IPva, host name):

iS55I Server Locakion |
192,165.1,11: 3260
192,165.1.22: 3260

add. .. Remove | iettings...l

Close | Help |
¥

Click the Close button. Infrastructure client will prompt you to rescan for new
iSCSI LUNs. Leave the default values and click the Yes button.

Copyright © StarWind Software 2008-2011. All rights reserved. 21
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If successful, the vSphere Client window should look like the sample picture
provided below.

5 192.168.1.12- vSphere Client [_ 2] x|
File Edit View Inventory Administration Plug-ns Help
Q G |Q Home b gF] Inventory b @ Inventory ‘
+
& @
E 192.168.1.12 esx2.test.sws VMware ESX, 4.
Getting ed | Summary | i Machines | Resource Allocation | Performance [ Ll L el Users & Groups | Events | Permissions
TGO Storage Adapters Refresh Rescan...
——_— Device | Type | W | -
SR i5CSI Software Adapter
i i & vmhba34 isCS1 iqn.1998-01.com.vmware:esx2-76ea224d: |
lemary 2 port SATA IDE Controller (ICH9)
Shrie & vmhbat Block 5C5T
Networking & vmhba3s Block 5C51
v Storage Adapters 4 port SATA IDE Controller (ICHS)
Network Adapters & vmhbao Block 5CS1 j
Advanced Settings Details
Software wmhba34 Properties. ..
Model: ISCSI Software Adapter
Licensed Features i5CSI Mame: ign. 1998-01.com.vmware:esx2-76ea224d
Time Configuration iSCSI Alias:
DS and Routing Connected Targets: 2 Devices: 1 Paths: =
Virtual Machine Startup/Shutdown
e View: |Devices Paths
Virtual Machine Swapfile Location A
Security Profile Name | Identifier | Runtime Name | LUN | Type | Transport Capadity | Owner |
T R AR [ ROCKETISCSIDisk (ui.54309... eui.54309.. vmhba34:C0:T0:L0 0 disk i5Csl 10,00GB _NMP |
Advanced Settings
FTasks | root 4
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Setting Up the Datastore

Click the Configuration tab. Then click Storage. Click the Add Storage... link.
The Add Storage dialog appears. Select Disk/LUN storage type.
Click the Next button to continue. Select the device.

[ Add Storage =]

Select Disk/LUN
Select a LIUN to create a datastore or expand the current one

B DiskiLUM o : :
Mame, Identifier, Path ID, LUN, Capacity, Expandable or VMFS Label ... = I Clear
Select Disk/LUN ! ! Ak mpacity- Ban
Current Disk Layout Name | Path D [tun | Capadity | VMFS Label
Froperties ROCKET iSCSI Disk (eui... ign.2008-08.com.starwindsoft. 0 10,00 GB
Farmatting

Ready to Complate

Help | = Back | Mext = I Cancel |

Click the Next button to continue.
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Review the disk layout. Type in the Datastore Name, set the Disk/LUN
formatting options. Confirm that the device parameters are correct and click
the Back button should any changes be required.

|‘_'-:7;E Add Storage =l B

Ready to Complete
Review the disk layout and dick Finish to add storage

DiskA LN

Disk layout:
Ready to Complete

Device Capadty LUM
ROCKET i5C5I Disk (eui.54309bbdf784d2f... 10,00 GB a

Locauon

fumfsfdevices/disks/eui.54309bbcf7a4d2fa

Primary Partitions Capadty
WMFS (ROCKET i5C5I Disk {eui.54309bbcf78... 10,00 GB

File system:

Properties
Datastore name: HA-storage

Formatting
File system: VMFS-3
Block size: 1MB

Maximum file size: 256 GB

Help | < Back | Finish I Cancel |

4

Click the Finish button to close the wizard.
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If everything has been entered correctly, the vSphere Client window should
look like the sample picture provided below.

[551192.168.1.12 - vSphere Client M B

File Edit View Inventory Administration Plug-ns Help

Q G |Q Home b gF] Inventory b @ Inventory

& &

[ [192.168.1.12

Hardware View: [Datastorss Devices
Health Status Datastores Refresh Delete  Add Storage...
Processors Identification | Device | capadty | Free | Type | Lastupdate
Memary @ Storagel Local ATA Disk (t10.... 930,25 GB 816,17 GB wmfs3 13.01.2011 21:18:3%
+ Storage 8 HA-storage ROCKET i5C5I Disk (... 9,75 GB 9,41 GB vmfs3 13.01.2011 21:18:39
Netwarking
Storage Adapters
Network Adapters
Advanced Settings
| | H
Software Datastore Details e
Licensed Features HA-storage 98,7568  Capadity
Time Configuration Location:  fvmfs/volumes/4ad364es-5... oY
DNS and Routing Hardware Acceleration:  Unknown 349,00 MB M Used
9,4168 [ Free
Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location Path Selection g " s
B s Fixed {YMware) ropeTies s
Security Profile Volume Label: Ha-storage ROCKET i5CSIDisk (eui54.. 10,00 GB
System Resource Allocation Datastore Name:  HA-storage
Total F tted Ci 9,75 GB
Advanced Settings Paths g et Formatted Capacity
Total: 2 rl""a e
Broken: 0 File Sys.tem. VMFS 3.33
Disabled: o Block Size: 1MB

FTasks |
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Contacts

Support: www.starwindsoftware.com/support
Support Forum: www.starwindsoftware.com/forums
Sales E-mail: sales@starwindsoftware.com

US Headquarters

Direct phone number: 1-617-449-7717

Fax: 1-617-507-5845

EMEA, APAC

Direct phone numbers: +44-0-2071936727
+44-0-2071936350

Voice Mail: 1-866-790-2646

StarWind Software Inc.
40 Mall Rd., Burlington
MA 01803, USA

www.starwindsoftware.com
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