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Copyright © StarWind Software 2008-2010. All rights reserved. No part of this
publication may be reproduced, stored in a retrieval system, or transmitted in any
form or by any means, electronic, mechanical, photocopying, recording or otherwise,
without the prior written consent of StarWind Software.

TRADEMARKS

“StarWind”, “StarWind Software” and the StarWind and the StarWind Software logos
are trademarks of StarWind Software which may be registered in some jurisdictions.
All other trademarks are owned by their respective owners.

CHANGES

The material in this document is for information only and is subject to change without
notice. While reasonable efforts have been made in the preparation of this document
to assure its accuracy, StarWind Software assumes no liability resulting from errors or
omissions in this document, or from the use of the information contained herein.
StarWind Software reserves the right to make changes in the product design without
reservation and without notification to its users.

TECHNICAL SUPPORT AND SERVICES

If you have questions about installing or using this software, check this and other
documents first - you will find answers to most of your questions here or there. If you
need further assistance, please contact us.
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StarWind Asynchronous Replication Failover and Fail
Back Procedure VMware vSphere 4

This document is meant to help the user understand the process used to fail
over from your active storage node to your passive storage node when using
StarWind Software Asynchronousreplication device.

Forthe purposes of this walkthrough we will be using the following devices:

vSphere 4 Host with an IP address of 192.168.1.220

=l [ Burlington DR Site
= [@ |192.168.1.220
51 SERDEMNLEQDC
I3 Win2003Async
51 Win2003vM1_replic
H1 Win2002WMDFClien
51 Win2003YMDFSanb
&1 Win2003YMDFSanb

We have created a data store on this devicecalled AsyncDS1

Identification Status Device Capacity Free | Type Last Update

@ AsyncD51 O Alertt ROCKET ISCSI Di... 14.75 GB 391.00 MEB wmfs3 3112010 3:12:32 PM
@ ESXSERV2:storag.. @& Mormal Local ATA Disk (t... 66.75 GB 48.49 GB wmfs3 3/11/2010 3:12:32 PM
@ LocalDsl B Warning Local ATA Disk (t...  465.50 GB 86.08 GB wmfs3 311/2010 3:12:32 PM

We have created a virtual machine on this data store called
Win2003Async

E} Win2003Async

51 Win2003vM1_replic

51 Win2003VMDFClien
& Win2003VMDOFSanb

StarWind Active storage node IP address 192.168.1.80 which controls
our Async Device (active storage device) which we have called
ESXAsyncDS
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quarurd

e WMDS1P

= WMDSZPE

s WMDSER1

e ESRASYOCDS
EEEE

StarWind Passive Storage node IP address 192.168.1.202 this storage
box controls our passive storage device calledESXPassive

—| € Targets
ESkPassive

quorumdPartner

s WMDS1P1Partner

e WMDSZPZPartner

s WMDS3P1Partner
===

This process assumes that you have set the following configuration options via
the Software Advanced settings:

Disk.UseLunResetto 1

Disk.UseDeviceReset to 0

The Baseline:

Our baseline assumes that you have setup this asynchronous replication
storage device and are currently running a VM or VMs on this replicated data
store. We will pick up the action assuming that your primary storage box has
failed you need to fail over to your passive box. The process assumes that you
just lost your active storage host and now must get back to a running state via
the “warm” copy of your data.
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Step 1: Re-Connect to your passive box

Assuming that your VMs where running at the time of the storage failure, we
are going to need to start with some housekeeping on the ESX side of things.
In order to get the orphaned VM cleared out and to make sure you are able to
see the passive node storage, you will want to take a few steps.

A. Via the storage Adapters console modify the iSCSI discovery
properties to remove all reference to the now dead storage server
(both in Static discovery and Dynamic Discovery)

(%) iSCSI Initiator (vmhba34) Properties = B %

General ] Dynamic Discovery  Static Discovery l

Discovered or manually entered iSCSI targets:

iSCSI Server Address Target Name

192.168.1.202:3260 ign.2008-08.com.starwindsoftware:192.168.1.2..
192.168.1.202:3260 ign.2008-08.com.starwindsoftware:192.168.1.2..
192.168.1.202:3260 ign.2008-08.com.starwindsoftware:192.168.1.2..
192.168.1.202:3260 ign.2008-08.com.starwindsoftware:192.168.1.2..
192.168.1.80:3260 ign.2008-08.com.starwindsoftware:starwindLsta...
192.168.1.80:3260 ign.2008-08.com.starwindsoftware:starwindLsta...
192.168.1.80:3260 ign.2008-08.com.starwindsoftware:starwindLsta...
192.168.1.80:3260 ign.2008-08.com.starwindsoftware:starwindLsta...
192.168.1.80:3260 ign.2008-08.com.starwindsoftware:starwindLsta...

Add... | Remove | Setﬁngs...|

Close Help
i)

B. Once you have removed all reference to the dead storage box, add
the IP address of your passive box to the dynamic discovery tab:
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(%) iSCSl Initiator (vmhba34) Properties = E eS|

General Dynamic Discovery | Static Discovery
Send Targets

Discover ISCSI targets dynamically fram the following IP addresses:

iSCSI Server Address
192.168.1.202:3260

Add... Remove | Settings... |

Close | Help

,{ﬂ.

**You be asked if you want to Re-scan the HBA you do not need to waste time
on that here, as that will happen during the next step.

C. The next step is to cycle the ESX host, this will force the VMs linked to
the failed storage to become orphaned (which is what we want).
Once the box cycles, two things will happen, the VMs will become
orphaned and the HBA will be rescanned.

D. Next, you will want to go through each VM and remove them from
the inventory
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E. Next you will want to navigate to the Storage tab, here you will want
to click onthe Add Storage Link

F. You will see the storage with the VMFS label that matches that of the
old data store, you will want to select this data store, when asked you
will wantto Add A New Signature

G. Once the data store has been re-signature process is complete, the
data store will be added

H. At this point, you can browse the data store and re-add the VMs to
the inventory, and spin them back up. Note: When asked via
prompt within the VI Client if you moved or copied your VM Select
thel_Copied it option

At this point you will have recovered from the failed storage using your
passive node, which has been promoted to your primary node, to run your
VM’s until you are able to bring your primary node back online.
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Step 2 Fail Back to Primary:

The next step is to fail back to the primary storage controller (Syncing any
changes that have been made while you where running on the passive node).

A. Shutdown all of the running virtual machines and remove them from
inventory

B. Remove the passive target from the Static Discovery

.
- (@ iscsi nitiator (vmhba34) Properties = | B)OR

il

General ] Dynamic Discovery  Static Discovery ]

Discovered or manually entered iSCSI targets:

iSCSI Server Address Target Name

- 192,168.1.202:3260 ign.2008-08.com.starwindsoftware:starwind-kiev-espassive
192.168.1.202:3260 ign.2008-08.com.starwindsoftware:192.168.1.202-guo rumdpartner

E 192,168.1.202:3260 ign.2008-08.com.starwindsoftware:192.168.1.202-vmdsiplparner

1 192.168.1.202:3260 ign.2008-08.com.starwindsoftware: 192.168.1.202-vmds2p2partner
192.168.1.202:3260 ign.2008-08.com.starwindsoftware: 192.168.1.202-vmds3plpartner
192,168.1.202:3260 ign.2008-08.com.starwindsoftware:192.168.1.202-testhalparner
192,168.1.202:3260 ign.2008-08.com.starwindsoftware:192.168.1.202-gsdemomnarl8partner
192.168.1.202:3260 ign.2008-08.com.starwinds oftware:starwind-ufd7f-snaprep

P - T N o TN = LEL N - % O

C. Remove the Passive storage node from the Dynamic Discovery as
well

D. Reboot the ESX host

E. While the ESX host(s) are rebooting you will bring your primary
storage back online by first changing the active mirror to the passive
node (Right Click on the Mirror Device and select change active
mirror)
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This will make your passive mirror (the one you were just running from)
the new active mirror for the purposes of syncing the changes back over
tothe primary.

F. Once this process has completed and now your passive target is now
the “Active” mirror you will want to kick off a check and synchronize
(this will sync changes made to passive while you were directly
running VMs from it:
- [ ESxASyncDs ]

Devices % i5CSI Sessions * CHAP Permissions

Device Marme LM Device Type
0o Mo
= Remowve Device

Force Remove Device

Check and Synchronize mirrar

Swikch active mirror
Device Properties

Device: Mirrarl

Wirtual Disk: Mirror Yolurmes @y seyncES K ESKAsynC, mir

Persistent Reseryation: fes

Size in MBs: 15360

Synchronization Stakus: Synchronized

Active Mirror: #iscsi 192, 166, 1,202: 3260| Targethame=iqn, 2008-05. com. skarwindsaftwar e starwind-kiey-eszpassive| Initiatc
Asynchronous Mode: es

G. Wait for the check and synchronize tocomplete

H. Once the sync has completed you will then change the active mirror
again (this time changing it back to the local image file which is your
primary storage). Using the switch active mirrors function.

I. Once you have changed the active mirrior back to your primary box
you can then proceed with adding your primary box back onto the
ESX iSCSI Initiator (via dynamic discovery) and Rescan the HBA

J. At this point you will now see your primary storage target once again
(you will see it listed under add storage with the appropriate VMFS
label):
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{2 Add Storage — y

Select Disk/LUN
Select a LUM to create a datastore or expand the current one

&l DiskLUN . Mame, Identifier, Path ID, LUN, Capacity, Expandable or VMF5 Label conta

Select Disk/LUN

Current Disk Layout Name Path ID LUN Capadity | VMFS Label

HipEiIEE ROCKETiSCSI Disk (2ui.34223992f2...  ign.2008-08.com.s... 0 511.75 MB

Rea;ff"t”c‘f‘ct::?plete ROCKETISCSI Disk (eui.b62807518...  ign.2008-08.com.s... 0 15.00 GB AsyncD51 (head)

' ROCKETiSCSIDisk (eui4ade2884b...  ign.2008-08.com.5... 0 15.00 GB
ROCKETiSCSI Disk (eui.d4ac447a6...  ign.2008-08.om.5... 0 30.00 GB
ROCKETISCSI Disk (eui6a49%eded...  ign.2008-08.com.5. 0 20.00 GB

K. Add the storage back in with a new signature (you can change the
name once it is re-added

L. Browse the data store and re-add all of your virtual machines When
you power on these VMs you will be once again asked if you copied
or moved the VMs select the copied option

This will complete your fail back process, upon completing these steps, you
will see all of your VMs back up and running, reflective of any changes that
where made while running off of the passive node. At this point you are also
mirroring any new changes that you make to your storage down to your
passive node once again.
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Contacts

Support: www.starwindsoftware.com/support
Support Forum: www.starwindsoftware.com/forums
Sales E-mail: sales@starwindsoftware.com

US Headquarters

Direct phone number: 1-617-449-7717

Fax: 1-617-507-5845

EMEA, APAC

Direct phone numbers: +44-0-2071936727
+44-0-2071936350

Voice Mail: 1-866-790-2646

StarWind Software Inc.
40 Mall Rd., Burlington
MA 01803, USA

www.starwindsoftware.com
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